
References

128Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

REFERENCES

1. Aliyu Mohammed, Sulaiman Mohd Nor, Muhammad Nadzir Marsono, “Analysis of

Internet Malware Propagation Models and Mitigation Strategies”, IRACST-

International Journal of Computer Networks and Wireless Communications

(IJCNWC), Vol. 2, No. 1, 2012, pp. 16- 20.

2. Andhika Pratama, Fauzi Adi Rafrastara, “Computer Worm Classification”,

International Journal of Computer Science and Information Security, Vol. 10, No. 4,

April 2012, pp. 21- 24.

3. Aruna Jamdagni, Zhiyuan Tan, Xiangjian He, Priyadarsi Nanda, Ren Ping Liu,

“RePIDS: A multi tier Real-time payload-based Intrusion Detection System”, Elsevier,

Computer Networks, Vol. 57,No.3, 2013, pp. 811-824.

4. Asaf Shabtai, Yuva Fledel, Yuval Elovici, Yuval Shahar, “Using the KBTA method for

inferring computer and network security alerts from time- stamped, raw system

metrics”, Springer, Journal of Comput Virol, Vol. 6, No. 3, 2010, pp. 239- 259.

5. Asaf Shabtai, Robert Moskovitch, Yuval Elovici and Chanan Glezer, “Detection of

malicious code by applying machine learning classifiers on static features: A state-of-

the art survey”, Elsevier, Vol.14, No. 1, 2009, pp. 16-29.

6. Asaf Shabtai, Robert Moskovitch,Clint Feher,ShlomiDolev, Yuval Elovici, “Detecting

unknown malicious code by applying classification techniques on OpCode patterns”,

Springer, Security Informatics, Vol. 1, No.1, 2012, pp.1-22.

7. A.H.M.Ehtesham Rafiq, M.Watheq EI-Kharashi and Fayez Gebali, “A fast string

search algorithm for deep packet classification”, Elsevier, Computer Communications,

Vol.27, No.15, 2004, pp. 1524-1538.

8. Bimal Kumar Mishra, Samir Kumar Pandey, “ Dynamic model of worm propagation in

computer network”, Elsevier, Applied Mathematical Modelling, Vol. 38, No,7, 2014,

pp. 2173- 2179.



References

129Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

9. Bimal kumar Mishra and Samir Kumar Pandey, “Fuzzy epidemic model for the

transmission of worms in computer network”, Elsevier, Nonlinear Analysis: Real

World Applications, Vol.11, No.5, 2010, pp. 4335-4341.

10. Burak Bayoglu, Ibrahim Sogukpinar, “Graph based signature classes for detecting

polymorphic worms via content analysis”, Elsevier, Computer Networks, Vol. 56, No.

2, 2012, pp. 832- 844.

11. Chao Chen, Zesheng Chen, Yubin Li, “Characterizing and defending against divide-

conquer- scanning worms”, Elsevier, Computer Networks, Vol. 54, No. 18, 2010, pp.

3210- 3222.

12. Chung- Ming Ou, “Multiagent- based computer virus detection systems: abstraction

from Dendritic cell algorithm with danger theory”, Springer, Telecommunication

System, Vol. 52, No. 2, 2011, pp. 681-691.

13. Chun- Ying Huang, “Effective bot host detection based on network failure models”,

Elsevier, Computer Networks, Vol. 57, No. 2, 2013, pp. 514- 525.

14. David Zhao, Issa Traore, Bassam Sayed, Wei Lu, Sherif Saad, Ali Ghorbani, Dan

Garant, “Botnet detection based on traffic behaviour analysis and flow intervals”,

Elsevier, Computers and Security, 2013, pp. 1- 15.

15. Dima Stopel, Robert Moskovitch,ZviBoger, Yuval Shahar, Yuval Elovici, “Using

artificial neural networks to detect unknown computer worms”, Springer, Vol. 18,

2009, pp.663-674.

16. Eduardo Feitosa, Eduardo Souto, Djamel H. Sadok, “An orchestration approach for

unwanted Internet traffic identification”, Elsevier, Computer Networks, Vol.56,

2012,pp. 2805-2831.

17. Ezzat Kirmani, Cynthia S. Hood, “Analysis of a scanning model of worm

propagation”, Springer, Journal in computer Virology, Vol. 6, No.1, 2010, pp. 31- 42.



References

130Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

18. Fabio Soldo, Katerina Argyraki, Athina Markopolou, “Optimal Source- Based

Filtering of Malicious Traffic”, IEEE/ ACM Transactions on Networking, Vol. 20, No.

2, April 2012, pp. 381- 395.

19. Fang Xianmei, “Control Strategy on Worms Spread in Complex Networks”, Elsevier,

2012 International Conference on Applied Physics and Industrial Engineering, Physics

Procedia, Vol 24, 2012, pp. 2298- 2303.

20. Fangwei Wang, Yunkai Zhang, Changguang Wang, Jianfeng Ma, “Stability analysis of

an e- SEIAR model with point- to- group worm propagation”, Elsevier,

Communications in Nonlinear Science and Numerical Simulation, Vol. 20, No. 3,

2015, pp. 897-904.

21. Fangwei Wang, Yunkai Zhang, Changguang Wang, Jianfeng Ma, SangJae Moon,

“Stability analysis of a SEIQV epidemic model for rapid spreading worms”, Elsevier,

Computers and Security, Vol. 29, No.4, 2010, pp. 410- 418.

22. Guangsen Zhang, Manish Parashar, “Cooperative detection and protection against

network attacks using decentralized information sharing”, Springer, Cluster Computer,

Vol. 13, No. 1, 2010, pp. 67- 86.

23. Ikkyun Kim, Daewon, Byoungkoo Kim, Yangseo Choi, Seongyong Yoon, Jintae Oh,

and Jongsoo Jang, “An Architecture of Unknown Attack Detection System against

Zero- day Worm”, Proceedings of the 8th WSEAS International Conference on Applied

Computer Science (ACS’ 08), pp. 205- 211.

24. Irfan Ahmed, Kyung-sukLhee, “Classification of packet contents for malware

detection”, Springer, Journal in Computer Virology, Vol. 7, No. 4, pp. 279-295.

25. Insu Park, R. Sharman, H. R. Rao, S. Upadhyaya, “Short Term and Total Life Impact

analysis of email worms in computer systems”, Elsevier, Decision Support Systems,

Vol. 43, 2007, pp. 827- 841.



References

131Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

26. Igor Santos, Felix Brezo, XabierUgarte-Pedrero, Pablo G.Bringas, “Opcode sequences

as representation of executables for data-mining-based unknown malware detection”

Elsevier, Information Sciences, Vol. 231, 2013, pp.64-82.

27. Kumar Simkhada, Tarik Taleb, Yuji Waizumi, Abbas Jamalipour, Nei Kato and

Yoshiaki Nemoto, “An Efficient Signature- Based Approach for Automatic Detection

of Internet Worms over Large- Scale Networks”, IEEE International conference on

Communications, Vol.9, 2006, pp. 2364- 2369.

28. Liming Zheng, Peng Zou, Yan Jia, Weihong Han, “Traffic Anomoly Detection and

Containment Using Filter- Ary- Sketch”, Elsevier, 2012 International Workshop on

Information and Electronics Engineering(IWIEE), Procedia Engineering, Vol 29, pp.

4297- 4306.

29. Li- Peng Song, Zhen Jin, Gui- Quan Sun, Juan Zhang, Xie Han, “Influence of

removable devices on computer worms: Dynamic analysis and control strategies”,

Elsevier, Computers and Mathematics with Applications, Vol. 61, 2011, pp. 1823-

1829.

30. Manish Khule, Megha Singh, Deepak Kulhare, “Enhanced Worms Detection By

NetFlow”, International Journal of Engineering and Computer Science, Vol 3, Issue 3,

March 2014, pp. 5123- 5127.

31. Min Cai, Kai Hwang, Jianping Pan, and Christos Papadopoulos, “WormShield: Fast

Worm Signature Generation with Distributed Fingerprint Aggregation”, IEEE

Transactions on Dependable and Secure Computing, Vol. 4, No. 2, April- June 2007,

pp. 88- 102.

32. Min Cai, Kai Hwang, Yu-Kwong Kwok, Shanshan Song, Yu Chen, “Collaborative

Internet Worm Containment” IEEE Security and Privacy,Vol.3, No.3, 2005, pp.25-33.

33. Mohammad M. Rasheed, Norita Md Norwawi, Osman Ghazali, and Mohammad M.

Kadhum, “Intelligent Failure Connection Algorithm for Detecting Internet Worms”,

International Journal of Computer Science and Network Security, Vol. 9, No. 5, May

2009, pp. 280- 285.



References

132Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

34. M.H.R Khouzani, Eitan Altman, SaswatiSarkar, “Optimal Quarantining of Wireless

Malware Through Reception Gain Control”, IEEE Transactions on Automatic Control,

Vol. 57, No.1, January 2012, pp. 49-61.

35. Ning Weng, Luke Vespa, Benfano Soewito, “Deep packet pre-filtering and finite state

encoding for adaptive intrusion detection system”, Elsevier, Computer Networks,

Vol.55, No.8, 2011, pp. 1648-1661.

36. Nir Nissim, Robert Moskovitch, Lior Rokach, Yuval Elovici, “Detecting unknown

computer worm activity via support vector machines and active learning”, Springer,

Pattern Analysis and Applications, Vol. 15, No. 4, 2012, pp.459-475.

37. Nir Nissim, Robert Moskovitch, Lior Rokach, Yuval Elovici, “Novel active learning

methods for enhanced PC malware detection in windows OS”, Elsevier, Expert

Systems with Applications, Vol. 41, No. 13, 2014, pp.5843-5857.

38. Noriaki Kamiyama, Ryoichi Kawahara, Tatsuya Mori, Shigeaki Harada, Haruhisa

Hasegawa, “Optimally designing caches to reduce P2P traffic”, Elsevier, Computer

Communications, Vol. 34, 2011, pp. 883- 897.

39. Ossama A. Toutonji, seong- Moo Yoo, Moongyu Park, “Stability analysis of VEISV

propagation modelling for network worm attack”, Elsevier, Applied Mathematical

Modelling, Vol. 36, No. 6, 2012, pp. 2751- 2761.

40. Ossama Toutonji and Seong- Moo Yoo, “Passive Benign Worm Propagation Modeling

with Dynamic Quarantine Defense”, KSII Transactions on Internet and Information

Systems, Vol. 3, No. 1, February 2009, pp. 96- 107.

41. Pedro  Casas, Johan Mazel and Philippe Owezarski, “Unsupervised Network Intrusion

Detection Systems: Detecting the Unknown without Knowledge”, Elsevier, Vol. 35,

No. 7, 2012, pp. 772-783.

42. Paul C. van Oorschot, Jean-Marc Robert and Miguel Vargas Martin, “A monitoring

system for detecting repeated packets with applications to computer worms”, Springer,

Vol. 5, No. 3, 2006, pp.186-199.



References

133Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

43. Pele Li, Mehdi Salour, And Xiao Su, “A Survey of Internet Worm Detection And

Containment”, IEEE Communications Surveys, 1st Quarter 2008, Vol. 10, No. 1, pp.

20- 35.

44. Qian Wang, Zesheng Chen and chao Chen, “Darknet- Based Inference of Internet

Worm Temporal Characteristics”, IEEE Transactions on Information Forensics and

Security, Vol. 6, Issue.4, December 2011, pp. 1382- 1393.

45. Qian Wang, Zesheng Chen, and Chao Chen, “On the Characteristics of the Worm

Infection Family Tree”, IEEE Transactions on Information Forensics and Security, Vol

7, No. 5, October 2012, pp. 1614- 1627.

46. Ram Dantu, Joao W. Cangussu, Sudeep Patwardhan, “Fast Worm Containment Using

Feedback Control”, IEEE Transactions on Dependable and Secure Computing, Vol. 4,

No. 2, April-June 2007,pp. 119-136.

47. Roberto Perdisci, Davide Ariu, Prahlad Fogla, Giorgio Giacinto, Wenke Lee,

“McPAD: A multiple classifier system for accurate payload-based anomaly detection”,

Elsevier, Computer Networks, Vol. 53, No.6, 2009, pp. 864-881.

48. Robert Moskovitch, Yuval Elovici, Lior Rokach, “Detection of unknown worms based

on behavioural classification of the host”, Elsevier, Computational Statistics and Data

Analysis, Vol. 52, No. 9, 2008, pp. 4544- 4566.

49. Robert Moskovitch, Dima Stopel, Clint Feher, Nir Nissim, Nathalie Japkowicz, Yuval

Elovici, “Unknown malcode detection and the imbalance problem”, Springer, Vol. 5,

2009, pp.295-308.

50. Sanjay Misra and Akuboh Victor Uneojo, “Computer Worm Attack Using IDS and

Trace Back Approaches”, Annual Symposium on Information Assurance and Secure

Knowledge Management, June 5-6, 2012, Albany, NY.

51. Sarah H. Sellke, Ness B. Shroff, and Saurabh Bagchi, “Modeling and Automated

Containment of Worms”, IEEE Transactions on Dependable and secure Computing,

Vol. 5, No. 2, April- June 2008, pp. 71- 86.



References

134Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

52. Shigang Chen and Sanjay Ranka, “Detecting Internet Worms at Early Stage”, IEEE

Journal on Selected Areas in Communications, Vol. 23, No. 10, October 2005, pp.

2003- 2012.

53. Songqing Chen, Lei Liu, Xinyuan Wang, Xinwen Zhang, Zhao Zhang, “A Host- based

approach for unknown Fast- Spreading Worm Detection and Containment”, ACM

Transactions on Autonomous and Adaptive Systems, Vol. 8, No. 4, Article 21, January

2014, pp. 1- 18.

54. Syed Ali Khayam, Ayesha Binte Ashfaq and Hayder Radha, “Joint network-host based

malware detection using information-theoretic tools”, Springer, Vol. 7, No. 2, 2010,

pp. 159-172.

55. Ting Chen, Xiao Zhang, Hua Liu, Xiong- da Li, Yue Wu, “Fast quarantining of

proactive worms in unstructured P2P networks”, Elsevier, Journal of Network and

Computer Applications, Vol. 34, 2011, pp. 1648- 1659.

56. Tzu- Fang Sheu, Nen- Fu Huang, and Hsiao- Ping Lee, “In- Depth Packet Inspection

Using a Hierarchical Pattern Matching Algorithm”, IEEE Transactions on Dependable

and Secure Computing, Vol. 7, No. 2, April- June 2010, pp. 175- 188.

57. Uriti Suresh, M. V. A. Naidu, Prof. D. S. Sharma, “Spectral Based Detection of Smart

Worms”, International Journal of Engineering Research and Applications (IJERA),

Vol. 2, Issue. 4, July- August 2012, pp. 478- 485.

58. Vishrut Sharma, “An Analytical Survey of Recent Worm Attacks”, IJCSNS

International Journal of Computer Science and Network Security, Vol. 11, No. 11,

November 2011, pp. 99- 103.

59. Wen Chen Sun and Yi-Ming Chen, “A rough set approach for automatic key attributes

identification of zero-day polymorphic worms”, Elsevier, Expert Systems with

Applications, Vol.36, 2009, pp. 4672-4679.



References

135Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

60. Wei Yu, Xun Wang, Adam Champion, Dong Xuan, David Lee, “On detecting active

worms with varying scan rate”, Elsevier, Computer Communications, Vol. 34, 2011,

pp. 1269- 1282.

61. Wei Yu, Xun Wang, Prasad Calyam, Dong Xuan, and Wei Zhao, “Modeling and

Detection of Camouflaging Worm”, IEEE Transactions on Dependable and Secure

Computing, Vol. 8, No. 3, May/ June 2011, pp. 377- 390.

62. Wei Yu, Nan Zhang, Xinwen Fu, and Wei Zhao, “Self- Disciplinary Worms and

Countermeasures: Modeling and Analysis”, IEEE Transactions on Parallel and

Distributed Systems, Vol. 21, No. 10, October 2010, pp. 1501- 1514.

63. Xiang Fan, Yang Xiang, “Defending against the propagation of active worms”,

Springer, Journal of Super Computer, Vol. 51, 2010, pp. 167- 200.

64. Xiaoming Wang , Qiaoliang Li and Yingshu Li, “EiSIRS: a formal model to analyze

the dynamics of worm propagation in wireless sensor networks”, Springer, Vol.20,

No.20, 2010, pp.47-62.

65. Xufei Zheng, Tao Li, Yonghui Fang, “Strategy of fast and light- load cloud- based

proactive benign worm countermeasure technology to contain worm propagation”,

Springer, Journal of Super Computer, Vol. 62, No. 3, 2012, pp. 1451- 1479.

66. Xuxian Jiang, Florian Buchholz, Aaron Walters, DongyanXu, Yi-Min Wang, Eugene

H. Spafford, “Tracing Worm Break-In and Contaminations via Process Coloring: A

Provenance-Preserving Approach“, IEEE Transactions on Parallel and Distributed

Systems, Vol.19, No.7, July 2008,pp. 890-902.

67. Yang XinYu, Shi Yi and Zhu HuiJun, “Detection and location algorithm against

local- worm”, Springer, Science in China Series F: Information Sciences, Vol. 51, No.

12, December 2008, pp. 1935- 1946.

68. Yong TANG, Jiaqing Luo, Bin Xiao and Guiyi Wei, “Concept, Characteristics and

Defending Mechanism of Worms”, IEICE Transactions on Information and Systems,

Vol. E92- D, No. 5, May 2009, pp. 799-809.



References

136Characteristics based Detection of Internet worms using Combined Machine Learning Methods and Worm Containment

69. Yong Tang and Shigang Chen, “An Automated Signature- Based Approach against

Polymorphic Internet Worms”, IEEE Transactions on Parallel and Distributed Systems,

Vol. 18, No. 7, July 2007, pp. 879- 892.

70. Yoon- Ho Choi, Peng Liu, Seung- Woo. Seo, “Creation of the importance scanning

worm using information collected by Botnets”, Elsevier, Computer Communications,

Vol. 33, 2010, pp. 676- 688.

71. Yuanyuan Zeng, Xin Hu, Haixiong Wang, Kang G. Shin, Abhijit Bose, “Containment

of Network Worms via Per- Process Rate- Limiting”, Proceedings of the 4th

International Conference on Security and privacy in communication, ACM Digital

Library,2008.

72. Yu Yao, Xiao- wu Xie, Hao Guo, Ge Yu, Fu- Xiang Gao, Xiao- jun Tong, “Hopf

bifurcation in an Internet worm propagation model with time delay in quarantine”,

Elsevier, Mathematical and Computer Modeling, Vol. 57, No.11-12, 2013, pp. 2635-

2646.

73. Yu Yao, Lei Guo, Hao Guo, Ge Yu, Fu-xiang Gao and Xiao-jun Tong, “Pulse

quarantine strategy of internet worm propagation: Modeling and Analysis”, Elsevier,

Computers and Electrical Engineering, Vol.38, No.5, 2012, pp. 1047-1061.

74. Y. H. Choi, L. Li, P. Liu, G. Kesidis, “Worm Virulence estimation for the containment

of local worm outbreak”, Elsevier, Computers and Security, Vol. 29, No.1, 2010, pp.

104- 123.

75. M. Zaki, A. A. Hamouda, “Design of a multi agent system for worm spreading

reduction”, Springer, Journal of Intelligent Information System, Vol. 35, 2010, pp.

123- 155.


