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SYNOPSIS
The project entitled “Credit Card Fraud Detection using Hidden Markov Model” is a system side project designed by using ASP.NET as front-end and SQL SERVER 2000 as back-end which works in .Net framework version 2.0. 

Due to a rapid advancement in the electronic commerce technology, the use of credit cards has dramatically increased. As credit card becomes the most popular mode of payment for both online as well as regular purchase, cases of fraud associated with it are

also rising. In this project, the sequence of operations in credit card transaction processing using a Hidden Markov Model (HMM) is modeled and it can be used for the detection of frauds. An HMM is initially trained with the normal behavior of a cardholder. If an incoming credit card transaction is not accepted by the trained HMM with sufficiently high probability, it is considered to be fraudulent. At the same time, it is necessary to ensure that genuine transactions are not rejected. 

The process of the Hidden Markov Model includes the cluster algorithm which is used to calculate the transaction class of the buyer. According to the transaction class of the buyer their spending profile will be calculated and the credit card validation is done. The three type of transaction class defined by cluster algorithm are transaction High (Ch), transaction Medium (Cm), and transaction Low (Cl). The transaction details of the buyer will be maintained separately by the Fraud Detection System (FDS). Each incoming transaction is submitted to the FDS for verification. FDS receives the card details and the value of purchase to verify whether the transaction is genuine or not. The types of goods that are bought in that transaction are not known to the FDS. It tries to find any anomaly in the transaction based on the spending profile. If the FDS confirms the transaction to be malicious, it declines the transaction. Thus the system enables to identify the genuine customer during the online purchase.
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1. INTRODUCTION
1.1 PROBLEM DEFINITION

The “Credit Card Fraud Detection using Hidden Markov Model” is the project developed to detect the credit card fraud on the time of purchasing through on line. In the system, customer can view and purchase the product through online and genuine cardholder is verified using Fraud Detection System (FDS). If the FDS detected the particular card to be fraud then the transaction would be declined by the FDS for the particular customer otherwise it allows the customer to purchase the product.

1.2 OVERVIEW OF THE PROJECT

 
Credit card based purchases can be categorized into two types: 1) physical card and 2) virtual card. In a physical-card based purchase, the cardholder presents his card physically to a merchant for making a payment. To carry out fraudulent transactions in this kind of purchase, an attacker will steal the credit card. If the cardholder does not realize the loss of card, it can lead to a substantial financial loss to the credit card company.

 In the second kind of purchase, only some important information about a card (card number, expiration date, secure code) is required to make the payment. Such purchases are normally done on the Internet or over the telephone. To commit fraud in these types of purchases, a fraudster simply needs to know the card details. Most of the time, the genuine cardholder is not aware that someone else has seen or stolen his card information. The only way to detect this kind of fraud is to analyze the spending patterns on every card and to figure out any inconsistency with respect to the “usual” spending patterns. Fraud detection based on the analysis of existing purchase data of cardholder and it is a promising way to reduce the rate of successful credit card frauds. Since humans tend to exhibit specific behaviorist profiles, every cardholder can be represented by a set of patterns containing information about the typical purchase category, the time since the last purchase, the amount of money spent, etc. Deviation from such patterns is a potential threat to the system.
Each incoming transaction is submitted to the FDS for verification. FDS receives the card details and the value of purchase to verify whether the transaction is genuine or not. The types of goods that are bought in that transaction are not known to the FDS. It tries to find any anomaly in the transaction based on the spending profile. If the FDS confirms the transaction to be malicious, it declines the transaction.

1.3 ORGANIZATION PROFILE

RAM CONTROLS is one of the fastest growing concerns focusing on IT and IT enabled services working with client’s satisfaction in the areas that impact and redefines the core of the Business through its advanced technologies and superior work culture. RAM CONTROLS focuses on helping to organizations address their business globally and effectively. RAM CONTROLS is started in October 2003 at Coimbatore with 4 software Engineers and its registered in 2004. Now, the company has 4 branches in Tamil nadu and more than 25 Employees working for clients effectively and efficiently. 

Background

RAM CONTROLS runs on a unique combination of advanced software and hardware. The company focuses on web site development along with customized software packages and implementation. 
People 

People are our asset-this statement is more than a slogan at RAM CONTROLS. It has the best of Indian talent for delivering an international quality services in a cost effective business model. So caring for nurturing people is a synergistic combination of philosophy and business. Here, the functionality starts from initial study using our industry knowledge and a client requirement analysis is done. Then a complete business application is developed for the customer. 

2. SYSTEM CONFIGURATION

                 System configuration is means by which it defines in terms meaningful to the operating system any or all of the peripheral devices attached to the computer for the input (entering) or output (storing or displaying) of data. System configuration also includes the definition or modification of system parameters other than input/output (I/O) device configuration.

2.1 HARDWARE SPECIFICATION

Platform                      :           Windows XP


Processor 

:
Pentium IV

CPU Speed

:
2.4 GHz

RAM


:
512 MB

Hard Disk

:
80 GB

VDU


:
VGA Color Monitor

Disk Drive

:
CD drive


System          
            :           Pentium IV 2.8 GHz

2.2 SOFTWARE SPECIFICATION
Web server                  : 
IIS Server

Back end                     : 
SQL Server 2000

Server side scripting   : 
ASP.NET with C#

Client side scripting    : 
HTML

2.3 ABOUT THE SOFTWARE
FRONT END ASP.NET

ASP.NET, the next version of ASP, is a programming framework used to create enterprise-class Web Applications. These applications are accessible on a global basis leading to efficient information management. The advantage ASP.NET offers is more than just the next version of ASP. 
           Since 1995, Microsoft has been constantly working to shift it's focus from Windows-based platforms to the Internet. As a result, Microsoft introduced ASP (Active Server Pages) in November 1996. ASP offered the efficiency of ISAPI applications along with a new level of simplicity that made it easy to understand and use. However, ASP script was an interpreted script and consisted unstructured code and was difficult to debug and maintain. As the web consists of many different technologies, software integration for Web development was complicated and required to understand many different technologies. Also, as applications grew bigger in size and became more complex, the number of lines of source code in ASP applications increased dramatically and was hard to maintain. 
          The .NET Framework was introduced with a vision to create globally distributed software with Internet functionality and interoperability. The .NET Framework consists of many class libraries, includes multiple language support and a common execution platform. It's a very flexible foundation on which many different types of top class applications can be developed that do different things. Developing Internet applications with the .NET Framework is very easy. ASP.NET is built into this framework; we can create ASP.NET applications using any of the built-in languages. 

Unlike ASP, ASP.NET uses the Common Language Runtime (CLR) provided by the .NET Framework. This CLR manages execution of the code we write. ASP.NET code is a compiled CLR code instead of  interpreted code (ASP). CLR also allows objects written in different languages to interact with each other. The CLR makes development of Web applications simple. 
Advantages Using ASP.NET 

· ASP.NET drastically reduces the amount of code required to build large applications. 

· ASP.NET makes development simpler and easier to maintain with an event-driven, server-side programming model. 

· ASP.NET pages are easy to write and maintain because the source code and HTML are together.

· The source code is executed on the server. The pages have lots of power and flexibility by this approach. 

· The source code is compiled the first time the page is requested. Execution is fast as the Web Server compiles the page the first time it is requested. The server saves the compiled version of the page for use next time the page is requested.
· ASP.NET makes for easy deployment. There is no need to register components because the configuration information is built-in.
· The Web server continuously monitors the pages, components and applications running on it. 
· ASP.NET validates information entered by the user without writing a single line of code.
· ASP.NET easily works with ADO .NET using data-binding and page formatting features. 

· ASP.NET applications run fatter and counter large volumes of users without performance problems.
VISUAL C#
C# is a multi-paradigm programming language encompassing imperative, functional, generic, object-oriented (class-based), and component-oriented programming disciplines. It was developed by Microsoft within the .NET initiative and later approved as a standard by Ecma (ECMA-334) and ISO (ISO/IEC 23270). C# is one of the programming languages designed for the Common Language Infrastructure.

C# is intended to be a simple, modern, general-purpose, object-oriented programming language. The most recent version is C# 3.0, which was released in conjunction with the .NET Framework 3.5 in 2007. 

FEATURES

C# is the programming language that most directly reflects the underlying Common Language Infrastructure (CLI). Most of its intrinsic types correspond to value-types implemented by the CLI framework. However, the language specification does not state the code generation requirements of the compiler: that is, it does not state that a C# compiler must target a Common Language Runtime, or generate Common Intermediate Language (CIL), or generate any other specific format. 

Some notable distinguishing features of C# are:

· There are no global variables or functions. All methods and members must be declared within classes. Static members of public classes can substitute for global variables and functions. 

· Local variables cannot shadow variables of the enclosing block, unlike C and C++. Variable shadowing is often considered confusing by C++ texts. 

· C# supports a strict Boolean datatype bool. Statements that take conditions, such as while and if, require an expression of a type that implements the true operator, such as the boolean type. 

· Managed memory cannot be explicitly freed; instead, it is automatically garbage collected. Garbage collection addresses the problem of memory leaks by freeing the programmer of responsibility for releasing memory which is no longer needed. 

· In addition to the try...catch construct to handle exceptions, C# has a try...finally construct to guarantee execution of the code in the finally block. 

· Multiple inheritance is not supported, although a class can implement any number of interfaces. This was a design decision by the language's lead architect to avoid complication and simplify architectural requirements throughout CLI. 

· C# is more typesafe than C++. The only implicit conversions by default are those which are considered safe, such as widening of integers. This is enforced at compile-time, during JIT, and, in some cases, at runtime. There are no implicit conversions between booleans and integers, nor between enumeration members and integers (except for literal 0, which can be implicitly converted to any enumerated type). Any user-defined conversion must be explicitly marked as explicit or implicit, unlike C++ copy constructors and conversion operators, which are both implicit by default. 

· Enumeration members are placed in their own scope. 

· C# provides properties as syntactic sugar for a common pattern in which a pair of methods, accessor (getter) and mutator (setter) encapsulate operations on a single attribute of a class.
C# is more type safe than C++. The only implicit conversions by default are those which are considered safe, such as widening of integers. This is enforced at compile-time, during JIT, and, in some cases, at runtime. There are no implicit conversions between booleans and integers, or between enumeration members and integers (except for literal 0, which can be implicitly converted to any enumerated type). 
BACK END MS SQL SERVER 2000

          Microsoft SQL Server extends the performance, reliability, quality, and ease-of-use of Microsoft SQL Server version. Microsoft SQL Server includes several new features that make it an excellent database platform for large-scale online transactional processing (OLTP), data warehousing, and e-commerce applications.

          The OLAP Services feature available in SQL Server version is now called SQL Server Analysis Services. The term OLAP Services has been replaced with the term Analysis Services. Analysis Services also includes a new data mining component. 

          The Repository component available in SQL Server version  is now called Microsoft SQL Server  Meta Data Services. References to the component now use the term Meta Data Services. The term repository is used only in reference to the repository engine within Meta Data Services.

3. SYSTEM STUDY AND ANALYSIS
The system study is a comparative study of existing system and proposed system in order to analysis the development. It helps to understand the functions of the existing system. So it exposes the requirements and expansion of the existing system.
3.1 EXISTING SYSTEM
 
In case of the existing system the fraud is detected after the fraud is committed and it is detected after the complaint of the card holder. And it requires more time and the card holder faced a lot of trouble before the investigation finish. All the transaction is maintained in a log and it need to be maintained as a huge data. Now a day's lot of online purchase is made so it is necessary to validate the identity of the cardholder. Generally the person having the card and has to sign to make a purchase fake signatures can be made to commit a fraud. so it needs help from the cyber crime to investigate about the transaction. To avoid the above disadvantage we propose the system to detect the fraud in a best way to avoid fraudulent. 

DISADVANTAGE OF EXISTING SYSTEM
· It needs manpower to record all the details of the customers.
· Each and every time the customer details have to be registered whenever the customer purchased the products for future reference.

· On administrator side it is difficult to manage more number of customer data.
· It requires a panel of members that enable to handle all type of customers.
· Card holder validation would not be done.
3.2 PROPOSED SYSTEM

In this system, a hidden morkov model (HMM) which does not require customer signatures and yet it is able to detect frauds by considering a cardholder's spending habit. Card transaction processing is sequenced by the stochastic process of an HMM. An FDS runs at a credit card issuing bank. 
Each incoming transaction is submitted to the FDS for verification. FDS receive the card details and the values of purchases, to verify whether the transaction is genuine or not. The types of goods that are bought in that transaction are not known to the FDS. It tries to find any anomaly in the transaction based on the spending profile of the cardholder. If the FDS confirms the transaction to be malicious, it declines the transaction otherwise it ask some secret question to the customer. It is the second level of security.

The customer has to provide the correct response to the secret questions. Then the card will be accepted and the customer is allowed to purchase the product otherwise they are not permitted for purchasing.
ADVANTAGE OF PROPOSED SYSTEM
· The detection of fraud is much faster than existing system. 

· Credit card details are verified each time when a user buys products.

· Customer satisfaction is maintained.
· It reduces the tedious work of an employee in the bank. 

· It is possible to make auction to be familiar world wide 

· Gaining more customers becomes quite easier

· Credit card number is encrypted and saved in the database for security using the Secure Hash Algorithm.
  3.3 FEASIBILTY STUDY

A feasibility study in made to see if the project on completion will serve the purpose of the organization for the amount of work, time and effort spent on it. Feasibility study lets the developer to foresee the future of the project and its usefulness.

· Finding out whether a new system is required or not.

· Determining the potentials and drawbacks of the existing system.

· Identification of user requirements and the benefits expected by the user from the resulting system.

· Finding out the various alternatives available.

· Knowing what should be incorporated in the new system.

· Defining the ingredients and objectives involved in this project.

· Identifying whether the proposed system could meet the end needs of the users.

· Proving technical, economic, operational feasibility of the proposed system.

There are three aspects on the feasibility study portion of the preliminary investigation.
· Technical Feasibility

· Economic Feasibility

· Behavioral Feasibility

The proposed system is evaluated from the technical point of view first, and if technically feasible their impact on the organization must be assessed. If compatible, operational system can be devised. Then they must be tested for economic feasibility.
Technical Feasibility

A detailed study and analysis of the credit card fraud detection was conducted. The system must be evaluated from the technical viewpoint first. The assessment of this feasibility must be based on an outline design of the system requirement in the terms of input, output, programs, procedure and staff. The project should be developed such that the necessary functions and performance are achieved within the constraints.


Technical feasibility study deals with the hardware as well as software requirements. The scope was whether the work for the project is done with the current equipment and existing software technology is examined in the feasibility study. The outcome was found to be positive.

Economical Feasibility


The developing system must be justified by cost and benefit. A criterion is to ensure that effort taken on the project give the best return at the earliest. One of the factors, which affect the development of a new system, is the cost it would require. Since the system development is part of a project work, there is no manual cost to spent for the proposed system. All the resources are already available, gives an indication that the system is economically possible for development.

Operational Feasibility

         The proposed project would be beneficial to the organizations satisfying the objectives when developed and installed. One of the main problems faced during development of a new system is getting the acceptance from the user. All the operational aspects are considered carefully. Thus the project is operationally feasible.
4. SYSTEM DESIGN

System design centers the software engineering and applied science regardless of the software process model that is used. Once the software requirements have been analyzed and specified, tests that are required in the building and verifying the software is done. Each activity transforms information in a number that ultimately results in validated computer software.
There are mainly three characteristics that serve as guide for evaluation of good design,

· The design must implement all of explicit requirements contained in the analysis model, and it must accommodate all of the implicit requirements desired by the customer.

· The design must be readable, understandable guide for those who generate code and for those who test and subsequently support the software.

· The design should provide a complete picture of software, addressing the data, its functional and behavioral domains from the implementation perspective.

System design is a process of planning a new system or to the complement of the existing system. The design based on the limitations of the existing system and the requirements specification gathered in the phase of system analysis.
4.1 INPUT DESIGN


Input design is the process of converting the user-oriented description of the computer based business information into program-oriented specification. The goal of designing input data is to make the automation as easy and free from errors as possible. 

· The quality of the system input design determines the quality of the system output.
· Input specifications describe the manner in which data enters the system for processing.
· The Input design also decides whether the user can interact efficiently with the system.

\
The various input forms used in this project are:

· Login Form

· Product details 

· Account details 

· Secret questions 

Login Form
 Login form is an input window used for entering the username and password. When the user name and password are valid it allows accessing the further window. It refers to Fig 3.2.

Product details 


In this form the administrator can add the details about their product name, product price and picture of the product can also be uploaded. The administrator can update existing product details and also allows to removing the product from the database. It refers to Fig 3.4.

Account details 
This module is used for getting the account details from the user. During the product purchase the customer has to input the account details such as account number, card type, card number, credit card limit and expiry date. It refers to Fig 3.12.

Secret questions 

In online purchasing for further verification of account details secret questions are generated. The customer should answer for each question to confirm the identity of the cardholder. The secret questions are based on the information like secret key, date of birth and nick name. It refers to Fig 3.13, Fig 3.14, and Fig 3.15.

4.2 OUTPUT DESIGN 
 
One of the most important features of information system for the user is the output it produces. Outputs are the direct source of information to the users without quality output the entire system may appear to be unnecessary that the users will avoid using it. 
They provide a consolidated and permanent copy of records, which helps in making decision. Based on the needs and requirements of the dataset, the output designed with core and consideration.
The output design of the project includes the following
· Credit card fraud detection 

· Purchase details 

Credit card fraud detection

After getting the account details it has been submitted to the fraud detection system (FDS) to verify the details. It tries to find any anomaly in the transaction based on the spending profile of the cardholder. If the FDS confirms the transaction to be malicious, it declines the transaction otherwise it ask some secret question to confirm the genuinity. If the customers confirms with the correct response to the secret question the card will be accepted and the customer can able to purchase the product otherwise they are not able to purchase.
Purchase details 


After the credit card validation the customer can purchase the product. The administrator can view the customer details and their purchase details day by day. It includes the information like product name, amount of purchase, customer name, and address. It refers to Fig 3.22.

4.3 CODE DESIGN

The main purpose of code design is to simplify the coding and to achieve better performance and quality with free of errors. The coding is prepared in such a way that the internal procedures are more meaningful validation manager is displayed for each column. The coding of the variables is done in such a way that one other than person who developed the packages can understand its purpose.
4.4 DATABASE DESIGN

Database design is the process of producing a detailed data model. It is a logical design of the base data structures used to store the data. In the relational model, the database designs are tables and views. The database design can be modified only by authorized persons. A table consists of rows and columns. Database design process consists of steps, which will be carried out by the database designer that are:
· Determine the data to be stored in the database.

· Determine the relationships between the different data elements

· Superimpose a logical structure upon the data on the basis of these relationships.

The database design includes two databases namely “credit and fds”

In credit database is used to store the customer and product details and it contains the tables such as product, delivery, purchase, registration. 

Fds database is used to store the account details and it contains the table such as account, secretquestion, spendingprofile, and transaction. 

5. SYSTEM DEVELOPMENT

In the system development process, first the system is studied. Top down programming techniques have been adopted while developing the project. Each task is divided into separate modules, so modification and enhancement can be easily made without affecting any other part of the program. The system has been developed to satisfy the needs of the organization.
5.1 MODULE DESCRIPTION
In the system, customer can view and purchase the product through online and genuine cardholder is verified using Fraud Detection System (FDS). If the FDS detected the particular card to be fraud then the transaction would be declined by the FDS for the particular customer otherwise it ask some secret question to the customer. The customer has to provide the correct response to the secret questions. Then the card will be accepted and the customer is allowed to purchase the product otherwise they are not permitted for purchasing.
Modules:

The project modules included are

1. Product Module
2. Account Module(FDS)
3. Transaction Module (FDS)

4. Spending Profile Module(FDS)
5. Credit Card Fraud Detection Module

6. Security information Module
7. Purchase details Module
5.1.1 Products Module
          This module is designed for the administrator to maintain the products details. The administrator only can add new product, edit the details about the product and may also delete the product details.

5.1.2 Account Module
             This module is designed for the FDS to get the account details of the customer when the customer buys the product. It contain the account no, name, address, bank name, credit card type, credit card number, credit limit and expiry  date.
5.1.3 Transaction Module
             The transaction detail of the customer is send to the FDS by this module. The credit card transaction processing operation in terms of an HMM, first deciding the observation symbols V={l,m,h}for each transaction based on the price range. The amounts that the cardholder spent in his transactions are determined from the bank database and K-means clustering algorithm is used to determine the difference between the clusters.

Let C1, C2,…..CM be the centroids of the generated clusters. These centroids or mean values are used to decide the observation symbols when a new transaction comes in. Let x be the amount spent by the cardholder u in transaction T. FDS generates the observation symbol for x (denoted by Ox) as follows:
          Ox =Varg min |x-ci|
                           i 
5.1.4 Spending Profile Module
           The Spending profile of the user would be deducted by the FDS according to the transaction class. The spending profile of a cardholder represents his normal spending behavior. Cardholders can be broadly categorized into three groups based on their habits, namely high-spending (hs) group, medium spending (ms) group, and low spending (ls) group.


Let pi be the percentage of total number of transaction of the cardholder that belongs to cluster with mean Ci. The spending profile (SP) of the cardholder u is determined as follows:
              sp(u)=arg max(pi )

                                 i 


Spending profile denotes the cluster number to which most of the transactions class that the particular cardholder belongs to. The Baum-Welch algorithm is used to estimate the HMM parameters for each cardholder.
5.1.5 Credit Card Fraud Detection Module

  This module is designed for the user to detect the credit card fraud. This module is accepts the customer details and it checks whether the customer card is valid or not based on the spending profile are as follows
· Let O1, O2, O3 ,......OR denoted the sequence of trained symbol from the cardholder’s transactions up to  time t. We input this sequence to the HMM and compute the probability of acceptance by the HMM. Let the probability be (1,

       (1  = p(O1, O2, O3 ,......OR /()
· Let OR+1be the symbol generated by a new transaction at time t + 1. Drop O1 and append OR+1 in that sequence, generating O2 ,O3 ,O4 ,...... OR+1 as the new sequence. We input this new sequence to the HMM and calculate the probability of acceptance by the HMM. Let the new probability be (2,

(2 =   p(O2 ,O3 ,O4 ,...... OR+1 /(),

          Let Δ( = (1  - (2 .

· If Δ(>0, it means that the new transaction is accepted by the HMM with low probability.

5.1.6 Security information Module

After the credit card validation done by the FDS, it asks some secret question to the customer. It is the second level of security, the customer gives a correct response to the secret question, the card will be accepted and the customer is allowed to purchase the product otherwise they are not permitted for purchasing.

5.1.7 Purchase details Module

This module is designed for the administrator to maintain the purchase details like customer name, value of purchase and address. After validation the card details the administrator can give the purchase id the product details and customer details will displayed automatically.

6. TESTING AND IMPLEMENTATION

6.1 TESTING
Testing is very important in determining the reliability and efficiency of software, and hence it is very crucial stage in software development. Tests are conducted on the software to evaluate its performance at different levels.

Testing is a process of executing a program with the intent of finding whether the software achieves the desired result. Software testing is a critical element of software quality assurance and represents the ultimate review of specification, design and coding. If testing is conducted successfully, it will uncover errors in the software. As a secondary benefit, testing demonstrates that software functions appear to have been met. Different types of data are fed into the system and the end result is verified with the expected results. System testing is the stage of implementations, which is aimed at ensuring that the system works accurately and efficiently before live operation commences. Testing is vital to the success of the system. Testing cannot show the absence of defects. It can only show the software errors present in the developing system. Testing is a set of activities that can be planned in advance and conducted systemically. The users are trained to operate the developed system. Both hardware and software securities are made to run the developed system successfully in future.

Types of testing
The different types of testing are:

· Unit Testing

· Integration Testing

· Validation Testing

· System Testing

· Acceptance testing
6.1.1 UNIT TESTING


This project undergoes this testing to test whether the outcome of this project is effective or not. Unit testing deals with a unit as a whole. This would test the interaction of many functions but confine the test within one unit. The exact scope of a unit is left to interpretation. Here we test each module individually and integrate the overall system. Unit testing focuses verification efforts even in the smallest unit of software design in each module. This is also known as “Module Testing”. The modules of the system are tested separately. This testing is carried out in the programming style itself. In the testing each department is focused to work satisfactorily as regard to expected output. There are some validation checks for the fields.


In this project each data entered into their corresponding fields in the database are checked for valid data type and size and this process is repeated for all the modules in the project. This testing also helps the tester to debug wherever errors occurred.

6.1.2 INTEGRATION TESTING


A comprehensive integration testing is carried out using integrated test plans in the design phase of the development as guide to ensure the behavior of functions with live data. The spending profile module can integrate with the credit card fraud detection module.



In purchase module, the administrator can get the result for the customer details and their purchase details.
6.1.3 VALIDATION TESTING
Software validation is achieved through a serious of testes that demonstrate conformity with requirements. Thus the proposed system under consideration has been tested by validation & found to be working satisfactory.

In login module, check whether the user information is valid. In purchase module check whether the user select any product. In credit card fraud detection module, check whether the account information and secret information are valid or not.

6.1.4 SYSTEM TESTING

In the system testing the whole system is tested for interface between each module and program units are tested and recorded. This testing is done with sample   data. The securities, communication between interfaces are tested.
System testing is actually a series of different tests whose primary purpose is to   fully exercise the computer based system although each test has a different purpose all   work to verify that all system elements properly integrated and perform allocate function.
In the system testing in each user scenario will be executed the application and result has been validated. 

6.1.5 ACCEPTANCE TESTING 

Acceptance testing involves planning an execution of a functional test, performance test and stress test to verify that the implemented system satisfies the requirement. The acceptance testing is the final stage of the user the various possibilities of the data are entered and the results are tested.      
6.2 SYSTEM IMPLEMENTATION

After having the user acceptance of the new system being developed, the implementation phase begins. Implementation is the stage in the project where the theoretical design in turned a working system. The most crucial stage is achieving a successful new system and giving the user confidence in that the new system will work effectively in the implementation stage.


The stage consists of

· Testing the developed program with simple data

· Detection and corrections.

· Creating whether the system is meets user requirements.

· Testing whether the system.

· Making necessary changes as desired by the user.

· Training user personnel.

In this project, the modules are coded in c#. At first, the program downloads data from the database into memory. Then the data fed into the modules. The implementation of hidden markov model is used to detect the credit card fraud on the time of purchasing through online. Admin page is implemented. It reads the transaction details and calculates the spending profile for each customer. 


Next user page is implemented. After the customer view the product details here credit card fraud detection module is implemented. It detects the credit card fraud based on the spending profile. In the second level of security it asks some secret questions to the customer. After the credit card validation customer allows to purchasing. After that buy product details are implemented.

7. CONCLUSION


The project entitled “CREDIT CARD FRAUD DETECTION USING HIDDEN MARKON MODEL” is used to check whether the cardholder is genuine or not. The different steps in credit card transaction processing are represented as the underlying stochastic process of an HMM. It used the ranges of transaction amount as the observation symbols.

Each incoming transaction is submitted to the FDS for verification. FDS receive the card details and the values of purchases, to verify whether the transaction is genuine or not. In the second level of security it asks some secret questions. The customer has to provide the correct response to the secret questions then it allows the customers to purchase the product.
The detection of fraud is much faster than existing system because in the existing system the fraud is detected after the fraud is committed. So it is the best way to detect the fraud and it reduces the tedious work of an employee in the bank. The system is also scalable for handling large volumes of transactions.
8. SCOPE OF FUTURE ENHANCEMENTS

              Every application has its own merits and demerits. The project has covered almost all the requirements further requirements and improvements can easily be done. 

   In future it is a possible one to add a new modules without any problem with enhanced. As the technology used is a good one it is flexible for future enhancement and it also possible to alter the front- end and back-end without any problem.

                The coding is done in simplified manner as they are more understandable and flexible.  While designing the system all user requirements are considered and provisions are made for future developments. The project created effectively in a user-friendly manner and that is developed in future must be incorporated or updated without any problem.
The scope for further development of the system is noted below:
· In customer side, the secret questions can be upgraded to biometrics system for more secure access.

· While training the hidden markov model some more parameters can also be considered.
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Fig 3.1 Main Form
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Fig 3.2 Admin Login Form


[image: image3]
Fig 3.3 Admin Main Form
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Fig 3.4 Add Products details
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Fig 3.5 Account details
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Fig 3.6 Secret questions and answers
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Fig 3.7 User Login Form
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Fig 3.8 New user Registration Form
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Fig 3.9 User Main Form
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Fig 3.10 User view the Products details
[image: image11.png]Business

Mobile

SHOP

w Home Products  Purchase Sien Out
. h

- = X1
(i) Shopping Bag 12Nk S Brofificts Canl Putchase fot. = Seasiont

— - Quaniiy Zoal

NI N 0~ Nl r
Landscape_5300 6600 " 6600 I Remoye
Nl N 0~ Nl H

Nl NiL 0~ N r

Nl N 0~ Nl H

Remove Selected

&) Dore. 5 Local intranet




Fig 3.11 User purchase the Products

 SHAPE  \* MERGEFORMAT 



Fig 3.12 Give the Credit Card details
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Fig 3.13 Answer for the first Secret question
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Fig 3.14 Answer for the second Secret question
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Fig 3.15 Answer for the third Secret question
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Fig 3.16 User purchased Product
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Fig 3.17 Error Report for wrong secret key

[image: image18.png]3 Untitled Page

icrosoft Internet Explorer

Qs - © 1 B O] D Forons @3- B

L e e ——

Business

Mobile
SHOP

;@q Home Products Purchase Sien Out

Microsoft Internet Explorer,

CardNo |349517538521123

Question Your Date Of Birth.?
Answer ddwnlyy

| Submit |
& [C— G ot iiranet





Fig 3.18 Error Report for wrong secret question
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Fig 3.19 Error Report for wrong secret question
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Fig 3.20 Error Report for high price range
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Fig 3.21 Admin Login
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Fig 3.22 Admin view the Purchase details
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Fig 3.23 Admin delivery the Products
II. TABLE DESIGN
TABLE NAME
:
Products
PRIMARY KEY
:
productid.

	FIELD NAME
	DATA TYPE
	DESCRIPTION

	productid
	Int
	Product id

	productname
	Varchar
	Product name

	price
	Double
	Product price

	company
	Varchar
	Company

	features
	Varchar
	Features

	productimage
	Image
	Product image


TABLE NAME
:
Purchase
PRIMARY KEY
:
purid
	FIELD NAME
	DATA TYPE
	DESCRIPTION

	Purchaseid
	Int
	Purchase id

	cname
	Varchar
	Customer name

	address
	Varchar
	Address

	contactno
	Varchar
	Contact no

	products
	Varchar
	Products

	amount
	Double 
	Amount

	purchasedate
	DateTime
	Purchase date

	status
	Varchar
	status


TABLE NAME
:
Delivery
	FIELD NAME
	DATA TYPE
	DESCRIPTION

	Cname
	Varchar
	Customer name

	address
	Varchar
	Address

	contactno
	Varchar
	Contactno

	products
	Varchar
	Products

	amount
	Varchar
	Amount

	shipper
	Double 
	Shipping company

	ddate
	DateTime
	Delivery date


TABLE NAME
:
Registration
PRIMARY KEY
:
userid
	FIELD NAME
	DATA TYPE
	DESCRIPTION

	Regid
	Int
	Registration id

	name
	Varchar
	Name

	address
	Varchar
	Address

	contactno
	Varchar
	Phone no

	emailid
	Varchar
	Email id

	userid
	Varchar
	User id

	pwd
	Varchar
	Password

	repwd
	Varchar
	Retype password


TABLE NAME
:
Account
PRIMARY KEY
:
AccountNo
	FIELD NAME
	DATA TYPE
	DESCRIPTION

	AccountNo
	Int
	Account no

	Bankname
	Varchar
	Bank name

	Cname
	Varchar
	Customer name

	Age
	Varchar
	Age

	Occupation
	Varchar
	Occupation

	address
	Varchar
	Address

	Contactno
	Varchar
	Contact no

	Emailid
	Varchar
	Email id

	CardType
	Varchar
	Card type

	CardNo
	Varchar
	Card no

	CreditLimit
	Double 
	Credit limit

	Expirydate
	Date Time
	Expiry date


TABLE NAME
:
secquestion
PRIMARY KEY
:
secretkey

Foreign Key 

:
Cardno

	FIELD NAME
	DATA TYPE
	DESCRIPTION

	secretkey
	Int
	Secret key

	Cardno
	Varchar
	Card no

	name
	Varchar
	Name

	Q1
	Varchar
	Question 1

	A1
	Varchar
	Answer 1

	Q2
	Varchar
	Question 2

	A2
	Varchar
	Answer 2


TABLE NAME
:
Transactions
	FIELD NAME
	DATA TYPE
	DESCRIPTION

	Tid
	Int
	Transaction id

	Cardno
	Varchar
	Card no

	Tamount
	Double 
	Total amount

	tdate
	Date time
	Transaction date


TABLE NAME
:
Spending Profile
	FIELD NAME
	DATA TYPE
	DESCRIPTION

	Cardno
	Varchar
	Card no

	Sprofile
	Varchar
	Spending profile
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