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ABSTRACT 

Keystroke dynamics is a biometric authentication technique, this technique uses the unique patterns and 

rhythms of an individual's typing behavior to create a unique typing pattern that can be used to authenticate 

users. When used in combination with other authentication factors such as passwords or fingerprint 

recognition, keystroke dynamics can provide an additional layer of security that makes it much more difficult 

for attackers to gain access to sensitive systems or data.   

  This project aims to concentrate on user authentication Keystroke Dynamic using Support Vector 

Machine (SVM) and Manhattan Distance Filter (MDF) algorithm to detect the imposter in the data. The 

Keystroke dataset CNS-0430474 is used to identify the imposters using user authentication mechanism based 

on machine learning methods. The dataset consists of 20400 instances, 60 features with 51 subjects. The dataset 

is the benchmark one provided by CMU (2009) repository.  

  The developed machine learning models SVM & MDF are evaluated using Equal Error Rate (EER) 

parameter to identify the significant one. From this evaluation, the SVM based user authentication model 

performs better in identifying genuine user with low equal error rate of 0.18. 

 

 

 

Keywords: Equal Error Rate, Genuine user, Imposter User, Keystroke Dynamic, User Authentication.  
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CHAPTER-I 

1.INTRODUCTION 

1.1 Biometric System: 

A biometric system allows for the systematic recognition of an individual by using some form of 

distinguishing feature or characteristic of human body. Fingerprints, facial traits, voice traits, geometry 

of hand, handwriting, the iris, and the retina, have all been used to construct a biometric system. 

Biometric systems begin by obtaining the sample feature, such as a sound signal captured digitally for 

voice recognition or a digital captured color image for face recognition.  

The obtained sample is converted as a biometric template using a mathematical formula. It will 

generate are presentation of the characteristic that is normalized, efficient, and discriminating, which can 

be compared objectively to other templates to ascertain identity. Most biometric systems have two 

operating modes. An enrollment mode for adding templates to a database, and an identification mode for 

creating a template for a person and then searching the database of pre-enrolled templates for a match. 

Easier fraud detection 

 

• Better than password/PIN or smart cards. 

• No need to remember passwords 

• Requires actual presence of the individual to be identified 

• Unique physical or behavioral trait and cannot be borrowed, stolen, or forgotten.



5 
 

1.1.1 Biometrics Types 

There are two types of Biometrics. They are described in the following figure 1. 

 

 

Figure 1.1 Types of Biometrics 

1.2 User Authentication 

 Authentication is the process of identifying users that request access to a system, network, or 

device. Access control often determines user identity according to credentials like username and 

password. Other authentication technologies like biometrics and authentication apps are also used to 

authenticate user identity. 

User authentication is a method that keeps unauthorized users from accessing sensitive 

information. Cybercriminals can gain access to a system and steal information when user 

authentication is not secure. The data breaches companies like Adobe, Equifax, and Yahoo faced are 

examples of what happens when organizations fail to secure their user authentication. Hackers gained 

access to Yahoo user accounts to steal contacts, calendars and private emails between 2012 and 2016. 

1.2.1 Levels of Authentication  

Cybercriminals always improve their attacks. As a result, security teams are facing plenty of 

authentication-related challenges. This is why companies are starting to implement more 

sophisticated incident response strategies, including authentication as part of the process. The list 

below reviews some common authentication methods used to secure modern systems. 

 

 

https://www.exabeam.com/incident-response/steps/
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The levels of Authentication are listed below: 

• Single-factor authentication (SFA) 

• Two-factor authentication (2FA) 

• Multi-factor authentication (MFA) 

Single-factor authentication (SFA) 

Single-factor authentication is the simplest form of authentication method. With SFA, a person 

matches one credential to verify himself or herself online. The most popular example of this would be 

a password (credential) to a username. Most verification today uses this type of authentication method. 

Two-factor authentication (2FA) 

Two-factor authentication uses the same password/username combination, but with the 

addition of being asked to verify who a person is by using something only he or she owns, such as a 

mobile device. Putting it simply: it uses two factors to confirm an identity. 

Multi-factor authentication (MFA) 

MFA authentication methods and technologies increase the confidence of users by adding 

multiple layers of security. MFA may be a good defence against most account hacks, but it has its own 

pitfalls. People may lose their phones or SIM cards and not be able to generate an authentication code. 

1.3 Keystroke Dynamics 

 Keystroke dynamics or typing biometrics refers to the automated method of identifying or 

confirming the identity of an individual based on the manner and the rhythm of typing on a 

keyboard. Keystroke dynamics is a behavioral biometric, this means that the biometric factor 

Keystroke dynamics is the study of whether people can be distinguished by their typing 

rhythms, much like handwriting is used to identify the author of a written text. Possible applications 

include acting as an electronic fingerprint, or in an access-control mechanism.  

Keystroke dynamics, or typing dynamics, is the detailed timing information that describes 

exactly when each key was pressed and when it was released as a person is typing at a computer 

keyboard. 

https://delinea.com/what-is/multi-factor-authentication-mfa
https://delinea.com/what-is/multi-factor-authentication-mfa
https://techcrunch.com/2019/05/20/google-data-two-factor-security/
https://www.biometric-solutions.com/biometric-factor.html
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Keystroke dynamics can run into two modes: 

• Identification 

• Verification. 

1.4 About the Project  

In user authentication, keystroke dynamics can be used in combination with other 

authentication factors, such as passwords or fingerprint recognition, to create a more robust and secure 

authentication process.  

Keystroke dynamics can be applied in a variety of scenarios, including login systems for 

computers, mobile devices, and web applications, as well as physical access control systems that 

provides an additional layer of security without requiring additional hardware or user effort. 

It also analyzes the timing and duration of keystrokes, as well as the pauses between keystrokes, to 

create a unique typing pattern that can be used to authenticate users using dwell time, flight time, 

digraph, trigraph in the dataset.  

  This project investigate the CNS-0430474 benchmark dataset to identify the genuine and 

imposter users with keystroke dynamic using machine learning methods. 

1.5 Motivation and Justification  

Biometric-based authentication is categorized into the physiological and behavioral property 

of the user. The physiological property covers the visible part of the human body such as the retina, 

fingerprint, etc. On the other hand, behavioral property analyzes the behavior of a user through user 

profiling, gait, mouse dynamics, keystroke dynamics, etc. 

These unique behavior properties can be used to enhance the user verification process and 

develop a multi-model user authentication system. For instance, by implementing keystroke dynamics 

alongside with password-based authentication system, the impostor will not only need to obtain the 

knowledge of the password but also the knowledge of how the password is typed. Thus, better security 

is provided by using multi-modal user authentication. 

Keystroke dynamics is a user authentication method, which validates the user’s typing rhythm 

to allow access to the system. It is an emerging field of interest for security especially in user 

authentication due to its various advantages.  

Keystroke authentication is a biometric authentication technique that uses the unique typing 

patterns of an individual to verify their identity. Support Vector Machines (SVMs) are a popular 

machine learning algorithm that can be used for classification tasks, including keystroke 

authentication. 
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Overall, keystroke authentication using SVM and Manhattan Project is a powerful and effective 

way to verify the identity of users based on their typing patterns 

1.6 Problem Statement  

Using keystroke dynamic authentication in conjunction with machine learning techniques for 

authenticating the genuine users. 

1.7 Objective  

To authenticate genuine/imposter user with  Keystroke Dynamic using Machine Learning 

Techniques. 

 1.8 Statistics 

The following are some of the recent statistics about the impact of User Authentication and its 

security are described below   

By the end of 2021, Google auto-enrolled 150 million users into using two-factor 

authentication to access their accounts. As reported by 9 to5 Google, the move saw a 50% decline in 

compromised accounts. This huge achievement speaks volumes about the positive impact 2FA can 

have on a login process versus using a traditional username and password to authenticate. 

In 2021, LastPass  found that businesses in the technology and software industry were the most 

proactive in using MFA, with 39% of respondents stating they were already using it. Education closely 

followed with 33%, but worryingly, the industries that handle some of the most sensitive customer 

data – legal and insurance had much less uptake of MFA, both with 20% of employees using the 

authentication method. 

The average cost of recovery from eCommerce fraud was set to reach $6.4 billion by 2021. 

61% of people reuse the same password across multiple accounts 

In Twitter’s 2021 transparency report, the social media giant revealed that its two-factor authentication 

method in its reporting period between July and December 2020, a meager 2.5% of users adopted 2FA, 

a rise of 8.7%. 

Duo Labs reports that the most concerning industry were it to be hacked would be related to 

finance – backed by 93% of respondents.  

Email and social media were the following most essential categories with 58% and 40% of responses, 

respectively. 

1.9 Contribution Of the Project 

  The Contribution of this project is to identify genuine/imposter user in the taken dataset CNS-

0430474 using SVM and MDF in Machine Learning algorithms. Also the taken dataset has been 

enhanced by adding some of the Keystroke Dynamic features such as dwell time, flight time, digraph 

https://9to5google.com/2022/02/08/google-account-2sv/
https://lp-cdn.lastpass.com/lporcamedia/document-library/lastpass/pdf/en/LMI0828a-IAM-LastPass-State-of-the-Password-Report.pdf
https://aite-novarica.com/report/e-commerce-conundrum-balancing-false-declines-and-fraud-prevention
https://transparency.twitter.com/en/reports/account-security.html#2021-jan-jun
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and trigraph properties by adding these significant properties contribute the user authentication 

effectively. 

After the introduction the document is organised as Chapter-II deals with system configuration, 

Chapter - III presents the recent research work carried out with user authentication with keystroke 

dynamic using machine learning methods, Chapter – IV explains the step by step methodology applied 

to develop the suitable model for User Authentication, Chapter-V entitles the results obtained from 

each phases of the project , Chapter-VI concludes with Future Scope of the project. 
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CHAPTER-II 

2. SYSTEM CONFIGURATION 

2.1 Hardware requirement  

Processor: intel i7 and an above ram: 8 GB 

Hard disk capacity: 1TB 

2.2 Software requirement  

Operating system: windows10  

package: anaconda  

Programing platform: python  

2.3 About the environment  

In this project the following Python environment is used to develop a significant model 

The tools used in this project are listed below. 

• Python 3.11.3 

• Anaconda 

2.3.1 Anaconda  

Rather than using command lines, Anaconda Navigator's graphical interface can be used to install 

packages, manage environments, and run standard Python tasks. Moreover, it enables easy 

management of channels, environments, and packages for Anaconda without the need for command-

line input. On the Anaconda Cloud or in a local Anaconda Repository, Navigator can search for 

packages. Windows, macOS, and Linux are all supported.  

2.3.2 Jupyter Notebook  

An open-source web program called the Jupyter Notebook allows users to create and share 

documents with live code, equations, visualizations, and text. The folks who work on Project Jupyter 

maintain Jupyter Notebook.  The I-Python project, which once had its own I-Python Notebook 

project, is where Jupyter Notebooks got their start. Jupyter's name is derived from the three primary 

programming languages it supports: Julia, Python, and R. There are already more than 100 additional 

kernels available; however, Jupyter comes with the I-Python kernel, which enables Python 

programmed writing.  
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2.33 Some of the Python package and libraries involved in this project to develop the dep 

learning models  

Python Package  

a) Scikit-Learn  

Scikit-learn, a free Python package that is frequently seen as a direct extension of SciPy, isbased on 

NumPy and SciPy. It is specially made for creating supervised and unsupervised machine learning 

algorithms and data modeling.  

Scikit-learn is user-friendly and beginner-friendly because of its straightforward, intuitive, and 

consistent interface. Scikit-learn performs admirably by enabling users to alter and exchange data as 

they need, despite the fact that its utility is constrained because it only excels at data modelling 

b) Pandas  

Python's Pandas package for data research and analysis enables programmers to create simple, 

seamless high-level data structures. Pandas, which is based on NumPy, is in charge of getting data sets 

and data points ready for machine learning. Pandas uses one-dimensional (series) and two-dimensional 

(Data Frame) data structures. These two types of data structures allow Pandas to be used in a range of 

industries, from science and statistics to banking and engineering.  

Due to its adaptability, the Pandas library can be used with other scientific and numerical libraries. 

Because they are rapid, compliant, and highly descriptive, their data structures are simple to use. By 

aggregating, integrating, and re-indexing data with Pandas, one can modify data functionality with a 

minimum of keystrokes.  

c) Matplotlib  

Matplotlib is a data visualization library that is used for making plots and graphs. It is an extension of 

SciPy and is able to handle NumPy data structures as well as complex data models made by Pandas. 

Although it is expertise is limited to 2D plotting, Matplotlib can produce high-quality and publish-

ready diagrams, graphs, plots, histograms, error charts, scatter plots, and bar charts.  

Matplotlib is intuitive and easy to use, making it a great choice for beginners. It is even easier to use 

for people with pre-existing knowledge of various other graph-plotting tools. It offers GUI toolkits 

support, including wxPython, Tkinter, and Qt.  

d) NumPy 

Open-source and well-known Python library for numbers, NumPy. It is capable of carrying out a wide 

range of mathematical operations on matrices and arrays. One of the most popular libraries for 

scientific computing, it is frequently used by scientists to analyze data.  
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It is perfect for machine learning and artificial intelligence (AI) projects since it can process 

multidimensional arrays, handle linear algebra, and perform Fourier transformation. 10  

NumPy arrays demand a considerable reduction in storage space when compared to standard Python 

lists. They are also lot easier to operate and considerably faster than the earlier. One can reshape, 

transpose, and modify data in matrix form with NumPy. Combining NumPy's capabilities makes it 

easy to enhance the machine learning model's performance.  

e) Seaborn  

An open-source Python package for data visualization and graphing is called Seaborn. It uses 

sophisticated Panda’s data structures and is based on the graphing software Matplotlib. Seaborn 

offers a high-level, feature-rich interface for creating precise, illuminating statistical graphs on its 

own. Because it can produce logical graphs of learning and execution data, it is employed in machine 

learning and deep learning applications.  

The most beautiful and eye-catching graphs and plots are produced by Seaborn, which makes it ideal 

for use in publishing and marketing. Seaborn can also save you time and effort because it enables 

you to build complex graphs with little code and basic instructions.  

f) Train-Test Split  

The train-test split is used to determine how well machine learning algorithms work when employed 

with prediction-based methods and applications. To compare the output of one's own machine learning 

model, one can use this quick and simple procedure. 
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CHAPTER-III 

3.REVIEW OF LITERATURE 

 

The chapter 2 covers the literature review done towards the proposed system. The following table 3 

consists of the title, techniques and the observation of the research in the literature survey. 

 

 

S.No 

  

Title of the Article 

Author  

&  

Year 

 

Dataset 

Used 

 

Algorithm 

Used 

 

Accuracy  

Obtained 

1. An improved user 

identification based on 

keystroke-dynamics 

and transfer learning. 

Tewari, Anurag, 

and Prabhat 

Verma. (2022). 

 

pre-trained 

models are 

utilized by 

applying fine-

tuning 

 

Recognition 

based 

system 

 

98.57% 

accuracy 

 

2. Detecting human 

attacks using the 

keystroke dynamic 

approach. 

Alsuhibany, 

Suliman A., and 

Latifah A. 

Alreshoodi.(2021) 

 

Novel defence 

system using 

the keystroke 

dynamic 

approach 

 

Automated 

Public 

Turing Test 

to Tell 

Computers 

and Humans 

Apart was 

introduced 

 

100% 

detection 

rate 

 

3. Investigation of using 

keystroke dynamics to 

enhance the prevention 

of phishing attacks. 

Alamri, Emtethal 

K., Abdullah M. 

Alnajim, and 

Suliman A. 

Alsuhibany.  

(2022). 

 

keystroke 

dynamics 

dataset 

 

Highly 

effective in 

protecting 

online 

services 

from 

phishing 

attacks 

 

0% false-

positive 

rate and 

17.8% 

false-

negative 

rate 
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4. Contributions to 

keystroke dynamics for 

privacy and security on 

the Internet. 

Migdal, 

Denis.  Diss. 

Normandie 

University (2019). 

 

pre-trained 

models 

dataset 

To protect 

information 

from 

malicious 

websites 

 

97% 

detection 

rate 

 

5. Comparing anomaly-

detection algorithms 

for keystroke 

dynamics. 

Killourhy, Kevin 

S., and Roy A. 

Maxion. (2009). 

Keystroke-

dynamics data 

set 

 

Anomaly 

detectors for 

password 

timing 

 

equal-

error rates 

between 

9.6% and 

10.2% 

 

6. Keystroke biometric 

systems for user 

authentication. 

Ali, Md Liakat, et 

al.  

(2017) 

 

Survey of the 

most recent 

researches on 

keystroke 

dynamic 

authentication 

 

Identifies 

some issues 

that need to 

be addressed 

in designing 

keystroke 

dynamic 

biometric 

systems 

 

Overall 

accuracy 

of KB is 

still lower 

than other 

biometric 

authentic

ation 

systems 

 

7. Keystroke-Based User 

Authentication System 

Using Support Vector 

Machine 

 Singh and Saxena.  

(2012) 

 

Tested on a 

dataset of 100 

users. 

SVM 

algorithm 

and a 

Manhattan 

Distance 

filter 

Accurac

y rate of 

97.5% 

8. Keystroke dynamics 

based user 

authentication using 

deep multilayer 

perceptron 

Andrean, Alvin, 

Manoj Jayabalan, 

and Vinesh 

Thiruchelvam 

(2020) 

Deep learning 

model on 

keystroke 

dynamics 

dataset 

Deep 

learning 

model using 

Multilayer  

Perceptron 

MLP 

achieved 

optimum 

EER of 

4.45% 
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  compared 

to 

original 

benchmar

k 

classifiers 

such as 

9.6% 

(scaled 

Manhatta

n) 

 

 

 

9. 

User Authentication 

System Based on 

Keystroke Dynamics 

Using SVM and 

Euclidean Distance 

Yousfi et al.  

(2012). 

 

Dataset of 30 

users using 

supervises 

learning  

SVM 

algorithm 

with 

Manhattan 

Distance 

filter 

Achieve

d the 

highest 

accurac

y rate of 

97.72% 

 

 

10. 

KeyDetect-Detection 

of anomalies and user 

based on Keystroke 

Dynamics 

Kar, 

Soumyatattwa, et 

al.  

(2023). 

 

Data set of 51 

users typing a 

password in 8 

sessions 

 

Keystroke 

dynamics 

(typing 

pattern) of a 

user 

 

Accuracy 

of 

95.05% 
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CHAPTER-IV 

4. METHODOLOGY 

This section explains the step by step methodology used to develop a machine learning model for User 

Authentication with Keystroke Dynamic to identify Genuine/Imposter user in the data. Figure 4 shows 

the proposed methodology applied for the project.  

 

Figure 4.1 Proposed Methodology  

 

4.1 Data Collection 

The process of collecting data include compiling datasets from relevant sources in order to evaluate 

and test the suggested system. This dataset was provided by the National Science Foundation under 

grant numbers CNS-0430474 and CNS-0716677, and by the Army Research Office through grant 

number DAAD19-02-1-0389 to Carnegie Mellon University's CyLab. The datasets are applied for 

Comparing Anomaly-Detection Algorithms for Keystroke Dynamics in (DSN-2009). 

The data consist of keystroke-timing information from 51 subjects (typists) 60 features with 20400 

instances was attempted by the typists by writing a passwords as .tie5Roanl for 400 time to capture 

the user behaviour with different keystrokes. 
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Every time the subject presses or releases a key, the software application logs the keystroke event (key 

down or key up), the key's name, and the timestamp for when it happened. To create incredibly precise 

timestamps, an external reference clock was used. The reference clock was shown to be accurate to 

within 200 microseconds (by simulating key presses at predetermined intervals with a function 

generator).     

    

  

 

 

 

 

4.1.1 Dataset Feature Description  

  The features of the dataset are described the feature in Table 4.1  

Table 4.1 Dataset Feature Description 

S.No Features of the 

Dataset 

Description 

1 Subject Subject ID or class label for 51 users involved in typing task. 

2 sessionIndex A number of the session in the typing task; consists of 8 sessions in 

total. 

3 Rep A number of repetition in the typing task; consists of 50 repetitions 

for each session. 

4 H.period The duration between pressing and releasing ‘.’ key. 

5 DD.period.t The duration between pressing ‘.’ key and pressing ‘t’ key. 

6 UD.period.t The duration between releasing ‘.’ key and pressing ‘t’ key. 

7 H.t The duration between pressing and releasing ‘t’ key. 

8 DD.t.i The duration between pressing ‘t’ key and pressing ‘i’ key. 

9 UD.t.i The duration between releasing ‘t’ key and pressing ‘i’ key. 

10 H.i The duration between pressing and releasing ‘i’ key. 

11 DD.i.e The duration between pressing ‘i’ key and pressing ‘e’ key. 

12 UD.i.e The duration between releasing ‘i’ key and pressing ‘e’ key. 

Dataset Description Dataset Name: CNS-0430474 

Number of Instances: 20400 

Number of Features: 60 features and 51 subjects 

 Link: https://www.cs.cmu.edu/~keystroke/ 

 

 

 

https://www.cs.cmu.edu/~keystroke/
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4.2 Data Pre-processing 

Data pre-processing is a vital phase in machine learning that improves the quality of the data 

to promote the extraction of valuable insights from the data. Preparing (cleaning and arranging) raw 

data in order to make it acceptable for creating and training Machine Learning Model.  

 

13 H.e The duration between pressing and releasing ‘e’ key. 

14 DD.e.five The duration between pressing ‘e’ key and pressing ‘five’ key. 

15 UD.e.five The duration between releasing ‘e’ key and pressing ‘five’ key. 

16 H.five The duration between pressing and releasing ‘.’ key. 

17 DD.five.shift.r The duration between pressing ‘five’ key and pressing ‘shift.r’ key. 

18 UD.five.shift.r The duration between releasing ‘five’ key and pressing ‘shift.r’ key. 

19 H.shift.r The duration between pressing and releasing ‘r’ key. 

20 DD.shift.r.o The duration between pressing ‘shift.r’ key and pressing ‘o’ key. 

21 UD.shift.r.o The duration between releasing ‘shift.r’ key and pressing ‘o’ key. 

22 H.o The duration between pressing and releasing ‘o’ key. 

23 DD.o.a The duration between pressing ‘o’ key and pressing ‘a’ key. 

24 UD.o.a The duration between releasing ‘o’ key and pressing ‘a’ key. 

25 H.a The duration between pressing and releasing ‘a’ key. 

26 DD.a.n The duration between pressing ‘a’ key and pressing ‘n’ key. 

27 UD.a.n The duration between releasing ‘a’ key and pressing ‘n’ key. 

28 H.n The duration between pressing and releasing ‘n’ key. 

29 DD.n.l The duration between pressing ‘n’ key and pressing ‘l’ key. 

30 UD.n.l The duration between releasing ‘n’ key and pressing ‘l’ key. 

31 H.l The duration between pressing and releasing ‘l’ key. 

32 DD.l.return The duration between pressing ‘l’ key and pressing ‘return’ key. 

33 UD.l.return The duration between releasing ‘l’ key and pressing ‘return’ key. 

34 H.return The duration between pressing and releasing ‘return’ key. 
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It raises reliability and accuracy. Pre- processing data can increase the correctness and quality 

of a dataset, making it more stable by removing missing or inconsistent data values brought on by 

human or computer mistake. It ensures consistency in data.  

4.2.1 Types of Data Pre-processing 

1. Acquire the dataset 

2. Import all the crucial libraries 

3. Import the dataset 

4. Identifying and handling the missing values 

5. Encoding the categorical data 

6. Splitting the dataset 

 

4.2.2 Data Pre- Processing Techniques Implemented In the Datasets  

a) Handling Null Values  

There are almost never any null values in a real-world dataset. No model can handle these 

NULL or NaN values on its own, thus we must step in regardless of whether the issue is one of 

regression, classification, or any other kind. Python represents NULL with NaN. So, don't mix the two 

as they can be used alternately. Methods Handled for Null values are 

• Impute missing values for continuous variable 

• Impute missing values for categorical variable 

• Other Imputation Methods 

• Using Algorithms that support missing values 

• Prediction of missing values 

• Imputation using Deep Learning Library 

• Deleting Rows with missing values 

Dropping the null-valued rows or columns is the simplest solution to this issue.  

If the missing values are not handled correctly, you can wind up creating a machine learning model 

that is biased and produces inaccurate results. Missing data can make the statistical analysis less 

precise.  

b) Removing Duplicate Values  

  A dataset contains many instances of a duplicate value. It is frequently discovered when using 

Excel to work with huge databases.  

Data processing will be unsuccessful if duplicate records are not eliminated. The goal of this 

control is to eliminate multiple records from the dataset in order to make it ready for further processing.  
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Since the dataset is the standard data it does not contain any irrelevant values or duplicate 

entries. 

4.3 Feature Extraction 

Feature engineering is the pre-processing step of machine learning, which extracts features 

from raw data. It helps to represent an underlying problem to predictive models in a better way, which 

as a result, improve the accuracy of the model for unseen data. The predictive model contains predictor 

variables and an outcome variable, and while the feature engineering process selects the most useful 

predictor variables for the model. 

Feature engineering is the process of selecting and transforming variables when creating a 

predictive model using machine learning. It's a good way to enhance predictive models as it involves 

isolating key information, highlighting patterns and bringing in someone with domain expertise. 

These processes are described as below: 

1. Feature Creation: Feature creation is finding the most useful variables to be used in a 

predictive model. The process is subjective, and it requires human creativity and intervention. 

The new features are created by mixing existing features using addition, subtraction, and ration, 

and these new features have great flexibility. 

2. Transformations: The transformation step of feature engineering involves adjusting the 

predictor variable to improve the accuracy and performance of the model. For example, it 

ensures that the model is flexible to take input of the variety of data; it ensures that all the 

variables are on the same scale, making the model easier to understand. It improves the model's 

accuracy and ensures that all the features are within the acceptable range to avoid any 

computational error. 

3. Feature Extraction: Feature extraction is an automated feature engineering process that 

generates new variables by extracting them from the raw data. The main aim of this step is to 

reduce the volume of data so that it can be easily used and managed for data modelling. Feature 

extraction methods include cluster analysis, text analytics, edge detection algorithms, and 

principal components analysis (PCA). 

4. Feature Selection: While developing the machine learning model, only a few variables in the 

dataset are useful for building the model, and the rest features are either redundant or irrelevant. 

If we input the dataset with all these redundant and irrelevant features, it may negatively impact 

and reduce the overall performance and accuracy of the model. Hence it is very important to 

identify and select the most appropriate features from the data and remove the irrelevant or less 
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important features, which is done with the help of feature selection in machine 

learning. "Feature selection is a way of selecting the subset of the most relevant features from 

the original features set by removing the redundant, irrelevant, or noisy features. 

4.3.1 Feature extraction can be accomplished manually or automatically: 

• Manual feature extraction requires identifying and describing the features that are relevant for 

a given problem and implementing a way to extract those features. In many situations, having 

a good understanding of the background or domain can help make informed decisions as to 

which features could be useful. 

• Over decades of research, engineers and scientists have developed feature extraction  methods 

for images, signals, and text. An example of a simple feature is the mean of a window in a 

signal. 

• Automated feature extraction uses specialized algorithms or deep networks to extract features 

automatically from signals or images without the need for human intervention. This technique 

can be very useful when you want to move quickly from raw data to developing machine 

learning algorithms. Wavelet scattering is an example of automated feature extraction. 

In this project feature extraction is applied to create the four significant features based on the 

available features of the data which helps to detect the genuine user authentication. The features 

extracted based on the available features of the dataset using latency parameters. 

• Dwell time 

• Flight time 

• Digraph  

• Trigraph 

Dwell time 

 Dwell time is the length of time a key is pushed. Dwell time describes how long a key is held 

down before being released. It is the interval between when you press and when you release a key. 

That can be calculated as  

DT = UD + DD 

Whereas, 

DT-Dwell time 

UD- The duration between releasing ‘.’ key and pressing ‘t’ key. 

DD- The duration between pressing ‘.’ key and pressing ‘t’ key. 
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Flight time 

  The time interval between releasing a key and pressing the next one is known as the flight time. 

Flight time is the amount of time between pressing a key and releasing it. That can be calculated as 

FT = H.i + H.e 

Whereas, 

  FT-Flight time 

  H.i- The duration between pressing and releasing ‘i’ key. 

  H.e- The duration between pressing and releasing ‘e’ key. 

 

Figure 4.2 FEATURE EXTRACTION IN KEYSTROKE DYNAMICS 

Digraph  

  Digraph is the length of -2 Sequence characters. Digraphs are no longer discriminative when 

computed without taking into account the word that was inputted. That can be calculate as 

Digraph = H.i – H.e 

Whereas, 

  H.i- The duration between pressing and releasing ‘i’ key. 

  H.e- The duration between pressing and releasing ‘e’ key. 
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Figure 4.3.1.2 Digraph 

 

Trigraph 

  Trigraph is the length of -3 Sequence characters. Trigraph is the interval of time between 

pressing the first key and pressing the third key. 

That can be calculated as  

Trigraph = H.i + H.e – H.five 

Whereas, 

H.i - The duration between pressing and releasing ‘i’ key. 

  H.e - The duration between pressing and releasing ‘e’ key. 

  H.five - The duration between pressing and releasing ‘.’ key. 

 

4.4 Feature selection   

The time interval between keystrokes might occur at any interval and is not recorded at a 

continuous rate, it is non-stationary in its raw form. Working with nonstationary time series data may 

be quite difficult, and differencing is a popular method for obtaining stationary data. 

  The standard metrics that are used in keystroke dynamics research dwell time, flight time, 

Trigraph and Diagraph. 

Feature Selection has done using K-means Clustering and Heatmap Correlation in this project. 

 

4.4.1 Types of Feature Selection Methods in Machine Learning  

 1. Filter Methods 

Filter methods pick up the intrinsic properties of the features measured via univariate statistics 

instead of cross-validation performance. These methods are faster and less computationally expensive 

than wrapper methods. When dealing with high-dimensional data, it is computationally cheaper to use 

filter methods. 

• Information Gain 

• Chi-square Test 

• Fisher’s Score 
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• Correlation Coefficient 

• Missing value 

2. Wrapper Methods 

Wrappers require some method to search the space of all possible subsets of features, assessing their 

quality by learning and evaluating a classifier with that feature subset. The feature selection process is 

based on a specific machine learning algorithm we are trying to fit on a given dataset. It follows a 

greedy search approach by evaluating all the possible combinations of features against the evaluation 

criterion. The wrapper methods usually result in better predictive accuracy than filter methods. 

• Forward Feature Selection 

• Backward Feature Elimination 

• Exhaustive Feature Selection 

• Recursive Feature Elimination 

 

3. Embedded Methods 

  These methods encompass the benefits of both the wrapper and filter methods by including 

interactions of features but also maintaining reasonable computational costs. Embedded methods are 

iterative in the sense that takes care of each iteration of the model training process and carefully extract 

those features which contribute the most to the training for a particular iteration. 

• LASSO Regularization (L1) 

• Random Forest Importance 

In this project the following feature selection methods are used to select the significant features of 

K means Clustering and Heatmap Correlation.  

 

4.4.2 K-means Clustering 

The process of organizing objects (data) into groups based on similar features within the 

members (data points) of the group. Heatmaps are one way to visualize the results of clustering. 

After locating clusters in the training vectors using the k-means clustering technique, it 

determines whether the test vector is near any of the clusters. The detector simply applies the k-means 

algorithm to the training data (with k = 3) during the training phase.  

Each training vector should be near to at least one of the three centroids produced by the 

algorithm, which creates three of them. The Euclidean distance between the test vector and the closest 

of these centroids is used to determine the anomaly score during the test phase. 
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Benefits for performing K-means clustering 

• Organize similar items close to each other  

• Get experiment‐wide look at an interesting subset of data 

• Visually identify patterns for further analysis 

• Order features and/or samples in a sensible way  

• Split features and/or samples into a predefined number of groups 

• As one method of quality control 

• Explore a large data matrix (such as of expression measurements) 

In order to assign similar components to the same cluster, clustering algorithms divide a collection of 

elements into subsets or clusters. The most typical unit of measurement needed for this is the Euclidean 

distance, which must be defined. Unsupervised learning is a technique used in clustering, so no human 

expert is engaged in the procedure. 

 As opposed to hierarchical clustering, partitional or flat clustering methods do not specify any 

structure or relationship between clusters. K-means, the most well-liked flat clustering technique, 

places observations in the cluster with the closest mean. 

By the total number of user appearances, digraphs are arranged in decreasing order. As a result, 

the values of the feature vector's first dimension, which corresponds to the most frequent digraphs, 

represent the mean of a larger population of observations and, logically, ought to be more important 

during the clustering process than the last dimension, which corresponds to infrequently typed 

digraphs.  

This raises the issue of how many and which specific digraphs are required to correctly identify 

the user of a subsession. By changing the feature vector size, the most practical number of digraphs 

will be determined based on the effectiveness of the clustering. 

4.4.3 Heatmap Correlation 

  A heatmap that displays a 2D correlation matrix between two discrete dimensions and uses 

coloured cells to represent data from typically a monochromatic scale is called a correlation heatmap. 

The first dimension's values are displayed as the table's rows, while the second dimension's values are 

displayed as columns. The percentage of measurements that match the dimensional value is shown in 

the cell's colour.  

Because they show differences and variance in the same data and make patterns easy to 

comprehend, correlation heatmaps are perfect for data analysis. A colorbar helps a correlation 

heatmap, like a conventional heatmap, by making the data more legible and understandable. 
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  Data visualisation is accomplished with the help of the Python module Seaborn, which is based 

on matplotlib. It offers a way to exhibit data in the form of a statistical graph as an interesting and 

appealing way to communicate certain information.  

One of the components offered by Seaborn is a heatmap, which uses a colour scheme to depict 

variation in linked data. This article mostly focuses on correlation heatmaps and how to create one for 

a data frame using seaborn, pandas, and matplotlib. 

A correlation heatmap, which shows the correlation matrix, visualises the strength and 

direction of the correlation between two sets of variables in a dataset. It is a useful method for 

uncovering relationships and patterns in huge datasets. 

Seaborn, a Python data visualisation library, provides straightforward tools for creating 

statistical graphics. Thanks to its feature for producing correlation heatmaps, users can immediately 

visualise a dataset's correlation matrix. 

To create a correlation heatmap, we must first import the dataset, compute the variables' 

correlation matrix, and then use the Seaborn heatmap function to create the heatmap. A matrix with 

colours designating the strength of the correlation between the variables is shown in the heatmap. The 

correlation coefficients can also be displayed by the user on the heatmap. 

Seaborn correlation heatmaps are a useful visualisation approach for analysing links and trends in 

datasets and can be used to identify important factors for further research. 

Training and testing can be done in the feature reduction which can be done using SVM 

algorithm and Manhattan distance filter. While, testing and training random users will be selected in 

SVM ,the same user will be carried out to the Manhattan distance filter to compare the Baseline NRI 

Score.  

4.5 User Authentication  

User authentication is a method that keeps unauthorized users from accessing sensitive 

information. Authentication is the process of verifying the identity of a user or system before granting 

access to resources or information. It is the process of confirming that a person, device, or application 

is who or what it claims to be, and not an imposter or malicious entity. 

In computer security, authentication is typically used to ensure that a user is who they claim to 

be before allowing access to a system or network. Authentication mechanisms may include passwords, 

biometric data, smart cards, security tokens, or other methods that prove the identity of the user or 

device. 



27 
 

Authentication is an important aspect of cybersecurity because it helps to prevent unauthorized 

access to sensitive information or resources. Without proper authentication, malicious actors may be 

able to gain access to systems and networks, potentially causing harm or stealing confidential data. 

Authentication is often used in conjunction with other security measures, such as encryption 

and access control, to provide a comprehensive security solution. By properly authenticating users and 

devices, organizations can ensure that only authorized entities are allowed to access their systems and 

data. 

Keystroke authentication is a biometric authentication technique that uses a person's typing 

patterns or keystroke dynamics to verify their identity. It involves capturing and analyzing the rhythm, 

timing, and pressure of a user's keystrokes as they type on a keyboard, and comparing these patterns 

to a pre-registered profile to determine if the user is authentic. 

4.5.1 Methods of User Authentication  

1. Password-based authentication 

Passwords are the most common methods of authentication. Passwords can be in the form of a 

string of letters, numbers, or special characters. To protect yourself you need to create strong 

passwords that include a combination of all possible options.  

However, passwords are prone to phishing attacks and bad hygiene that weakens effectiveness. 

An average person has about 25 different online accounts, but only 54% of users use different 

passwords across their accounts.  

2. Multi-factor authentication 

Multi-Factor Authentication (MFA) is an authentication method that requires two or more 

independent ways to identify a user. Examples include codes generated from the user’s smartphone, 

Captcha tests, fingerprints, voice biometrics or facial recognition.  

3. Certificate-based authentication 

Certificate-based authentication technologies identify users, machines or devices by using 

digital certificates. A digital certificate is an electronic document based on the idea of a driver’s license 

or a passport.  

https://www.vpnranks.com/blog/phishing-future-projections-report/
https://swoopnow.com/user-authentication/
https://www.idrnd.ai/two-factor-authentication/
https://www.idrnd.ai/voice-biometrics/
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The certificate contains the digital identity of a user including a public key, and the digital 

signature of a certification authority. Digital certificates prove the ownership of a public key and issued 

only by a certification authority.  

4. Biometric authentication 

Biometrics authentication is a security process that relies on the unique biological characteristics 

of an individual. Here are key advantages of using biometric authentication technologies: 

• Biological characteristics can be easily compared to authorized features saved in a database.  

• Biometric authentication can control physical access when installed on gates and doors.  

• You can add biometrics into your multi-factor authentication process. 

Biometric authentication technologies are used by consumers, governments and private corporations 

including airports, military bases, and national borders. The technology is increasingly adopted due to 

the ability to achieve a high level of security without creating friction for the user. 

5. Token-based authentication 

Token-based authentication technologies enable users to enter their credentials once and 

receive a unique encrypted string of random characters in exchange. You can then use the token to 

access protected systems instead of entering your credentials all over again. The digital token proves 

that you already have access permission. Use cases of token-based authentication include RESTful 

APIs that are used by multiple frameworks and clients. 

Keystroke authentication typically involves the following steps: 

Enrollment: The user types a series of predefined phrases or sentences into a computer or 

device. These keystrokes are recorded and used to create a profile of the user's typing patterns. 

Authentication: The user types the same predefined phrases or sentences, and the system 

compares their keystroke patterns to the previously recorded profile to verify their identity. 

Keystroke authentication can provide a relatively simple and low-cost way to authenticate 

users, without requiring specialized hardware or software. However, it has some limitations, such as 

the potential for false positives or false negatives due to changes in the user's typing patterns over 

time, or variations in the typing environment (e.g. typing speed, typing angle, or keyboard layout). 
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Despite these limitations, keystroke authentication can be a useful additional layer of security 

when combined with other authentication methods, such as passwords or biometric authentication, to 

provide a more robust authentication system. 

4.5.2 Model Building 

The science and practice of machine learning may allow programmed computers to learn from 

the data provided to them. Computers are frequently trained on the data (training set) provided to them 

throughout the machine learning process, and they can demonstrate their performance on a specific 

data set. (Test set). In this approach, the problem is resolved with the least amount of human 

involvement. Where traditional methods are ineffective, machine learning is widely used.   

       Following is a list of possible uses:  

• It has the ability to tackle complex problems, which traditional approaches are unable to 

do.   

• It is capable of interpreting enormous amounts of complex data  

• It is capable of resolving complex issues for which standard approaches are ineffective.  

• Machine learning techniques can offer better answers when the state-of-the-art ones call 

for excessively frequent external updates or external intervention, respectively.  

• Different surroundings can support it. Data analysis is frequently used to apply machine 

learning techniques to a new circumstance.  

Supervised Learning  

      The training data had been appropriately identified and labelled using this way. For instance, the 

dataset contains information (tags/labels) regarding the type of each flow. (such as normal or harmful). 

These tags are compared to the findings discovered by the algorithm in the following stage, the 

test/prediction phase, and the algorithm's success is also determined. The strategy has a good track 

record of success. Although expensive, supervised learning relies on outside services (like manual 

tagging) for labeling, and this process is repeated until the algorithm performs at a high degree of 

accuracy.  

Support Vector Machines (SVM) Algorithm 

Support Vector Machines (SVM) can be used for keystroke dynamics, which is the process of 

identifying individuals based on their typing patterns. SVM is a popular machine learning algorithm 

that can be used for classification tasks, including keystroke dynamics. 

The first step in using SVM for keystroke dynamics is to collect data from individuals. This 

data should include the typing patterns of individuals, such as the duration of key presses, the time 

between key presses, and the number of errors made during typing. 
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Once the data is collected, it needs to be preprocessed to extract relevant features. Feature 

extraction is an important step in machine learning because it helps to reduce the dimensionality of the 

data and identify the most relevant features for the classification task. For keystroke dynamics, features 

can include the duration of key presses, the time between key presses, and the number of errors made 

during typing. 

Once the features are extracted, the SVM model can be trained using a labeled dataset. The 

labeled dataset should include examples of keystroke patterns from different individuals and their 

corresponding labels. The labels indicate which individual the keystroke pattern belongs to. 

After the SVM model is trained, it can be used to classify new keystroke patterns. When a new 

keystroke pattern is presented to the model, it will use the features extracted from the pattern to predict 

which individual it belongs to. 

Overall, SVM is a powerful machine learning algorithm that can be used for keystroke dynamics. It is 

important to collect a large and diverse dataset for training the model and to carefully select the relevant 

features for the classification task. 

Advantages of SVM 

• Effective in cases with big dimensions. 

• Due to the decision function's use of support vectors, a subset of training points, its memory 

usage is effective. 

• For the decision functions, various kernel functions can be supplied, as well as bespoke kernels. 

Limitations of SVM 

• Unsuitable to Large Datasets. 

• Large training time. 

• More features, more complexities. 

• Bad performance on high noise. 

• Does not determine Local optima. 

Manhattan Distance Filter 

  Manhattan Distance is extremely similar to Euclidean distance. We sum the absolute value of 

the difference between each dimension rather than the squared difference between them. Manhattan 

distance is so named because it's comparable to how you may walk through a city block.  

The Manhattan distance filter, also known as the city block distance filter or L1 norm filter, is 

a technique used in image processing and computer vision to filter out noise and preserve edges in an 

image. 
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The filter er works by computing the Manhattan distance between each pixel and its 

surrounding neighbors. The Manhattan distance between two points is the sum of the absolute 

differences between their x and y coordinates. For example, the Manhattan distance between the 

points (1, 3) and (5, 7) is |1 - 5| + |3 - 7| = 8. 

To apply the filter to an image, a sliding window is moved over each pixel, and the 

Manhattan distance between the pixel and its neighbors within the window is computed. If the 

distance is below a certain threshold, the pixel is considered part of an edge and is preserved. If the 

distance is above the threshold, the pixel is considered to be noise and is filtered out. 

The Manhattan distance filter is particularly effective at preserving edges in images because 

it does not blur or smooth them out, as some other filters can do. Instead, it only removes noise that 

is not part of an edge, while leaving the edges intact. This can result in sharper and more detailed 

images. 

Overall, the Manhattan distance filter is a useful tool for improving the quality of images in 

computer vision and image processing applications, particularly those that require edge preservation. 

Advantages of Manhattan distance filter 

1. Simplicity: The Manhattan distance filter is straightforward to implement and understand. It 

calculates the distance between two points by summing the absolute differences between their 

coordinates. This simplicity makes it easy to incorporate into algorithms and systems. 

2. Computational efficiency: The Manhattan distance filter is computationally efficient to 

calculate compared to other distance metrics, such as the Euclidean distance. Since it involves 

only the sum of absolute differences, it avoids the need for expensive square root operations, 

which can be time-consuming, especially in large-scale applications. 

3. Feature relevance: The Manhattan distance filter gives equal importance to all features or 

dimensions of the data. It is suitable for scenarios where each feature contributes independently 

to the similarity or dissimilarity between two points. This can be advantageous when dealing 

with high-dimensional data, as it prevents any single feature from dominating the distance 

calculation. 

4. Robustness to outliers: The Manhattan distance filter is less sensitive to outliers compared to 

the Euclidean distance filter. Outliers have a larger impact on the Euclidean distance due to the 

squared term in the formula, whereas the Manhattan distance considers only the absolute 

differences. As a result, the Manhattan distance filter can provide more robust results when 

dealing with noisy or outlier-prone data. 
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5. Spatial proximity: The Manhattan distance filter is particularly useful in scenarios where spatial 

proximity matters. It accurately captures the "city block" or "taxicab" distance between two 

points in a grid-like or city-like environment. This property makes it suitable for applications 

such as route planning, urban planning, and image processing tasks involving grid-like 

structures. 

6. Interpretability: The Manhattan distance filter produces interpretable results because the 

distance value corresponds directly to the sum of absolute differences between coordinates. 

This interpretability makes it easier to understand and explain the reasoning behind the filtering 

or decision-making process. 

Limitations Of Manhattan distance filter 

1. Directional insensitivity 

2. Sensitivity to scale 

3. Limited representation of continuous relationships 

4. Inability to capture non-linear relationships 

5. Sensitivity to irrelevant features 

4.6 Performance Metrics 

Performance metrics, also known as evaluation metrics or assessment measures, are 

quantitative measures used to assess the performance or effectiveness of a system, model, 

algorithm, or process. These metrics provide objective criteria for evaluating the quality, 

accuracy, efficiency, or other desirable attributes of a particular solution or approach. 

Performance metrics are commonly used in various fields, including machine learning, data 

analysis, optimization, and system evaluation. 

Performance metrics can vary depending on the specific problem and context. Here are some 

commonly used performance metrics in different domains: 

1. Classification Metrics: 

a) Accuracy: The proportion of correctly classified instances. 

b) Precision: The proportion of true positive predictions among positive predictions. 

c) Recall (Sensitivity or True Positive Rate): The proportion of true positive predictions among 

actual positive instances. 

d) F1 Score: The harmonic mean of precision and recall, provides a balanced measure. 

e) Specificity (True Negative Rate): The proportion of true negative predictions among actual 

negative instances. 
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f) ROC Curve (Receiver Operating Characteristic Curve): A graphical representation of the 

trade-off between true positive rate and false positive rate for different classification 

thresholds. 

g) Area Under the ROC Curve (AUC-ROC): A metric that summarizes the ROC curve, provides 

a measure of the overall performance of a classifier. 

2. Regression Metrics: 

a) Mean Absolute Error (MAE): The average absolute difference between predicted and actual 

values. 

b) Mean Squared Error (MSE): The average squared difference between predicted and actual 

values. 

c) Root Mean Squared Error (RMSE): The square root of MSE, provides a more interpretable 

measure in the same unit as the target variable. 

d) R-squared (coefficient of determination): The proportion of the variance in the target variable 

explained by the model. 

e) Mean Absolute Percentage Error (MAPE): The average percentage difference between 

predicted and actual values, commonly used for relative error assessment. 

3. Clustering Metrics: 

a) Silhouette Coefficient: Measures the compactness of clusters and separation between clusters. 

b) Calinski-Harabasz Index: Measures the ratio of between-cluster dispersion to within-cluster 

dispersion. 

c) Davies-Bouldin Index: Measures the average similarity between each cluster and its most 

similar cluster. 

4. Information Retrieval Metrics: 

a) Precision at K: The proportion of relevant items among the top K retrieved items. 

b) Recall at K: The proportion of relevant items retrieved among all relevant items. 

4.6.1 Equal Error Rate  

  Equal Error Rate (EER) is a performance metric commonly used in biometric systems and 

binary classification tasks. It provides a balance between false acceptance rate (FAR) and false 

rejection rate (FRR) by finding the point at which these rates are equal. 

In biometric systems, such as face recognition or fingerprint identification, the goal is to 

correctly classify individuals as either genuine (positive) or impostor (negative). The EER represents 

the point at which the system makes an equal number of false acceptances and false rejections. In other 
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words, the EER is the threshold or operating point where the rates of false acceptance and false 

rejection intersect. 

To calculate the EER, a receiver operating characteristic (ROC) curve is constructed by varying 

the decision threshold of the classifier, which determines the classification boundary between positive 

and negative classes. The ROC curve plots the true positive rate (TPR) against the false positive rate 

(FPR) at different threshold settings. 

The EER is obtained by finding the threshold at which the FPR and FRR are closest to each 

other. This means that the EER represents the point where the probability of incorrectly accepting a 

negative sample is approximately equal to the probability of incorrectly rejecting a positive sample. 

 

The EER is often used as a single summary metric to compare different biometric systems or 

classification algorithms. It provides a concise measure of performance, but it is important to note that 

it may not capture the entire performance profile of the system. Additional metrics, such as the area 

under the ROC curve (AUC-ROC) or precision-recall curves, can provide more detailed insights into 

the performance characteristics of the system. 

In summary, the Equal Error Rate (EER) is a threshold-based performance metric that 

represents the point at which false acceptance rate (FAR) and false rejection rate (FRR) are equal in 

biometric systems and binary classification tasks. 

The Equal Error Rate (EER) is calculated by finding the threshold at which the False Acceptance Rate 

(FAR) and the False Rejection Rate (FRR) are equal.  

 

EER=FAR+FRR2 

FAR = FP / (FP + TN) 

FRR = FN / (FN + TP) 

where: 

FP: False Positives (incorrectly classified negative samples as positive) 

TN: True Negatives (correctly classified negative samples as negative) 

FN: False Negatives (incorrectly classified positive samples as negative) 

TP: True Positives (correctly classified positive samples as positive) 

To calculate the EER, you need to vary the decision threshold of the classifier and calculate the FAR 

and FRR at each threshold. The EER is then obtained by finding the threshold where the FAR and 

FRR are approximately equal. 
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CHAPTER-V 

5.RESULTS AND DISCUSSION  

The result of keystroke dynamic authentication is typically a binary output indicating whether 

the system has determined that the person typing is the same as the enrolled user. This result can be 

used to grant access to secure systems, applications, or physical spaces. Average EER for SVM 

detector and Manhattan Distance Filter Algorithm  for Baseline NMI score. 

This section briefly shows the results obtained under each phase of the user authentication with 

keystroke dynamic 

 

PHASE - I 

5.1 Data Collection 

Benchmark dataset is collected. 

Adding dataset screenshot  
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Figure 5.1 Data Collection 

5.1.1 Importing Libraries  

 

PHASE-II 

5.2 Data Pre-processing  

In this project the data pre-processing used to check the redundancy of the dataset with null 

values and duplicate entries. Figure 5.2 and 5.3 shows the results of data pre-processing  
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Figure 5.2 After checking null values  

 

 

 

 

Figure 5.3 After checking duplicate entries 

From figure 5.2 and figure 5.3 it is observed that, the dataset does not contain any null values and 

duplicate entries  
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PHASE -III 

Feature Extraction  

In this project Feature extracted from H.period to trigraph Figure 5.4 and 5.5 shows the results 

of data pre-processing.  

 

Figure 5.4 After Feature extracting 

 

 

Figure 5.5 Added latency parameters 
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Figure 5.5 Measures Of latency parameters 

From figure 5.3 and figure 5.5 it is observed that the feature dwell time, flight time, digraph and 

trigraph has added on the CNS-0430474 dataset 

 

PHASE IV 

Feature Selection 

Feature Selection has done with K-means Clustering and Heatmap Correlation. To significant 

user Authentication using SVM and MDF algorithms to authenticate the Genuine/Imposter 

User. 
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Figure 5.6 Correlation for SVM 
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Figure 5.7 Training and Testing in SVM 
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MDF model building for User Authentication based on keystroke dynamic 

 

 

Figure 5.8 Correlation for Manhattan Distance Filter  
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The train and test method is applied to divide the dataset for training phase and testing phase. 

 

Figure 5.9 Training and Testing in Manhattan Distance Filter 

From figure 5.6 to figure 5.9 it is observed that k-means clustering and  correlation heatmap of the 

training and testing  and has done on the CNS-0430474 dataset form dwell time to trigraph. 
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Selecting Random User for SVM 

 

Figure 5.10 Selecting Random User for SVM 

 

Selecting Random User for Manhattan Distance Filter 

 

Figure 5.11 Selecting Random User for Manhattan Distance Filter 

The figure 5.10 and figure 5.11 selecting random user for SVM and Manhattan Distance Filter.  

 

 

 

 

 

 

 



45 
 

PHASE V 

User Authentication  

  Equal Error Rate performance used to validate the performance of the SVM and MDF model. 

 

 

Figure 5.12 Performance analysis of EER for SVM 
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Figure 5.12 Performance analysis of EER for MDF 
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PHASE VI 

Performance Evaluation of the Model  

 

 

Figure 5.13 Correlation graph for SVM model with EER Score 
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Figure 5.14 Correlation graph for MDF model with EER Score 
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Algorithm Comparison  

 

Figure 5.15 Comparing SVM and MDF model 

 

Figure 5.16 Authenticated User  

 

Figure 5.16 shows that the result of the authenticated user by comparing the Support Vector Machine 

and Manhattan Distance Filter model and it derives that SVM model gives us the lower EER score. 
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Accuracy  

 

 

Figure 5.17 Accuracy Score 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

0.16

0.17

0.18

0.19

0.2

0.21

0.22

Support Vector Machine Manhattan Distance Filter

Accuracy



51 
 

6. CONCLUSION AND FUTURE SCOPE 

 

Previously, it was not possible to compare the performance of different anomaly detectors across 

studies in the keystroke dynamics literature. Our objective in this work to develop an evaluation 

procedure, and measure the performance of many algorithms on an equal basis.  

In the process, we established which detectors have the lowest error rates on our data 

(e.g SVM), and we provide a data set and evaluation methodology that can be used by the 

community to assess new detectors and report comparative results.. 

In summary, the future scope of keystroke authentication using SVM and Manhattan distance 

filter is vast, and there are several exciting directions for research and development. With the 

advancement of technology and the increasing demand for secure authentication systems, the field 

of keystroke authentication is expected to continue to grow and evolve in the coming years. Also 

for the extra layer of security Image Captcha can be included and authenticate the user in the basis 

of Multifactor Authentication.  

These create the basis of a potentially effective way of enhancing overall security rating by 

playing a significant role in part of a larger multifactor authentication mechanism low 

implementation cost, high user acceptance, and ease of integration to existing security systems. 

 

6.1 Outcome 

  In this project SVM and MDF Machine learning models are developed to identify the genuine 

imposter user with user authentication-based Keystroke Dynamic. By evaluating the SVM and 

MDF model on the basic of EER  from figure 5.13 and figure 5.14 it is evident that the EER value 

is lower for SVM model with 0.18  compared with MDF model with equal ERR 0.218. Based on 

the analysis it suggested that SVM model identifies the genuine user more precisely for user 

authentication problem   
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Dataset Link 

https://www.cs.cmu.edu/~keystroke/ 

 

Website Reference 

https://vitalflux.com/pandas-dataframe-how-to-add-rows-

columns/#:~:text=There%20are%20multiple%20ways%20of,use%20Dataframe.insert()%20

method. 

https://trumpexcel.com/apply-formula-to-entire-column-excel/ 

https://scikit-

learn.org/stable/modules/generated/sklearn.metrics.pairwise.manhattan_distances.html 
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https://vitalflux.com/pandas-dataframe-how-to-add-rows-columns/#:~:text=There%20are%20multiple%20ways%20of,use%20Dataframe.insert()%20method
https://vitalflux.com/pandas-dataframe-how-to-add-rows-columns/#:~:text=There%20are%20multiple%20ways%20of,use%20Dataframe.insert()%20method
https://vitalflux.com/pandas-dataframe-how-to-add-rows-columns/#:~:text=There%20are%20multiple%20ways%20of,use%20Dataframe.insert()%20method
https://trumpexcel.com/apply-formula-to-entire-column-excel/
https://scikit-learn.org/stable/modules/generated/sklearn.metrics.pairwise.manhattan_distances.html
https://scikit-learn.org/stable/modules/generated/sklearn.metrics.pairwise.manhattan_distances.html
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8.APPENDIX 

8.1 Sample Coding  

 

Importing Libraries  

import pandas as pd 

from sklearn.preprocessing import LabelEncoder 

from sklearn.feature_selection import SelectKBest, f_classif 

from sklearn.model_selection import train_test_split 

from sklearn.tree import DecisionTreeClassifier 

from sklearn.linear_model import LogisticRegression 

from sklearn.metrics import accuracy_score 

result_df = pd.DataFrame(columns=['User','Authenticity','Algorithm','EER Rate']) 

 

Loading the Dataset 

  keystroke_data = pd.read_csv('D:\Project\Project dataset\Raw_DST.csv') 

 

Data Pre-processing  

  ##DATA PREPROCESSING## 

##Checking null values## 

keystroke_data.isnull() 

#Duplicate Entries 

duplicates = keystroke_data.duplicated() 

print(keystroke_data[duplicates]) 

 

Feature Extraction  

  df=keystroke_data.loc[:, "H.period":"trigraph"] 

df 

  keystroke_data 

  pd.Series(keystroke_data.values[:, -1], name=keystroke_data.columns[-1]) 

  X=keystroke_data[['dwell_time', 'flight_time','digraph', 'trigraph']] 

print(keystroke_data[['dwell_time', 'flight_time', 'digraph', 'trigraph']]) 
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SVM for Modeling  

from sklearn.svm import OneClassSVM 

import numpy as np 

np.set_printoptions(suppress = True) 

import pandas 

import random 

import scipy.stats as stats 

from EER import evaluateEER 

from sklearn.cluster import KMeans, AgglomerativeClustering 

from sklearn.metrics.cluster import normalized_mutual_info_score, adjusted_rand_score 

 

class SVMDetector: 

#just the training() function changes, rest all remains same. 

 

 def __init__(self, subjects): 

        self.u_scores = [] 

        self.i_scores = [] 

        self.mean_vector = [] 

        self.subjects = subjects 

         

 def training(self): 

        self.clf = OneClassSVM(kernel='rbf',gamma=26) 

        self.clf.fit(self.train) 

  

    def testing(self): 

        self.u_scores = -self.clf.decision_function(self.test_genuine) 

        self.i_scores = -self.clf.decision_function(self.test_imposter) 

        self.u_scores = list(self.u_scores) 

        self.i_scores = list(self.i_scores) 
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    def evaluate(self): 

        eers = [] 

        print(subjects) 

        genuine_user_data = keystroke_data.loc[keystroke_data.subject == subjects, \ 

                                        "dwell_time":"trigraph"] 

        print(genuine_user_data) 

        # prints data that will be plotted 

        # columns shown here are selected by corr() since 

        # they are ideal for the plot 

        import seaborn as sb 

        print(genuine_user_data.corr()) 

   

        # plotting correlation heatmap 

        dataplot=sb.heatmap(genuine_user_data.corr()) 

         

        # displaying he 

        # We are going to use the K-Means algorithm 

        model_kmeans = AgglomerativeClustering(n_clusters=2) 

        preds = model_kmeans.fit_predict(genuine_user_data) 

        print(preds) 

 

        # We are going to use the NMI metric to measure the quality/performance of the clustering  

        baseline_score = normalized_mutual_info_score(model_kmeans.labels_, preds) 

        print("Baseline NMI Score:", baseline_score) 

         

        print("Selected Features : ", model_kmeans.feature_names_in_) 

         

        imposter_data = keystroke_data.loc[keystroke_data.subject != subjects, :] 

         

        #feature Reduction 

        self.train = genuine_user_data[:200] 

        self.test_genuine = genuine_user_data[200:] 

        self.test_imposter = imposter_data.groupby("subject"). \ 
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        head(5).loc[:, "dwell_time":"trigraph"] 

  

        self.training() 

        self.testing() 

        eers.append(evaluateEER(self.u_scores, \ 

                                     self.i_scores)) 

        return np.mean(eers) 

subjects = keystroke_data["subject"].unique() 

print(subjects) 

subjects=random.choice(subjects) 

subject_choosen=subjects 

subject_choosen 

 

 

print ("average EER for SVM detector:") 

print(SVMDetector(subjects).evaluate()) 

svm_eer=SVMDetector(subjects).evaluate() 

svm_eer 

Manhattan Distance Filter for Modeling 

  from scipy.spatial.distance import euclidean, cityblock 

import numpy as np 

np.set_printoptions(suppress = True) 

import pandas 

from EER import evaluateEER 

import seaborn as sb 

   

class ManhattanFilteredDetector: 

#just the training() function changes, rest all remains same. 

 

     def __init__(self, subjects): 

         self.user_scores = [] 

         self.imposter_scores = [] 

         self.mean_vector = [] 
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         self.subject_choosen = subject_choosen 

         

     def training(self): 

        self.mean_vector = self.train.mean().values 

        self.std_vector = self.train.std().values 

        dropping_indices = [] 

        for i in range(self.train.shape[0]): 

            cur_score = euclidean(self.train.iloc[i].values,  

                                 self.mean_vector) 

            if (cur_score > 3*self.std_vector).all() == True: 

                dropping_indices.append(i) 

        self.train = self.train.drop(self.train.index[dropping_indices]) 

        self.mean_vector = self.train.mean().values 

 

    def testing(self): 

        for i in range(self.test_genuine.shape[0]): 

            cur_score = cityblock(self.test_genuine.iloc[i].values, \ 

                                   self.mean_vector) 

            self.user_scores.append(cur_score) 

  

        for i in range(self.test_imposter.shape[0]): 

            cur_score = cityblock(self.test_imposter.iloc[i].values, \ 

                                   self.mean_vector) 

            self.imposter_scores.append(cur_score) 

  

    def evaluate(self): 

        eers = [] 

         

        print(subjects) 

        genuine_user_data = keystroke_data.loc[keystroke_data.subject == subject_choosen, \ 

                                        "dwell_time":"trigraph"] 

        print(genuine_user_data) 

        # prints data that will be plotted 
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        # columns shown here are selected by corr() since 

        # they are ideal for the plot 

        import seaborn as sb 

        print(genuine_user_data.corr()) 

   

        # plotting correlation heatmap 

        dataplot=sb.heatmap(genuine_user_data.corr()) 

         

        # displaying he 

        # We are going to use the K-Means algorithm 

        model_kmeans = AgglomerativeClustering(n_clusters=2) 

        preds = model_kmeans.fit_predict(genuine_user_data) 

        print(preds) 

 

        # We are going to use the NMI metric to measure the quality/performance of the clustering  

        baseline_score = normalized_mutual_info_score(model_kmeans.labels_, preds) 

        print("Baseline NMI Score:", baseline_score) 

         

        print("Selected Features : ", model_kmeans.feature_names_in_) 

        imposter_data = data.loc[data.subject != subject_choosen, :] 

        self.train = genuine_user_data[:200] 

        self.test_genuine = genuine_user_data[200:] 

        self.test_imposter = imposter_data.groupby("subject"). \ 

                                 head(5).loc[:, "dwell_time":"trigraph"] 

        self.training() 

        self.testing() 

        eers.append(evaluateEER(self.user_scores, \ 

                                     self.imposter_scores)) 

        return np.mean(eers) 
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path = "D:\Project\Project dataset\Raw_DST.csv" 

data = pandas.read_csv(path) 

#subjects = data["subject"].unique() 

subject_choosen 

print ("average EER for Manhattan Filtered detector:") 

print(ManhattanFilteredDetector(subject_choosen).evaluate()) 

eer_manhattan=ManhattanFilteredDetector(subject_choosen).evaluate() 

eer_manhattan 

Algorithm Comparsion  

  threshold=30 

if svm_eer < eer_manhattan: 

    best_eer=svm_eer 

    Alg = "Support Vector Machine" 

     

elif svm_eer > eer_manhattan: 

    best_eer=eer_manhattan 

    Alg = "Manhattan Filter" 

         

if best_eer < threshold: 

    user = "Genuine user" 

 

else: 

    user = "Imposter" 

Dataframe 

  #result=[subject_choosen,user,Alg, best_eer] 

# Define the new row to be added 

new_row = {'User': subject_choosen, 'Authenticity': user, 'Algorithm': Alg, 'EER Rate' : 

best_eer} 

  

# Use the loc method to add the new row to the DataFrame 

result_df.loc[len(result_df)] = new_row 

result_df 

 


