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SYNOPSIS


The project entitled  “Network Protocol & Algorithm Testing” is to develop a networking framework for testing network protocols and algorithms.  The core of this framework will be virtual routers running in user space and the components realizing their virtual interconnection.  Dijkstra Algorithm has been used to find Shortest Path between a Source and a Destination in a network.


Motivation behind such a framework is based on the concept that it will offer an environment with many advantages for different groups of people.  The primary benefit of the framework will go to the clients as all components are run in user space as opposed to kernel space (as in the case of real routers).  Networking concepts can be implemented and studied in high level languages such as java and C#.


In addition to all the code running in userspace, thus the environment can be very dynamic through router components that can be easily changed or modified without prior knowledge of the operating system running these components.


This work will allow many routers to be virtually interconnected, so that each client can create their own network topology at very low cost.
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 INTRDUCTION

INTRODUCTION

1.1  ABOUT THE PROJECT

     1.1a Project Overview
Networks can be built using a number of different technologies and based on various protocols. Main problem with this being that lots of people have built networks with various technologies and they all want to be able to communicate with each other, not just with the other users of a single network. This introduces the problem of interconnecting different networks based on differing protocols. Thus signifying that studying numerous varied technologies and protocols for students is sometimes difficult. 

The main aim of this project is to develop a framework, which allows Routing algorithms and protocols to be modified, tested and developed as part of a learning process with focus on offering a laboratory environment. 

      1.1b Problem Overview

This section looks in more depth of the problem introduced above.

         1.1b.1Heterogeneity and Scale
There are two important problems that must be addressed when connecting networks: heterogeneity and scale. Simply stated, the problem of heterogeneity is that users on one type of network want to able to communicate with users on other types of networks. To further complicate matters, establishing connectivity between hosts on two different networks may require traversing several other networks in between, each of which may be of yet another type. These different networks may be Ethernets, token rings, point-to-point links, or switched networks of various kinds, and each of them is likely to have its own addressing scheme, media access protocols, service model and so on. The challenge of heterogeneity is to provide a useful and fairly predictable host-to-host service over this hodgepodge of different networks. To understand the problem of scaling, it is worth considering the growth of the Internet, which has roughly doubled in size each year for 20 years. This sort of growth forces us to face a number of challenges. One of these is routing. How can you find an efficient path through a network with millions, or perhaps billions, of nodes? A central aspect of building large heterogeneous internetworks is the problem of finding efficient, loop-free paths through the constituent networks. This introduces the important principles of routing and the scaling issues associated with routing protocols. 
1.1b.2 Routing
Routing is, in essence, a problem of graph theory. Network represented as a graph. The edges of the graph correspond to the network links. Each of the edge has an associated cost, which gives some indication of the desirability of send traffic over that link. The basic problem of routing is to find the lowest-cost path between any two nodes, where the cost of a path equals the sum of the costs of all the edges that make up the path. For a simple network such as Figure 1, one could just calculate all the shortest paths and load them into some non-volatile storage on each node.
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Figure 1
Static approach has several shortcomings:

· It does not deal with node or link failures.

· It does not consider the addition of new nodes or links. 

· It implies that edge costs cannot change, even though we might reasonably wish to temporarily assign a high cost to a link that is heavily loaded. 

For these reasons, routing is achieved in most practical networks by running routing protocols among the nodes. These protocols provide a distributed, dynamic way to solve the problem of finding the lowest-cost path in the presence of link and node failures and changing edge costs. 

The distributed nature of routing algorithms is one of the main reasons why this has been such a rich field of research and development as there are numerous challenges in making distributed algorithms work well. Examples of two well known routing algorithms are distance vector and link state.  

Issues explored so far constitute to the fact that networking, more specifically routing protocols and algorithms is a very technical and problematical area of computing to grasp. 

1.1c Motivation for Project

In context to the issues discussed thus far, the deliverable (framework and virtual routers) of this project will aid in making routing algorithms and protocols easier to study and understand as they can be broken down and studied in high level languages such as Java and C#. This will be possible as the framework allows student generated routing algorithms and protocols to be run, examined and tested. Additionally, the proposed framework will offer a cheap laboratory environment to carry out routing investigations, as no real hardware is required at all due to all the components written in high-level languages in user space.  

With high-level code running in user space, a virtually created laboratory environment can be very dynamic through router components. This is due to virtual routers being easily modified without prior knowledge of the intricacies of the operating system running these components. This allows students to concentrate on the routing/networking concepts they are studying rather than being concerned with the hardware intricacies. Additionally, the framework will allow students to create their own network topologies to assist in their learning process and aid future related research. A major benefit of such a framework would be cost as there would be no need for real devices such as Hardware Routes. 

1.1d Project Aims

The outline aims of this project are as follows:

· Production of a framework allowing students to generate, modify and test and emulate real networks. In addition, the development of this framework will allow users to study the different Routing algorithms and protocols.

· The framework will be platform independent and easily transportable to other networks.

· The framework will be proficient enough so that when provided with a topology specification from the user, the framework can act upon that specification and create the desired topology. 

· The topology generation will be aided with virtual routers.

· Generation of Virtual Routers.

· Routers running in user space will emulate routers running in kernel space. 

· Initially the routers will be running statically. I.e. there will be no dynamism in terms of the protocols they are running and all the information will be provided or hardwired. 

· Previously stated aim is a root requirement, however, once this objective is achieved, virtual routers are developed with dynamic functionality. This will consist of the modelling real life routing algorithm and protocols. 
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We are also in direct tie up with Mascon Global, Satyam Computer Services, CTS, Patni Computer Services Ltd, Lawrence India at TidelPark, Delloit & Toushe Inc, Detroit, USA for Providing resources of varied skill sets.We can provide good, qualified, experienced and cultured resources to suit the requirements of the clients.

 SOFTWARE SOLUTIONS

 Legacy System Solution
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SYSTEM ENVIRONMENT

2. SYSTEM CONFIGURATION 

2.1 Hardware Configuration

       Processor


:
Intel Pentium  IV

       RAM



:
128 MB

           Drives

       Hard Disk


:
40 GB

       Floppy Disk

:
1.44 MB

       Keyboard


:
standard 105

       Mouse


:
LOGITECH

2.2  Software Configuration
       Operating System

:
Windows 98

       Platform


:
JAVA 1.4

       Lanuage
       Protocols Used                :         VRRP, DVP   

2.2.1 ABOUT THE SOFTWARE

JAVA

Java is an Object Oriented and Platform Independent Language which was developed by James Gosling, Patrick Naughton at Sun MicroSystem, Inc. in 1991.

Sun MicroSystem describes Java as a simple, Object-Oriented, distributed, interpreted, robust, secure, architecture neutral, portable, high performance, multithreaded and dynamic language.

Java Environment includes number of tools and classes and methods.  The development tools are known as Java Development Kit(JDK) and the classes and methods are part of the Java standard library (JSL) also known as Application Programming Language (API).

Java is a portable and a high level language which compiles to byte code. Java also supports inheritance, polymorphism, class and custom attributes as well as preventing programs from accessing objects inappropriately along with its own garbage collection. Java is also a platform providing a virtual machine upon which programs can run with the API provided. To develop applications in Java, there are a number of options available ranging from Borlands JBuilder (high end of the market) to Helios Text pad (a text editor with code highlighting and auto syntaxting). JDK (Java Development Kit) can be easily accessible from java.sun.com.        

Java has Java Virtual Machine (JVM) is an interpreter for bytecode.  Java has characteristics such as,

· Serialization

· Remote Method Invocation (RMI)

· Java Database Connectivity (JDBC)

· Java Nature Interface (JNI)

· Multithreading etc.
Java can be used to create two types of programs: Applications and Applets .

An “Application” is a program that runs on computer under the operating system of that computer.

An  “Applet” is an application designed to be tranmitted over the Internet and executed by a Java-compatible web browser.
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  SYSTEM STUDY AND ANALYSIS



3.SYSTEM STUDY AND ANALYSIS

3.1 Problem Definition

High-level code running in user space, a virtually created laboratory environment can be very dynamic through router components. This is due to virtual routers being easily modified without prior knowledge of the intricacies of the operating system running these components. This allows students to concentrate on the routing/networking concepts they are studying rather than being concerned with the hardware intricacies. Additionally, the framework will allow students to create their own network topologies to assist in their learning process and aid future related research. A major benefit of such a framework would be cost as there would be no need for real devices such as Hardware Routes. 

3.2 Existing System


The basic problem of routing is to find the lowest-cost path between any two nodes, where the cost of a path equals the sum of the costs of all the edges that make up the path. Such a static approach has several shortcomings:

1.It does not deal with node or link failures.

2.It does not consider the addition of new nodes or links. 

3.It implies that edge costs cannot change, even though we might reasonably wish to temporarily assign a high cost to a link that is heavily loaded. 

For these reasons, routing is achieved is most practical networks by running routing protocols among the nodes. 

3.3 Proposed System

The proposed system can be decomposed into two distinctive sections:

1. Virtual Software Routers.

2. Interconnecting system.

The primary aim of this project is to concentrate on the architectural design of the interconnecting system and the implementation of virtual routers in user space. When routers are successfully connected through the interconnecting system a virtual network will have been created which can interchange messages in the form of packets. 

The interconnecting system is the integral part of this project which is responsible for the interconnection of the virtual routers on user specified interfaces. The user will be able to, through the interconnecting system, specify whether router x shall connect to router y on the desired interface.    

A small part of the framework will be primarily concerned in transferring packets from one router to another via another. This part of the framework will decide where the virtual router is in the virtual network topology and transmit the packet accordingly. 

The proposed project will concentrate on the architectural design and implementation of the networking framework and is not primarily concerned with the routing algorithms and protocols that implement the virtual routers. However, there is a chance to explore this area once the principal objectives of implementation of interconnecting system and virtual routers have been completed. 

The proposed system will incorporate a minimal network which will be clarified in the design phase of the project. This will roughly consist of two or more virtual routers connected together representing a simple network topology. This is necessary to test the Networking Framework. 

3.4 Advantages of the Proposed System
The Proposed System:

· will offer a cheap laboratory environment to carry out routing investigations as no real hardware is required at all due to all the components written in high level languages in user space.  

· protocols provide a distributed, dynamic way to solve the problem of finding the lowest-cost path in the presence of link and node failures and changing edge costs. 

· The Framework will be platform independent and easily              transportable to other networks. 

· It is easy to setup network emulation on any sort of networks.

· It is possible to set up a network of Virtual Routers all around the world as long as the parameters are correct.  

3.5 Requirement Analysis

A complete description of the project requirement is essential for the success of the development effort. Initially, the system specification is studied for the software development. The required functions and the performance for developing the program are identified.

Requirements for the system and the software are documented and reviewed and alternate solutions are taken wherever necessary. The required resources are analyzed for the project. These are the initial requirements that are needed for the system. This requirement analysis is done in order to understand the systems behavior.
3.6 Feasiblity Analysis

Feasibility analysis is the procedure for identifying the system, evaluating and electing the most feasible system. This is done by investigating the existing system in the area under investigation or generally ideas about a new system. It is a test of a system proposal according to its workability, impact on the organization, ability to meet user needs, and effective use of resources.

The main objective of the feasibility study is to test the technical, operational and economic feasibilities of developing a computer system. This is done by investigating the existing system are under investigation and generating ideas about a new system.

The proposed system must be evaluated from a technical point of view first, and if technically feasible its impact on the organization and staff must be accessed. If compatible operational and technical system can be devised, then they must be tested for economic feasibility.
Technical Feasibility

The assessments of technical feasibility centers on the existing system and to what extend it can support the proposed addition. It must be based on an outline design of system requirements in terms of inputs, outputs, files, programs, procedures, and staff. It deals with the hardware as well as software requirements.

In the reusability study the scope was whether the work for the project is done with the current equipment, existing software technology. It was found the hardware and software specifications were available. It involves financial considerations to accommodate technical enhancements.

Operational Feasibility

The assessment of operational feasibility will be done along side technical feasibility. The needs of various people affected by the proposed system must be taken into account. The software developed aims at providing a user-friendly environment to the user.
Economical Feasibility

Economic analysis is the most frequently used for evaluating the effectiveness of a candidate system. It is more commonly known as cost benefit analysis, the procedure to determine the benefits and savings that are expected from a candidate system and compare them with costs. If the benefits outweigh costs then a decision is made to design and implements the system. Otherwise make alterations in the proposed system. 

The candidate system was found to be technically, economically, and behaviorally feasible. The system developed is user friendly, needs less training and improves the working environment.    

                SYSTEM DESIGN

4.SYSTEM DESIGN

4.1 General Description

System design is a solution, “how to” approach to the creation of the new system. This important phase is comprised of several steps. It provides understanding the procedure details necessary for implementing the system recommended in the feasibility study. The design phase requirements are translated into design specifications.

4.2 Preliminary Design

Preliminary design is concerned with the transformation of requirements into data and software architecture. The main objective of design is to get the program right rather than to make it work. The design of the system is essentially a plan of the system or subsystem can itself be considered as a system.

4.3 Input Design
 Input design is one of the most important phase of system design. Input design is the process where the input received in the system or planned and designed so as to get only in necessary information from the user, eliminating the information that is not required. The aim of the input designs to ensure the maximum possible levels of accuracy and also ensures that the input is accessible that understood by the user.

 The input design is the part of overall system design, which requires very careful attention. If the data going into the system is incorrect then the processing and output will magnify the errors.

               The objectives considered during input design are:

· Nature of input processing.

· Flexibility and thoroughness of validation rules.

· Handling of properties within the input documents.

· Design to ensure accuracy and efficiency of input relationship with applications.

· Careful design of the input also involves attention to error handling, controls, batching and validation procedures.

Input design features can ensure the reliability of the system and produce results from accurate data or they can result in the production of erroneous information.

Reference Appendix screen2.

4.4 Output Design

Output design refers to the results   and information that are generated to the system. A system without timely and quality outputs cannot be considered as an efficient one. The approach to output design is very dependent on the type of output and the nature of the data.

Output of the computer is the most important and direct source of information to the user. Output design should improve the system’s relationship with the user and help in decision-making. Once the output medium has been chosen, detailed specification of the output document can be carried out.



The output of this project signifies the Routers running as created by the Node daemon. There is real time feedback to the user of packet sending and receiving and distance vector updating process to mention among others.

A major form of output is the hardcopy from the printer or writing the data into the file in a specified format. When designing output, system analyst must determine what information is to be presented and decide where to display, print the information and select the output medium. The data produced as output should be accurate and reliable and the output must furnish relevant data.

Reference Appendix screen 3 & screen 4.

SYSTEM DEVELOPMENT

5.SYSTEM DEVELOPMENT

5.1 Module Description

Module decomposition is an essential part since it makes the developed system more comprehensible. Modular system consists of well-defined manageable units with well-defined interfaces among units.

Modularity enhances design clarity, which in turn eases implementation, debugging, testing and maintenance of the software system. Every module has a well-defined function and purpose.


The following are the modules involved in the system:

· Analysing Routing Algorithm

· Structural Design & Implementation

· Testing
5.1.1 Analysing Routing Algorithm:

Routers use routing algorithms to find the best route to a destination.  When we say “best route”.  We consider parameters like the number of hops (the trip a packet takes from one router or intermediate point to another in the network), time delay and communication cost of packet transmission.

Based on how routers gather information about the structure of a network and their analysis of information to specify the best route, we have two major routing algorithms : Global routing algorithms and decentralized routing algorithms.

In Global Routing Algorithms, these algorithms are also known as LS (Link State)algorithms. In Decentralized Routing Algorithm is also known as DV (Distance Vector) algorithms.

In both Ls and DV algorithms, every router has to save some information about other routers.  When the network size grows, the number of routers in the network increases.  Consequently, the size of routing tables increases, as well, and routers can’t handle network traffic as efficiently. 

So we use Dijkstra’s Algorithm to overcome this problem.

5.1.2 Structural Design & Implementation:

Design of Interconnecting System – It is responsible for the interconnection of the routers on user specified interfaces.

Design of routers with static routing approach – It will decide where the router is in the network topology and transmit the packet accordingly.

Implement the components recognized above in the appropriate high level language.

Testing the components using White Box Testing: This will highlight any faults in the components at an early stage which may be much more difficult to pick up once the system has been integrated.

5.1.3 Testing

This section will begin by stating the testing criteria for the framework and then show the results of the tests that are aimed to establish whether the system functions correctly. 

The entire framework was designed to be made up of a host of components which were implemented individually. As each of the following components relies upon others it was necessary to thoroughly test each component incrementally. The failure to discover and correct errors found in previous stages would have made the successful implementation of the later components impossible. This strategy was successful in creating a reliable and correct system.  

Additionally, there was also some testing done of individual components of the framework as summarized below. This table contains criteria (tests) that must be fulfilled. 

	Component to be tested.
	Test

	Node Daemon start up and binding.
	Start up the Node Damon and see make sure it binds correctly.

	Server starts up with reading of topology file.
	Make sure server starts up correctly with 

	Topology File reading and correct topology generation
	Upon reading the correct topology file, the topology manager component must create the correct topologies of each Router adding appropriate neighbours.

	Node Daemon creates the correct number of Virtual Router Objects.
	Manually compare the correct number of Virtual Routers in the Topology file against the number that are created. 

	Testing of the Validation procedure.
	Along with the correct Routers created, manually set up a number of Virtual Routers and attempt registration with server.

This also includes the testing of virtual router deactivation.  

	Testing of packet delivery to correct destination.
	Send data packets into the emulated network from different and monitor whether the correct destination has been reached. 


TESTING AND IMPLEMENTATION



6. TESTING AND IMPLEMENTATION
6.1 Testing Phase:

The philosophy behind testing is to find errors. The common view of testing is that it is performed to whom that there are no errors in a program. However it is virtually impossible to true that no program will be free and clear of errors. Therefore the most useful approach and practical approach is aid the understanding that testing is the process of executing a program explicit indention of finding errors that is making the program fail.

Testing Strategies:

Code Testing:

This examines the logic of the program. To follow this test cases are developed such that every path of the program is tested.

Specification Testing:

Specification testing examines the specification starting what the program should do and how it should perform under various conditions.  Then test cases are developed for each conditions and combination of conditions and to be submitted for processing.

Specification Testing for this work is Node Daemon creates the correct number of Virtual Router Objects:

Manually compare the correct number of Virtual Routers in the Topology file against the number that are created.

Unit Testing:

Unit testing focuses verification effort on the smallest unit of software design the module. Using the detail design description as a guide, important control paths are tested to uncover errors within the boundary of the module. 

The relative complexity of the tests and the errors detected as a result is limited by the constrained scope established for unit testing. The unit test is always white box oriented and the step can be conducted in parallel for multiple modules. 

Integration Testing:

Integration testing is a systematic technique for constructing the program structure while the same time conducting tests to uncover errors associated with interfacing .The objective is to take unit tested modules and build a program structure that has been dictated by design. 

There is often a tendency to attempt non-incremental integration. That is to construct the program using a “big bang” approach. All modules are combined in advance. The entire program is tested as a whole and shows usually results. Sets of errors are encountered. 

Correction is difficult because the isolation of causes is complicated by the vast expanse of the entire program once these errors are corrected new ones appear and the process continues and have endless loop. According to the integration testing in the source code build tool all the modules are integrated and tested for its accuracy.

    Validation Testing

At the culmination of integration testing, software is completely assembled as a package, interfacing errors have been uncovered and corrected and a final serious of software tests validation testing may begin.

Validation can be defined in many ways. But a simple definition is that validation succeeds when the software functions in a manner that can be reasonably expected by the customer, reasonable expectations are defined in the software requirements specification a document that describes all user viable attributes of the software. The specification contains a section called Validation testing approach. The validation testing is also known as beta testing. The source code build tool was tested using above specified test.

Testing of the Validation procedure.

     Along with the correct Routers created, manually set up a number of Virtual Routers and attempt registration with server.

This also includes the testing of virtual router deactivation.   This test case was successfully satisfied as in every case of creating a topology the node daemons always created the correct number of Virtual Router Objects. If an incorrect number of Virtual Routers were created and attempted to register, validation procedures would detect this act accordingly.

System Testing:

The purpose of system testing is to identify and correct errors in the candidate system.  System testing is the stage of implementation which aims at ensuring that the system accurately and efficiently before the actual operation comments.

The scope of the system testing should include both manual and computerized operations. System testing is comprehensive evaluation of the program, manual procedures, computer operations and controls.

System testing makes the logical assumption that if all the parts of the system are correct, the goal will be successfully achieved. The candidate system is subject to variety of tests. A series of testing is performed for the proposed system before the system is ready for user acceptance test.

System testing is the process of checking whether the developed system is working according to the objective and requirement. All testing is to be conducted in accordance to the test condition specified earlier. 

6.2 System Implementation

System implementation is the stage of the project when the theoretical design is tuned into a working system. If the implementation system stage is not carefully controlled and planned, It can cause chaos. Thus it can be considered to be the most critical stage in achieving a successful new system and in giving the users a confidence that the system will work and be effective and accurate. It is less creative than system design. 

Implementation is the final and important phase. The implementation stage in a system project in its own right involves Careful-planning investigation of the current system and the constraints and the implementation. The most critical stage in achieving a successful new system will work and be effective. The system can be implemented only after thorough testing is done and if it is found to working according to the specification.

This system developed has been implemented and tested with real data and were found to be free. The system works successfully. At the beginning of the development phase a preliminary implementation plan is created to schedule and manage the many different activities that must be integrated into plan. The implementation plan is updated throughout the development phase. The major elements of implementation plan are test plan, training plan, equipment installation plan and a conversion plan.  

During the implementation phase of this project is to develop the Virtual              Routers further from the ‘static approach’ to running a Dynamic Routing Protocol. The tasks a Virtual Router will perform when developed can summarized by the points drawn.    

· Find other Router neighbours.

· Run a routing algorithm that allows you, and your neighbours, to maintain routing tables.

· Forward received data packets toward their destination.

· Update neighbour list, and send keep-alive packets to neighbours (this depends on the Routing Protocol in use).

· Responds to all kinds of incoming packets.






CONCLUSION

7. CONCLUSION


This work ‘Network Protocol & Algorithm Testing’ is useful for networking framework, which allows routing algorithms and protocols to be modified, tested and developed as part of a learning process with focus on offering a laboratory environment. 

Codes are running in user space, thus the environment is dynamic through router components that can easily be changed or modified with out prior knowledge of the Operating System running these components.

Thus the work will allow many routers to be virtually interconnected, so that each client can create their own network topology at very low cost.

                SCOPE & FURTHER DEVELOPMENT



8. SCOPE & FURTHER DEVELOPMENT

The Proposed project “Network Protocol & Algorithm Testing” is developed only for certain Instruction sets and for certain addressing modes. This systems’s future work can concentrate on the implementation of a GUI to run over the framework.

Currently all the router objects display the text in their text window and all communication is displayed in text form. The further work may be tried to  draw their topology on the screen.
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SCREEN SHOTS
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