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SYNOPSIS


Digital watermarking is the process of possibly irreversibly embedding information into a digital signal.  The signal may be images, audio, and video.  The existing system uses a single watermarking concept.  In this concept overwriting is applied only once.  It hence has low security.  The proposed system provides multiple watermarking concepts.  The sample image overwrites more than one time on the original image that sequentially comes into play one after the other.  This characteristic makes the present approach more attractive than the previously available solutions.  This has high security.


The algorithm namely RC4 is used identically for encryption and decryption as the data stream is simply XORed with the generated key sequence.  It uses a variable length key from 1 to 256 bytes.  Encryption is about 10 times faster than DES.  An encoder generates 8-digit key.  The embedded key is stored in the temporary file.  A decoder detects and reads the embedded key and finally gets the original image.


The authenticated user can give the encrypted key.  If this key is true means it will rebuild the original image otherwise we can’t get the original image.  We will get invalid message.
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1. INTRODUCTION

This section describes about the problem definition, overview of the project and the organization for which the project is developed and used.

1.1 Problem Definition

Digital watermarking is the process of possibly irreversibly embedding information into a digital signal. The signal may be audio, pictures or video.  The information to be embedded is called a digital watermark.  In visible watermarking, the information is visible in the picture or video. Typically, the information is a text or a logo which identifies the owner of the media. In invisible watermarking, information is added as digital data to audio, picture or video, but it cannot be perceived.  Digital watermarks are like the watermarks used in currencies for counterfeit security.


The possibility of adding several watermarks to the same image would enable many interesting applications such as multimedia document tracing, data usage monitoring and multiple property management. We present a novel watermarking scheme in this project which allows inserting and reliably detecting multiple watermarks sequentially embedded into a digital image.
1.2 Project Overview


This project has an image as input.  In preprocessing the image is taken and the quality of image is improved and size corrections are done.  Then in text watermarking process a text is selected and another text is selected to hide within the previous text.

Multiple watermarking concepts are implemented to provide security for the original image.  For that we generate random sample images with the same pixels or we can browse and select the image.  The sample image overwrites more than one time on the original image that sequentially comes into play one after the other.  A collapsed image is got as a result.


The RC4 algorithm is used identically for encryption and decryption as the data stream is simply XORed with the generated key sequence.  It uses a variable length key from 1 to 256 bytes.  Encryption is about 10 times faster than DES.  An encoder that generates a 8-digit key.  The embedded key is stored in the temporary file.  A decoder detects and reads the embedded key.  If this key is true it will rebuild the original image otherwise we can’t get the original image and we get an invalid message. 

1.3 Organization Profile

Nanosoft Technologies
Nanosoft technologies is the Software and IT services providing company which gathers the industry needs by representing major Technologies in the development and services both in the National and International level as well as software, hardware, voice and non-voice support.


Nanosoft technologies deliver software products, ranging from enterprise project to Internet applications with enabled security.

Solutions offered

We offer wide range of significant solutions for our clients required according to their need:

· Software design and development

· Web Services

· Project management

· Quality assurance and quality control

· System Integration

· Testing Services

· Hardware Services

Nanosoft Technologies provides a complete suite of IT services in the business applications domain, specialized in multiple verticals including financial services, healthcare services, education and allied industries.
Quality Focus

Nanosoft Technologies has success in satisfying its customer’s stem from its commitment to a consistent methodology, effective project management techniques, proven automated tools, quality assurance, testing and dedicated professionals. 

We follow rigorous quality management techniques, which along with our mature development processes ensure that a high quality is delivered in every phase of our software development and maintenance cycles. We have predefined processes for software development life cycle, quality assurance and documentation.

Infrastructure

Nanosoft Technologies is currently located at Saidapet, Chennai, India, which operates as a full-fledged offshore development center.

Nanosoft Technologies is having its well developing infrastructure which enables numerous employees for the work progress that is located at Chennai, India which also acts as the head office for its offshore development process.

Nanosoft Technologies state of the art of the offshore development center at Chennai has optimum hardware, software and network infrastructure to carry out its activities and the requisite capability to scale up its infrastructure to satisfy its business and customer needs.

Nanosoft Technologies has its overseas marketing and development office in Alrice Avenue, London (UK).

2. System  configuration
2.1 Hardware Requirements

· System


: Pentium IV 2.4 GHz 

· Hard disk

: 40 GB

· Monitor

: 15 VGA colour

· Mouse


: Logitech.

· Ram


: 256 MB
· Keyboard

: 110 keys enhanced.

2.2 Software Requirements

· Operating system 
: Windows XP Professional

· Front End  

: Microsoft Visual Studio .Net 2005

· Coding Language
: Visual C# .Net

2.3 about the software

Front end used: 


Microsoft Visual Studio. Net used as front end tool. The reason for selecting Visual Studio dot Net as front end tool as follows:

· Visual Studio .Net has flexibility, allowing one or more language to interoperate to provide the solution. This Cross Language Compatibility allows to do project at faster rate.

· Visual Studio. Net has Common Language Runtime, which allows the entire component to converge into one intermediate format and then can interact.

·  Visual Studio. Net has provide excellent security when your application is  executed in the system

· Visual Studio.Net has flexibility, allowing us to configure the working environment to best suit our individual style. We can choose between a single and multiple document interfaces, and we can adjust the size and positioning of the various IDE elements.

· Visual Studio. Net has Intelligence feature that make the coding easy and also dynamic help provides very less coding time.

·  The working environment in Visual Studio.Net is often referred to as Integrated Development Environment because it integrates many different functions such as design, editing, compiling and debugging within a common environment. In most traditional development tools, each of separate program, each with its own interface.

· The Visual Studio.Net language is quite powerful – if we can imagine a programming task and accomplished using Visual Basic .Net.

· After creating a Visual Studio. Net application, if we want to distribute it to others we can freely distribute any application to anyone who uses Microsoft windows. We can distribute our applications on disk, on CDs, across networks, or over an intranet or the internet.

· Toolbars provide quick access to commonly used commands in the programming environment. We click a button on the toolbar once to carry out the action represented by that button. By default, the standard toolbar is displayed when we start Visual Basic. Additional toolbars for editing, form design, and debugging can be toggled on or off from the toolbars command on the view menu.

· Many parts of Visual Studio are context sensitive. Context sensitive means we can get help on these parts directly without having to go through the help menu. For example, to get help on any keyword in the Visual Basic language, place the insertion point on that keyword in the code window and press F1.

· Visual Studio interprets our code as we enter it, catching and highlighting most syntax or spelling errors on the fly. It’s almost like having an expert watching over our shoulder as we enter our code.

C# and it's Features 

 C# is a simple, modern, object oriented language derived from C++ and Java. 
 SIMPLE 
1. Pointers are missing in C#. 
2. Unsafe operations such as direct memory manipulation are not allowed. 
3. In C# there is no usage of "::" or "->" operators. 
4. Since it’s on .NET, it inherits the features of automatic memory management and       garbage collection. 
5. Varying ranges of the primitive types like Integer, Floats etc. 
6. Integer values of 0 and 1 are no longer accepted as Boolean values. Boolean values are pure true or false values in C# so no more errors of "="operator and "=="operator. "==" is used for comparison operation and "=" is used for assignment operation. 


MODERN 
1.C# has been based according to the current trend and is very powerful and simple for building interoperable, scalable, robust applications. 

2. C# includes built in support to turn any component into a web service that can be invoked over the Internet from any application running on any platform. 

OBJECT ORIENTED 
1. C# supports Data Encapsulation, inheritance, polymorphism, interfaces. 
2. (int, float, double) are not objects in java but C# has introduces structures(structs) which enable the primitive types to become objects 

TYPE SAFE 


1. In C# we cannot perform unsafe casts like convert double to a Boolean. 

2. Value types (primitive types) are initialized to zeros and reference types (objects and          classes are initialized to null by the compiler automatically. 


3. Arrays are zero base indexed and are bound checked. 


4. Overflow of types can be checked. 

Windows XP

Windows XP is more simple, reliable and secure to use. Windows XP is a line of operating systems developed by Microsoft for use on personal computers, including home and business desktops, notebook computers, and media centers. The name "XP" stands for eXPerience. Windows 2000 doesn’t use 9X kernel, which is the core of the operating system, it have NT (new technology) kernel. The difference between two is stability. Windows NT and windows 2000 have dramatically increased the stability. Microsoft windows XP Professional is more compatible and more powerful than any other workstation used previously.

Features of Windows XP

· Easy to use

· Easy to manage

· More compatible

· More powerful.

· Efficient management of files and folders.

· Internet and communication support.

· More compatible

Windows XP Professional offers increased compatibility with different types of networks and with a wide array of legacy hardware and software.

For all our computing needs, Windows XP Professional provides: 

· Industrial-strength reliability. 

· The highest level of security. 

· Powerful performance. 

3. SYSTEM STUDY AND ANALYSIS


System study is concerned as the comparative study about the existing system and the proposed system in which the need for development will be analyzed. It involves the study of existing system to understand how they function. From this we come to know what the system has and what it does not. Once we have this knowledge we can identify what the new system should include. After this the new system is discussed and the various requirements are listed and the work moves to the development phase.
3.1 Existing System

The existing system uses single watermarking concept.  The existing system is insertion of a single watermark in the sense that it involves a private key for embedding and a public key for detection. In this concept overwriting is applied only once.
Demerits of the Existing System

· It has low security

3.2 Proposed System

The main property of the proposed method is that it allows the insertion of multiple watermarks by different users. The sample image overwrites more than one time on the original image that it sequentially comes into play one after the other. This characteristic makes the present approach more attractive than previously available solutions. Moreover, the proposed scheme is proved to be secure against the most dangerous attack on watermarking security.

Merits of the Proposed System

· It has high security.

3.3 Feasibility Study

Feasibility study is a system proposal according to its workability, impact on the operation, ability to meet user needs and efficient use of resources. Three key considerations involved in the feasibility analysis are:

· Economic Feasibility

· Behavioral Feasibility

· Technical Feasibility

3.3.1 Economic Feasibility

An economic feasibility considers the investment and operating costs, the time value of money, risk and uncertainty, quality of available data, and the sensitivity of assumptions. The project has been analyzed for its economic feasibility, and it was analyzed that it is affordable and beneficial in case of cost. 

3.3.2 Behavioral Feasibility

Behavioral feasibility is a study that addresses the human issues of a proposed systems development project emphasis on the working environment. This project is designed in such a way that even those other than research candidates could understand the system.

3.3.3 Technical Feasibility

Technical Feasibility emphasis on to the existing system and to what extent it can support the existing system. This project is a technically feasible system. All the resources needed for research work of the project were available in the company. All the components were available and perfect working condition.

4. SYSTEM DESIGN

Design is the first process in the development phase of any engineered system. It may be defined as “The process of applying various techniques and principles for the purpose of defining a device”. It evaluates the system's actual functionality in relation to expected or intended functionality, including all integration aspects.

4.1 Structure Design


The Structural design of a project involves the system flow of a project wherein the system flow contains various phases of the project.


Initially the image that is acquired is taken into the system as the input flow. This input is preprocessed in the next stage of processing. The output of the preprocessed data is taken as the input for the text watermarking process. After text watermarking, the multiple watermarking process is done in which sample image overwrites more than one time on the original image that sequentially comes into play one after the other.  After multiple watermarking the key generation takes place.  An encoder generates a 8 digit key.  A decoder detects and reads the embedded key and finally gets the original image.

4.2 Input Design

The input design is the process of converting the user-oriented description of inputs to a computer based program oriented specifications. This is used for further processing to obtain meaningful information that helps in decision making. The quality of the input determines the format and validation criteria for data entering into the system.
The input to a system can be designed as the information that is to be provided to the system. The quality of the input determines the format for data entering the system.

The input involved in this project is that of an image.  Input design is a part of overall system design which requires very careful attention.  The designer has a number of objectives in input design.  They are:

· To produce a cost effective method of input.

· To achieve the highest possible level of accuracy.

· To ensure that the input is acceptable to and understood by the user.

· To keep the process simple and accurate.
The inputs involved in the project are as follows:

· Pre-Processing

· Resolution Hiding

· Watermarking

· Security Providing

Pre-Processing


In preprocessing the image is taken as input  (Refer APPENDIX II.1) . Size Correction, Color enhancement and the quality of image are improved.

Resolution Hiding


In resolution hiding the text is taken as input (Refer APPENDIX II.5). The text is hidden within another text.

Watermarking


In watermarking the image is taken as input (Refer APPENDIX II.13).  Watermarking is the art of imperceptibly embedding a message into a work. We are going to generate random sample images with the same pixels (Refer APPENDIX II.10) or we can browse and select the image (Refer APPENDIX II.13).    The sample image overwrites more than one time on the original image that sequentially comes into play one after the other.  Then we get a collapsed image.

Security Providing


In security providing the 8-digit key is taken as input (Refer APPENDIX II.20).  An encoder generates a 8-digit key.  The embedded key is stored in the temporary file.  A decoder detects and reads the embedded key.  If this key is true it will rebuild the original image (Refer APPENDIX II.27). If this key is false then we will get invalid message (Refer APPENDIX II.26). 

4.3 Output Design

Computer output is the most important and direct source of information. Output design is a process that involves designing the necessary outputs that have to be given to various users according to their requirements. The data produced as output should be accurate and more reliable and the output must furnish the relevant data. Without the reliable output  the user may feel that the entire system is unnecessary and will avoid using it.

This project concerns with the outputs at each stage which would be fed into the successor modules as their inputs.

The outputs involved in the project are as follows:

· Pre-Processing

· Resolution Hiding

· Watermarking

· Security Providing

Pre-Processing

The preprocessing method involves various functions like color enhancement, size correction, improve the quality of image (Refer APPENDIX II.3).

Resolution Hiding


The output of the preprocessed image is taken as the input to text watermarking process.  The text watermarking process involves hiding a text within a text (Refer APPENDIX II.8).

Watermarking

The output of text watermarking is taken as the input for the multiple watermarking processes.  The sample image overwrites more than one time on the original image.  Finally we get a collapsed image (Refer APPENDIX II.18).

Security Providing



The output of multiple watermarking is taken as the input for security providing.

An encoder generates a 8 digit key.  The decoder detects and reads the embedded key.

If the key is true it will rebuild the original image (Refer APPENDIX II.27).

If the key is false, then we will get invalid message (Refer APPENDIX II.26).

5. SYSTEM DEVELOPMENT

System development is a series of operations performed to manipulate data to produce output from a computer system. The principle activities performed during the development phase can be divided into a major related sequence. They are

· Internal

· External

The major internal system development activities done for the system are computer program development and performance testing.

The major external system development activities done are planning and implementation.

5.1 Modules and Module Description

The project consists of mainly 5 modules namely,

·  Preprocessing

· Resolution Hiding

· Watermarking

· Security Providing

5.1 Module Description

5.1.1 Preprocessing

The image is taken as input. Then Color Enhancement, Improve the image quality, Size corrections are done (Refer APPENDIX II.3).
5.1.2 Resolution Hiding

Reduce the resolution or hide the text within another text using sample images. (Refer APPENDIX II.8).
5.1.3 Watermarking

Implementing multiple watermarking concepts to provide security for the original image.  For that we are going to generate random sample images with the same pixels (Refer APPENDIX II.10) or we can browse and select the image (Refer APPENDIX II.13).
Using these images we can overwrite on the original image and then we get a collapsed image (Refer APPENDIX II.18). This characteristic makes the present approach more attractive than previously available solutions.
5.1.4 Security Providing

Multiple watermarking processes will generate random keys for each and every image.  By using RC4 algorithm an encryption and decryption are done.

RC4 is a stream cipher symmetric key algorithm. It was developed in 1987 by Ronald Rivest and kept as a trade secret by RSA Data Security. RC4 uses a variable length key from 1 to 256 bytes to initialize a 256-byte state table. The state table is used for subsequent generation of pseudo-random bytes and then to generate a pseudo-random stream, which is XOR-ed with the plaintext to give the cipher text. Each element in the state table is swapped at least once.

The RC4 key is often limited to 40 bits, because of export restrictions but it is sometimes used as a 128-bit key. It has the capability of using keys between 1 and 2048 bits. RC4 is used in many commercial software packages such as Lotus Notes and Oracle Secure SQL. It is also part of the Cellular Specification.

Algorithm description

The RC4 algorithm works in two phases:

1.
Key setup 

2.
Ciphering. 

Key setup

Key setup is the first and most difficult phase of this algorithm. During a N-bit key setup (N being your key length), the encryption key is used to generate an encrypting variable using two arrays, state and key, and N-number of mixing operations. These mixing operations consist of swapping bytes, modulo operations and other formulae.

Ciphering phase

Once the encrypting variable is produced from the key setup, it enters the ciphering phase, where it is XOR-ed with the plain text message to create an encrypted message. XOR is the logical operation of comparing two binary bits. If the bits are different, the result is 1. If the bits are the same, the result is 0. Once the receiver gets the encrypted message he decrypts it by XORing the encrypted message with the same encrypting variable.

6. TESTING AND IMPLEMENTATION

6.1 Testing

Testing plays vital role in the success of the system. System testing makes a logical assumption that if all the parts of the system are correct, the goal will be successfully achieved. Once program code has been developed, testing begins.

Types of Testing Performed in this Project are
· Unit Testing

· Integration Testing

· Validation Testing

· Comparison Testing

· Security Testing

6.1.1 Unit testing


Unit test ensures that each unique path of the project performs accurately to the documented specifications and contains clearly defined inputs and expected results. These tests are carried out during the programming stage itself.

In our system each and every phase is considered separately and when unrelated data is given as input an error message is being produced by the system, reporting the status of the error. If the input is not an image then it will display an error message.

6.1.2 Integration Testing

Integration testing is a systematic technique for constructing the program structure while at the same time conducting test to uncover errors associated with interfacing. All the modules were integrated after the completion of unit test. The objective is to take unit testing module and build program structure that has been dictated by design.

In this project all modules are integrated and the values are being passed from one module to another without any errors generated. After preprocessing the image if the user skips phase and moves onto the next phase then it will result in error. 

6.1.3 Validation Testing


Validation testing is performed in a approach to verify whether the product functions in a reasonably expected manner by the researchers. After the integration of the modules, the validation test is carried out over by the system.


 In this project checking validates each and every phase of the work. Key length is checked.  It was found that all the modules work well together and meet the overall system function and performance

6.1.4 Comparison Testing

It compares the product strengths and weaknesses with previous versions or similar products.  In previous version single watermarking concept is used.  In this project multiple watermarking concept is done and tested.

6.1.5 Security Testing

Security testing - Can system be penetrated by any hacking way. Testing how well the system protects against unauthorized internal or external access. 


 This project is proved to be secure against the most dangerous attack against watermarking security. This has been extensively tested and its security under projection attack has also been proven even though the envisaged applications refers to a collaborative environment, in which malicious attacks are not a critical aspect.

6.2 System Implementation

Implementation is a process of bringing a developed system into operation and turning it over to the user. Implementation activities extend from the number of plans. The beginning of the phase is to create the schedule and manage the different activities that must be integrated into plan.

In implementation phase, the images have been implemented. Multiple watermarking concepts are implemented. This involves a private key for embedding and a public key for detection. Earlier single watermarking was done but now multiple watermarking concepts were implemented.

7. CONCLUSION


The project “DIGITAL IMAGE TRACING BY SEQUENTIAL MULTIPLE WATERMARKING” is tested thoroughly with extensive set of data and found to work correctly.  Security measures are maintained to ensure that it is well protected from manipulating the documents.

The project is designed in such a way that it could be enhanced in future with ease and convenience.  The main advantage of this system is it allows inserting and reliably detecting multiple watermarks sequentially embedded into a digital image, as it is required by challenging Digital Right Management applications such as confidential data tracing and shared property handling. Almost all the drawbacks of the existing system have been overcome in this proposed system. The proposed method involves a private key for embedding and a public key for detection. Its robustness against standard image degradation operations (e.g., AWGN addition, JPEG compression, resizing, etc.) has been extensively tested and its security under projection attack has also been proven even though the envisaged applications refers to a collaborative environment, in which malicious attacks are not a critical aspect.

  
Finally to conclude, the software is completed successfully to cater the needs of all type of Users and the Management.

8. SCOPE FOR FUTHER DEVELOPMENT

Enhancement of the system in future is a must for any organization.  This project is developed to incorporate all the current requirements.  The system can be enhanced in such a way that it can include advanced techniques that are introduced in future.

The further development of the project may include the design of a non-collaborative version of the proposed method addressing non-trivial related problems such as the collusion attack and a security evaluation from an information-theoretic point of view.






BIBLIOGRAPHY
· C.-S. Lu and H.-Y. Liao, “Multipurpose watermarking for image authentication and protection,” IEEE Trans. Image Process., vol. 10, pp. 1579–1592, Oct. 2001.

· Z.-M. Lu, D.-G. Xu, and S.-H. Sun, “Multipurpose image watermarking algorithm based on multistage vector quantization,” IEEE Trans. Image Process., vol. 14, no. 6, pp. 822–831, Jun. 2005.

· G. Boato, F. G. B. De Natale, and C. Fontanari, “An improved asymmetric watermarking scheme suitable for copy protection,” IEEE Trans. Signal Process., vol. 54, pp. 2833–2834, Jul. 2006.

· P. H. W. Wong, A. Chang, and O. C. Au, “A sequential multiple watermarks embedding technique,” in Proc. IEEE Int. Conf. Acoustics, Speech, and Signal Processing 2004, May 2004, vol. 3, pp. 393–396.

· Piva, M. Barni, F. Bartolini, and A. De Rosa, “Data hiding technologies for digital radiography,” IEE Proc. Vision, Image, and Signal Processing, vol. 152, pp. 604–610, Oct. 2005.

WEBSITES

· http://www.vocal.com/RC4.pdf

· http://www.disi.unitn.it/~mg/downloads/publications/3.pdf

· http://www.csharpfriends.com/Articles/getArticle.aspx?articleID=37

I. SYSTEM FLOW DIAGRAM



APPENDIX

II.SCREEN LAYOUTS

[image: image1.png]"'’ '/

4 - % % s i)Y





II.1 Main Form
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II.2 Choosing an image
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II.3 The image will show on picture box. It’s our original image 
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II.4 Watermarking Texture
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II.5 Texture Font set

[image: image6.png](3] B3 RS

eS|

P@DEEeD

— &)

WaterMark Test WaterMark Posiion Apply WateiMak

T [WELCOME | Opeciy  [100% < & Top Preview
SetFont € Bottom Save As

WELCOME

1007 (8674375




II.6 Text with Opacity 100%
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II.7 Text hiding
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II.8 Hide with the opacity of 10%
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II.9 Sample Image Generation
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II.10 Automatic Image generation
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II.11 Automatic Image generation
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II.12 Upend to the original image while the time of click event
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II.13 Sample Image
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II.14 Browse and selecting image
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II.15 Watermarked image

[image: image16.png]WaterMarking
Fie Output WaterMarking View Image Options Window Felp

(UHBE@vbEALAH+ R E@DEEHCD

o0t | nese 1| Tneoe - Image 3|

] Wy Piotwes

My Recent
Documents

eskiop scardsy spacet stremnaya_road_t

My Docurents

My Network  File name: uniiled
Places

Filesof type:

= B

5671375




II.16 Sample Image
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II.17 Sample Image
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II.18 Watermarked Image
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II 19 Key generation
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II 20 Given Key Should be 8 Digit
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II.21 Encryption Completed
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II.22 After Encrypted It should be save to local Dir for upload or Get our output 
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II.23 Open the Collapsed Image
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II.24 File Selection
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II.25 Key verification
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II.26 If our given input key is wrong means it will give one error report to user
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II.27 If our input is correct means it will show our original image
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