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Pig butchering scam: New cyber fraud
to target youth, students, housewives

MUKESH RANJAN @New el

THE Centre has issued an alert
against a new cyber fraud mod;
ule called ‘pig butchering scam
which has been targeting un-
employed youth, students and
those desperate for money, often
forcing them into cyber slavery,
officials said on Wednesday:
This module was also flagged
in the latest annual report pub-
lished by the Union Ministry of

- Home Affairs (MHA) last

month, they said, adding, un-
scrupulous entities are using
Google services platforms to
initiate these crimes.

“According to reports from
the cyber intelligence wing, a
new online fraud module
known as ‘Pig Butchering
Scam’ or ‘Investment Scam’ has
been noticed doing rounds in
the cyber space, which target
unemployed youths, house-
wives, students and needy peo-
ple, who are made to either Joge
large sums of money daily or
enticed to do cyber slavery” 5
senior official said.

He further said Google adyey-

" tisement platform provides g

convenient facility for posting
targeted advertisement from
across the border.

As per officials, the ‘Pig
Butchering Scam’ is a global
phenomenon that involves
large-scale money laundering
and even cyber slavery

According to sources, it is be-
lieved the fraud first originated
in China back in 2016. Miscre-
ants target gullible individuals
with whom they first builg
trust over time and then con-
vince them to invest in crypto-
currencies or some other lucra-
tive scheme, stealing themoney
collected. Officials said, the
analogy to pig butchering is de-
rived from the fattening of
swine before their slaughter.

In this mode of cyber fraud,
cybercriminals, after acquiring

TOFATTEN BEFORE SLAUGHTER

@ Be[ievep to have originated in China in 2016,
the Seam involves building trust Wwith victim
over time before tonvincing them to ‘jnvest’
® Cyber Slavery: Victims are often

enticed of coered into becoming a partner
or ide in crime

@ Cybercriminals create hyperlinks on
big tech and social media platforms like
Google, Facebaok, others

@ |4Cunder MHA has tied up with Google,
others to share threat intelligence for
urgent action periodically

the trust of victim individuals,
also bring them on board and
engages them in different kinds
of online crime as slaves,
Officials saiq once the trend
¢ame to light, the Indian Cyber
Crime Coordination Centre
(14C) under the MHA has part-
ered with Google to share the
threat intelligence for urgent
action periodically to effective-
ly deal with the menace.
Besides Google, cybercrimi.-

- nals are also using sponsoreq

Facebook links to launch iJje.
gal lending applications in Jp.
dia, officials said, adding that
such links are being proactive.
ly identified and flagged for
necessary action.
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