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SYNOPSIS

 The main idea behind “Biometric Authentication Using Iris” is to capture, store and authenticate the user using his iris. Compared to other biometric authentication methods, iris is most accurate and reliable one.

Security system plays a very important role in public or private institutions, which is used for visitor identification especially for building access control, suspect identification by the police, driver’s license and many other fields. Recently biometric systems are used to overcome the security problems.


First, the users' eye is captured and then preprocessed to remove the unneeded noises (like eyelids, eyelashes etc) from the image. Then the features are extracted and stored in the database. Whenever the user logs into the system, his/her eye is captured and compared with stored iris features in the database. 

This project mainly consists of two-phase, enrollment phase and identification phase. The enrollment phase is used to build the database and identification phase is used to provide access. When compared to other biometric verification the error rate produced by iris verification is low, so the result produced by the system will be highly reliable.
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1. INTRODUCTION

This section describes about the problem definition, overview of the project and the organization for which the project is developed and used.

1.1 Problem Definition


  
At present the authentication process is done through user name and password. By using this system, more problems were faced some of them are: Inability of the user to maintain his/her the ID and password secret. This is not fully reliable when it used for financial transactions remotely, such as fund transfers and bill payments through an Internet banking channel. It is more complex to reset the password periodically and to lock the system after certain number of failed entry attempts.
1.2 Project Overview


The project titled “Biometric Authentication Using Iris” is developed using C# and SQL Server 2005 as back end. This project deals with recognizing the user using his iris. This recognition method uses the iris of the eye which is the colored ring that surrounds the pupil which is unique. 


In this project, each user should be registered one. The Administrator carries out the Registration process. During Registration a sample of the eye image is captured; iris features are extracted, and stored for later comparison. The iris features are extracted using Sobel Edge Detection Algorithm.


During Verification mode, comparison takes place between the features extracted from the input image and the template stored into database.
1.3 Organization Profile

Teknoturf was founded in the year 1997. Teknoturf’s commitment has made it into a highly reputed organization in the software training and consulting space. Teknoturf is being recognized as IBM's Best Business Partner (Education) many times during the last decade.
Technical excellence, commitment, ethics and value for people are the pillars on which the organization is built. These are embedded values in all that is done at Teknoturf. This forms the basis of the very strong bond that exists between Teknoturf and its various stakeholders. Teknoturf\'s deep engagement with IBM and TCS, two of the world’s best known companies for business excellence, has helped it nourish its value system.

Teknoturf’s training solutions include Technology & Product Training, Training for Entry Level Associates, Curriculum Design, Content Development, Career Education and providing Training Infrastructure. Teknoturf\'s commitment to IBM technologies has helped it win multiple IBM BP awards during the last 10 years.

With training facilities at Coimbatore and Bangalore, and trainers who deliver training at customer premises, Teknoturf trains an average of around 750 people on any given day. Teknoturf also works closely with select colleges and universities and assists them in making their students ready for the IT industry.

On the consulting front, Teknoturf primarily focuses on IBM technologies and works with IBM and GBM in providing solutions to customers in India and the UAE.

Teknoturf's instructors and consultants are rated very highly by its customers and offer unmatched value by providing innovative solutions that best fit the customers’ needs. Their passion, commitment to excellence and belongingness are the moving spirit behind Teknoturf’s successful climb to the top of the corporate IT training industry.

2. SYSTEM CONFIGURATION

This section describes the hardware and software specifications needed for both development and implementation phases of this project.

2.1 Hardware Specification

Processor

: Intel Pentium IV

Speed


: 1.60 GHz.

RAM


: 256 MB

Hard Disk Drive
: 80 GB

Floppy Drive

: 1.44 MB

Monitor

: Lenovo  

Keyboard

: Lenovo 

Mouse


: Lenovo

2.2 Software Specification

Operating System
: Windows XP

Front End

: Visual Studio .Net

Language

: C#

Back End

: SQL Server 2005

2.3 About the Software

Windows XP

Windows XP is more simple, reliable and secure to use. Windows XP is a line of operating systems developed by Microsoft for use on personal computers, including home and business desktops, notebook computers, and media centers. The name "XP" stands for experience. Windows 2000 doesn’t use 9X kernel, which is the core of the operating system, it have NT (new technology) kernel. The difference between two is stability. Windows NT and windows 2000 have dramatically increased the stability. Microsoft windows XP Professional is more compatible and more powerful than any other workstation used previously.

Features of Windows XP

· Easy to use

· Easy to manage

· More compatible

· More powerful.

· Efficient management of files and folders.

· Internet and communication support.

· More compatible

Windows XP Professional offers increased compatibility with different types of networks and with a wide array of legacy hardware and software.

For all our computing needs, Windows XP Professional provides: 

· Industrial-strength reliability. 

· The highest level of security. 

· Powerful performance. 

.NET Framework

The Microsoft .NET Framework is a software framework that is available with several Microsoft Windows operating system.It includes a large library of pre-coded solutions to common programming problems and a virtual machine that manages the execution of programs written specifically for the frame work. The .NET Framework is a key offering and is intended to be used by most new applications created for the Windows platform. The pre-coded solutions that form the framework's Base Class Library cover a large range of programming needs in a number of areas, including user interface, data access, database connectivity,cryptography,web applications development, numeric algorithms, and network communication. 

C# 

            C# is an elegant and type-safe object-oriented language that enables developers to build a wide range of secure and robust applications that run on the .NET Framework. We can use C# to create traditional windows client applications, XML Web services, distributed components, client-server applications, database applications, and much more. Microsoft Visual C# 2005 provides an advanced code editor, convenient user interface designers, integrated debugger, and many other tools to facilitate rapid application development based on version 2.0 of the C# language and the .NET Framework.

Features of C#

· C# has been based according to the current trend and is very powerful and simple for building inter operable, scalable, robust applications. 

·  C# includes built in support to turn any component into a web service that can be invoked over the Internet from any application running on any platform. 

· C# is a simple, modern, object oriented language derived from C++ and Java.

· . It aims to combine the high productivity of Visual Basic and the raw power of C++.

· C# includes native support for the COM and windows based applications.

· Updating software components is an error prone task. Revisions made to the code can affect the existing program C# support versioning in the language. Native support for interfaces and method overriding enable complex frame works to be developed and evolved over time. 

ADO. Net

     ADO.NET is a set of computer software components that can be used by programmers to access data and data services. It is a part of the base class library that is included with the Microsoft .NET Framework. It is commonly used by programmers to access and modify data stored in relational database systems, though it can also be used to access data in non-relational sources. ADO.NET is sometimes considered an evolution of ActiveX Data Objects (ADO) technology, but was changed so extensively that it can be considered an entirely new product.

Microsoft SQL Server 2005:

       SQL is an interactive query language that gives ad hoc access to store data. Using SQL interactively, a user can get answers even to complex questions in minutes or seconds. SQL server is relatively easy to manage the use of graphical computing environment for almost every task of system and database administration. Another important property of SQL is its nonprocedural. 

Features of SQL Server 2005

·  Security is provided by means of data stored in a database .It is protected against any kind of unauthorized users or against a misuse.

· Large memory support that allows it to scale to the performance levels required by the largest websites.

· It also has the scalability, availability and security features required to operate as the data storage components of the largest web sites.

· Tables and columns in a SQL database can have long, descriptive names. As a result, most SQL statements” say what they mean “and can be read as clear, natural sentences.

· SQL-based applications that begin on single-user or departmental server can be moved to larger server systems as they grow.

3. SYSTEM STUDY AND ANALYSIS


System study is concerned as the comparative study about the existing system and the proposed system, in which the need for development will be analyzed. It involves the study of existing system to understand how they function. From this we come to know what the system has and what it does not. Once we have this knowledge we can identify what the new system should include. After this the new system is discussed and the various requirements are listed and the work moves to the development phase.

3.1 Existing System

 
In the existing system the user wants to enter his/her password for authentication. It is not secured. It is very difficult to remember the pin numbers and passwords. The passwords/pin numbers can be easily be stolen or guessed by the hackers.

Drawbacks of Existing System:

· The user should remember password.

· It is more time consuming.

· As we store large amount of data memory usage will be more.

· To log into the system more manpower is required.

· Hackers can log into the system without the user's knowledge.

· Since the above verifications are done manually, it consumes time and it's prone to error.

3.2 Proposed System

Computerizing “Biometric Authentication Using Iris” is said to be more effective practically. The proposed system is intended to capture, store and authenticate the user using his iris. Iris Recognition allows hands-free operation in application. The iris is stable for each individual through   out   his or her life and do not change with the age.

Strengths of Iris Recognition:

· High speed, and more accurate.

· It provides more security.

· It eliminates the need for remembering the passwords.

· Thief can be easily found out.

· It is more user-friendly.

· It is more reliable.

· Duplications can be avoided.

· It saves time.

3.3 Feasibility Study

Feasibility study is a system proposal according to its workability, impact on the operation, ability to meet user needs and efficient use of resources. Three key considerations involved in the feasibility analysis are:

· Economic Feasibility

· Behavioral Feasibility

· Technical Feasibility

3.3.1 Economic Feasibility

An economic feasibility considers the investment and operating costs, the time, value of money, risk and uncertainty, quality of available data, and the sensitivity of assumptions. The project has been analyzed for its economic feasibility, and it was analyzed that it is affordable and beneficial in case of cost. 

3.3.2 Behavioral Feasibility

Behavioral feasibility is a study that addresses the human issues of a proposed systems development project emphasis on the working environment. This project is designed in such a way that even the unknown other than research people could understand the system.

3.3.3 Technical Feasibility

Technical Feasibility emphasis on to the existing system and to what extent it can support the existing system. This project is a technically feasible system. All the resources needed for research work of the project were available in the company. All the components were available and were working perfectly.

4. SYSTEM DESIGN

Design is the first process in the development phase of any engineered system. It may be defined as “The process of applying various techniques and principles for the purpose of defining a device”. It evaluates the system's actual functionality in relation to expected or intended functionality, including all integration aspects.

4.1 Structure Design

          Structured design is flow-based methodology. It partitions a program into hierarchy of modules.  This system can be structurally represented with the help of system flow diagram in which the document flow from each user is explained in a more understandable way.



Initially an eye image is acquired, which is taken into the system as the input flow. This input is preprocessed in the next stage of preprocessing; the output of the preprocessed data is taken as the input for the feature extraction process. The extracted features are stored into database these processes are carried out by the administrator. When a user logs into a system again his eye is captured and features are extracted, and compared with database. Finally the status of the user will be informed.

4.2 Input Design

Input design is the process of converting user-oriented inputs to a computer-based format. Inaccurate input data are the most common cause of errors in data processing. Errors entered by data entry operators can be controlled by the input design. The goal of designing input data is to make data entry as easy, logical and free from errors as possible. While entering the data the operators must be aware of the following.

· The allocated space for each field.

· Field sequence must match that in the source document.

· The format by which data fields are to be entered.

Considering these requirements the data entry forms are designed in such a way that the data entry is allowed only in the logical order. An incorrect data entry prompts the dialog boxes in the system for the awareness of the operator.

The input is entered using the forms. The following input pages are:

· User Registration Form:


This form is used by the administrator to register the new user with their personal details and an eye image. 

· Load Image

The main input given to the system is an eye image. The image of the eye can be captured using a standard camera using both visible and infrared light. The camera can be positioned between three and a half inches and one meter to capture the image. The user needs to adjust the camera to get the eye in focus and needs to be within six to twelve inches of the camera. 

4.3 Output Design

It is the process that designs necessary outputs that have to be given to various users according to their requirement. Computer output is the most important and direct source of information to the user. Success and acceptance of a system to some extent depends on good presentation.

The data produced as output should be accurate and more reliable and the output must furnish the relevant data. Without the reliable output, the user may feel that the entire system is unnecessary and avoid using it.

The outputs involved in the project are as follows:

· Pre-Processing

· Feature Extraction

· Verification

Pre-Processing


In preprocessing method the RGB image is converted into gray scale image and the image is resized, and noise removals are pursued.

Feature extraction


This menu is used to extract the iris features from the preprocessed image. For extracting the features sobel edge detection algorithm was used. The detected features will be shown in black color while other parts are changed into white color.

Verification

The output of feature extraction is taken as input for verification phase. In verification phase, the newly captured image is compared with stored patterns and the authentication is provided.

4.4 Database Design
A Database is a collection of related objects, including tables, forms, queries and reports, created and organized by database management system.  The heart of the database is the information it holds. Database is a collection of inter-related data and a set of programs to access the data. To design an efficient database, all the tables in the database should be normalized. 

For maintaining the data and to help the manipulation of data a database is designed.  This database consists of many tables.  Each of these tables is so designed the fields are so selected that they cope up with the requirements. The tables have given special preferences; the fields and their type have been selected in such a way that they would provide flexibility to the system even at very high load.

Tables

Each data item can be represented in the form of a table in the database. A table is a set of rows and columns. Attributes of an entity can be represented as column headings and actual data about entity in rows. Each item in the table can be identified by a primary key. The tables can be related to each other using foreign keys
5. SYSTEM DEVELOPMENT

System development is a series of operations performed to manipulate data to produce output from a computer system. The principle activities performed during the development phase can be divided into a major related sequence. They are

· Internal

· External

The major internal system development activities done for the system are computer program development and performance testing.

The major external system development activities done are planning and implementation.

5.1 Modules and Module Description

The project consists of mainly 3 modules namely,

· Image Preprocessing

· Feature Extraction

· Verification

5.1.1 Image Pre-Processing

Pre-processing is a common name for operations with images at the lowest level of abstraction. The aim of pre-processing is an improvement of the image data that suppresses unwanted distortions or enhances some image features important for further processing.

This module involves choosing the image, saving it into the memory and the preprocessing such as, gray scale conversion, resizing of an image are done.

5.1.2 Feature Extraction

 
In image processing, feature extraction is a special form of dimensionality                                                                                                                                                                                                              reduction. To classify an object in an image, we must first extract some features out of the image. The feature needed in our project is iris pattern. 

When the input data to an algorithm is too large to be processed and it is suspected to be notoriously redundant (much data, but not much information) then the input data will be transformed into a reduced representation set of features (also named features vector). The decomposition is done for the preprocessed image. Decomposition is a method of splitting up the image for further enhancement.The image that are  split into sub images offers reduction of the memory requirements and feasibility of suitable implementation of the most time consuming part of any  techniques that is to be followed. The preprocessed image is taken as the input and then processed further for the decomposition. The feature extraction is done with the Sobel Edge detection.

Sobel Edge Detection Algorithm:


 Edges in an image are areas with strong intensity contrasts. Edge detecting an image significantly reduces the amount of data and filters out useless information, while preserving the important structural properties in an image. There are two ways to perform edge detection. They are, Gradient and Laplacian: The Gradient method detects the edges by looking for the maximum and minimum in the first derivative of the image. The Laplacian method searches for zero crossings in the second derivative of the image to find edges. Here we had chosen Gradient way of edge detection. 

 The Sobel operator performs a 2-D spatial gradient measurement on an image. Typically it is used to find the approximate absolute gradient magnitude at each point in an input grayscale image. The Sobel edge detector uses a pair of 3x3 convolution masks, one estimating the gradient in the x-direction (columns) and the other estimating the gradient in the y-direction (rows). A convolution mask is usually much smaller than the actual image. As a result, the mask is slid over the image, manipulating a square of pixels at a time. The actual Sobel masks are shown below: 
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The magnitude of the gradient is then calculated using the formula: 
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An approximate magnitude can be calculated using: 

|G| = |Gx| + |Gy| 

5.1.3 Verification


In verification module, the newly enrolled image will be compared with the stored iris patterns in database. To perform this task, the user eye is captured, the iris features are extracted, and the features are converted into bytes. Then the user should give his/her unique user id for comparing with database.

Then the corresponding images will be retrieved from the database and the iris code will be generated .The comparison is performed between these two iris code and the result is produced.

6. TESTING AND IMPLEMENTATION

6.1 TESTING

Software testing is a critical element of software quality assurance and represents the ultimate process to ensure the correctness of the product. The quality product always enhances the customer confidence in using the product thereby increases the business economics. In other words, a good quality product means zero defects, which is derived from a better quality process in testing. 

Testing plays vital role in the success of the system. System testing makes a logical assumption that if all the parts of the system are correct, the goal will be successfully achieved. Once program code has been developed, testing begins.

Types of Testing Performed in this Project are

· Unit Testing

· Integration Testing

· Validation Testing

6.1.1 Unit testing
    Unit testing first focuses on the modules, independent of one another to locate errors. This enables to detect errors in coding and logic are contain with the module alone.

   Unit testing is normally considered as an adjacent to the coding step.  After source level code has been developed, reviewed and verified for correct syntax, unit test design begins. A review of design information provides guidance for establishing test cases that are likely to uncover errors in each of the categories issued above

In “Biometric Authentication Using Iris”, unit testing is done to uncover the errors as follows. The module interfaces are tested to ensure that information properly flows in and out of the program unit. Data structure testing is used to ensure that data stored temporarily maintain integrity. Boundary conditions are tested to ensure that the module operates properly at all boundaries.

In our system each and every phase is considered separately and when unrelated data is given as input an error message is being produced by the system, reporting the status of the error. If the input to the image acquisition phase is not an image then it will display an error message.

6.1.2 Integration Testing



In integration testing groups of program modules are tested together to determine if they interface properly. Functional testing techniques are mainly used in the integration testing. During integration, we choose portions of the structure tree of the software to put together.

In our project, the modules were tested individually for the performance criteria and they were integrated to form the whole module. Each module was tested separately and then tested. The compatibility and data conversation among each module were found to the expected level and nature.

In this project all modules are integrated and the values are being passed from one module to another without any errors generated. After preprocessing the image if the user skips the feature extraction phase and moves onto the verification phase then it will result in error. 
6.1.3 Validation Testing


Validation testing is performed in an approach to verify whether the product functions in a reasonably expected manner by the researchers. After the integration of the modules, the validation test is carried out over by the system.


 In this project each and every phase of the work is validated   by checking whether the project is being designed in such a way that it performs error free in every phase. It was found that all the modules work well together and meet the overall system function and performance

6.2 System Implementation

                 Implementation is the process of converting a new or a revised system design into an operational one. This is the final and important phase in the system life cycle. This phase is considered to be the most crucial stage in the development of the successful system. 

                    The primary objective implementation is to write source code and internal documentation, so that the conformance of the code to its specification can easily be verified. The implementation phase involves the following major tasks:

· Careful planning.

· Investigation of the system and constraints.

· Design of the methods to achieve the change over.

· Evaluation of change over method.

In implementation phase, the various studies on iris images have been made; the preprocessed image is decomposed and then verified with the stored iris patterns.

7. CONCLUSION


The software “Biometric Authentication Using Iris” has been developed to satisfy all proposed requirements .The entire system enhances more accuracy and reduces lot of manual work. The package is highly scalable, visible and user friendly. The developed system is tested to all criteria.


This project has almost met all the requirements in the company. The system is developed in such a way that it is free from errors, since the software has enough validation checks. The system is flexible and changes can be made without much difficulty.


The project has been tested with sample data that would cover all possible data options. Its performance has been good. The necessary documents have been prepared and system is ready for implementation 

8. SCOPE FOR FUTHER DEVELOPMENT

· Capturing the eye image directly using the iris sensor can be implemented, which would provide more accurate result.

· Instead of one - one matching (verification), pattern matching techniques can be implemented.

· The verification can be applied to the color image instead of gray scale image.

· The system can be enhanced by recognizing the face of the user.

· Applying more types of extraction results to the verification process, the most desired type of extraction can be chosen based on the application
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Figure—1 SYSTEM FLOW DIAGRAM
II. Data Flow Diagram

[image: image23.png]Form1

Verification Form

Enrolled Image Edge Detected Image

Vou Are Not A Vald Persan

Enter the User id 101

Enroll identify Compare Exit








Figure—2 LEVEL -0 DFD DIAGRAM
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III. TABLE DESIGN

Table name: User

Primary key: Uid

Description: User Details

User Registration Table

	FIELD NAME
	FIELD TYPE
	DESCRIPTION

	Uid
	Varchar
	Gives the user id.

	Name
	Varchar
	Gives the user name.

	Phone
	Int
	Gives the phone number of the user.

	Gender
	Varchar
	Gives the sex of the user

	City
	Varchar
	Gives the city of the user.

	Eyeimage1
	Image
	Gives the user eye image

	Eyeimage2
	Image
	Gives the user eye image in different angle.

	Eyeimage3
	Image
	Gives the user eye image in different angle.

	Photo
	Image
	Gives the user’s face image


IV. Screen Layouts

1. Main Window
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2. Login Form
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3. User Registration Form
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4. Loading an image
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5. Choosing an image
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6. Choosing eye image with different angle
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7. Preprocessed (RGB 2 Gray)Image
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8. Preprocessed (Resized) Image

[image: image11.png]Fie [Process

[ e oo User Registration Form
Tid T110 Eye image 1
Tname Vi
Phone 2344557
Gender Female
City Che

Face image

(oo ] [ ] [ o= ]





9. Choosing feature extraction menu
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10. Features extracted in an image
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11. Storing features into database
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12. Main Window
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Choosing user details option

13. User Detail Form
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14. Retrieving details from database
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15. Main Window
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Choosing Verification option

16. Enrolling an image
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17. Features extracted in an enrolled image
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18. Comparing with database

[image: image21.png]Form1

Verification Form

Enrolled Image Edge Detected Image

X)

Images are Reterived from Database:

Enter the User id utio

Enroll Identify Compare





19. Providing access to the system


20. Denying the access
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