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Abstract

Mobile ad hoc networks (MANETS) consist of a collection of
wireless mobile nodes, which dynamically exchange data among
themselves without the reliance of a fixed base station. It have
potential use in a wide variety of disparate situations such as
responses to hurricane, tsunami, earthquake, emergency relief,
terrorism and military operations. Inthiswork, investigations on
the behavior of IPSec-LANMAR routing protocol with propagation
models that take into account two main characteristics of the
wireless channel - path loss and shadowing is presented.
The choice of radio propagation models with IPSec-LANMAR
also has a strong impact on the performance of a protocol
because the propagation model determines the number of
lodes within one collision domain, an important input for
contention and interference. This, in turn, has a direct effect
on a node’s ability to transmit a packet to another node and
it provide security services for both routing information and
data message at network layer. The simulation result shows
that Free space propagation model with IPSec-LANMAR routing
protocol outperforms compared to Two ray propagation model
and Shadowing model in emergency area environment and
the experiments are carried out using the simulator Qualnet
version 5 also the performance of propagation models with
IPSec-LANMAR for MANETSs is compared based on different
parameter metrics.
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I. Introduction
Mobile Ad-hoc Network (MANET) holds the promise of an
lytime, anywhere connection to information in areas that have
.tie or no infrastructure. Rescuers, soldiers inthe battlefield, or
even ordinary folk on afishingtrip could access the information
they need by connecting to other wireless units forming a
network. Networks could be set up quickly in industrial areas or
historical buildings where itwould be very difficult or impossible
to put together a wired infrastructure. MANETs are extremely
vulnerable to various attacks. Itis observed that MANETs show
vulnerabilities across all network protocol layers, especially the
routing protocol at network layer. The proposed method has a
strong impact on the performance of a protocol and it provide
security services for both routing information and data message
at network layer emergency area environment [1, 2].
The paper is organized in such a way that Section 2 discusses
overview of routing protocol and IPSec in MANETSs for network
layer security. Section lll explains overview of Propagation Model,
Section4 contains description of Emergency Area Scenarios
and the Simulation model. Sections contains the conclusion
of the paper.

Il. Overview of Routing Protocol and IPSec in MANETs
for Network Layer Security

This section briefly describes differenttypes of routing protocols
and IPSec in MANETSs for network layer security.

A. Routing Protocois

The fundamental idea of a routing protocol is to deliver
the messages from source to destination with enhanced
performance in terms of delay and security. Routing protocols
may be generally categorized as,

(I) Table driven Protocol and

() Source initiated demand driven Protocol

1. Tabie Driven Protocois

Table driven protocols maintain consistent and up to date
routing information about each node in the network. These
protocols require each node to store their routing information
and when there is a change in network topology updating has
to be made throughout the network. Some of the existing table
driven protocols are,

= Landmark Ad-Hoc Routing(LANMAR)

Fisheye State Routing protocol (FSR)

Optimized Link State Routing protocol (OLSR)
Destination sequenced Distance vector routing (DSDV)

2. Source Initiated Demand Driven Protocols

In demand driven routing protocols, routes are created as and
when required. When a source wants to send to a destination,
it invokes the route discovery mechanisms to find the path to
the destinations. The route remains valid till the destination is
reachable or until the route is no longer needed [3, 6].

The different types of On Demand driven protocols are:

< Ad hoc On Demand Distance Vector (AODV)

< Dynamic Source routing protocol (DSR) and

= Temporally ordered routing algorithm (TORA)

Landmark Adhoc Routing (LANMAR) is mostly used in MANET
and the same is taken for study in proposed work. A brief
description of the LANMAR routing protocol is given below.

3. Landmark ad-hoc routing (LANMAR)

LANMAR is an efficient routing protocol in a “flat” ad hoc wireless
network. LANMAR assumes thatthe large scale ad hoc network
is grouped into logical subnets in which the members have a
commonality of interests and are likely to move as a “group”.
LANMAR uses the notion of landmarks to keep track of such
logical subnets. Each logical group has one node serving as
landmark. The route to a landmark is propagated throughout
the network using a Distance Vector mechanism. The routing
update of LANMAR can be explained as follows: Each node
periodically exchanges topology information with its immediate
neighbors. In each update, the node sends entries within its
fisheye scope. Updates from each source are sequentially
numbered. Tothe update, the source also piggybacks adistance
vector of all landmarks. Through this exchange process, the
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table entries with larger sequence numbers replace the ones
with smaller sequence numbers. As a result, each node has
detailed topology information about nodes within its fisheye
scope and has a distance and routing vector to all landmarks
[3. 6],

4. IPSec in MANETS for network layer security
IP security (IPSec) developed by Internet EngineeringTask Force
(IETF) is a suite of protocols used to secure traffic atthe IP layer.
The main protocol components of IPSec are Authentication
Header (AH) and Encapsulating Security Payload (ESP), which
describe the IP header extensionsforcarryingcryptographically
protected data, and Internet Key Exchange (IKE). IPSec is
based on Security Associations (SAs). A security association
is a simplex connection whose traffic is protected by security
service designated by parameters such as the encryption
algorithm, keys, and lifetime. SA is uniquely identified by a
tuple of Security Parameter Index (SPI), destination IP address,
and IPSec protocol (AH or ESP). IPSec protocol is based on the
establishment of Security Association between packet sender
and receiver. SA is set up in the IKE phase by Diffie- Heilman
DH) algorithm. Although DH algorithm is subject to man-in-
he-middle attack, this problem could be alleviated in most of
the Ad Hoc network application scenarios due to the following
reasons: The nodes can always be pre-assigned with certain
initial shared secret by their manufacturer; these secrets can be
used at the initial IKE phasetoauthenticatethe validity of the
DH connections. This pre-configured shared secret can then be
available in most MANET systems, and is essential for adopting
IPSec secure communications and membership verification.
Upon the establishment of membership management
mechanism and the corresponding trust model in MANET,
IPSec can be an appropriate choice for MANET network layerto
protect both routing information and data message. For IPsecto
work, communication entities must share a public key. This key
exchange process is accomplished through key management
mechanismsthatrefertothe creation, distribution, installation,
authentication, and access control of the keying material. A
number of cryptographic algorithmsare also specified in IPsec
for authentication and encryption.

,J. Overview of Propagation modeis
This chapter briefly describes different types of propagation
models.

A. Free Space Propagation Modei

The free space propagation model is the simplest path loss
model in which there is a direct path signal between the
transmitter and the receiver, with no atmospheric attenuation or
multipath components. Inthis model the relationship between
the transmitted power Pt and the received power Pr is given

Pp.GG(\y D

where Gt and Gr are the transmitter and receiver antenna
gains, respectively, in the direction from the transmitter and
receiver, d isthe distance between the transmitter and receiver,
and X=c/f is the wavelength of the signal. Realistic path loss
models that take into account the propagation effects in
specific environments can be obtained by solving Maxwell’s
equations. Since obtaining solutions for such models involves
complex algorithms and computation intensive operations.
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simpler models have been proposed to depict the loss [1, 4].

B. Two Rays Propagation Model

Another popular path loss model isthe two-ray model or the two-
path model. The free space model described above assumes
that there is only one single path from the transmitter to the
receiver. But in reality the signal reaches the receiver through
multiple paths (because of reflection, refraction and scattering).
The two-path model tries to capture this phenomenon. The
model assumes that the signal reaches the receiver through
two paths, one a line-of-sight path, and the other the path
through which the reflected (or refracted, or scattered) wave is
received. According to the two-path model, the received power

is given by
P,=P,G,G, (hh,/d-)- P

Where Pristhe transmitted power, Gtand Gr are the transmitter
and receiver antenna gains, respectively, in the direction from
the transmitter and receiver, d is the distance between the
transmitter and receiver, and ht and hr are the heights of the
transmitter and receiver, respectively [1, 5].

C. Shadowing Model

Fading refers to the fluctuations in signal strength when
received at the receiver. Fading can be classified into two
types: fast fading and slow fading. Fast fading refers to the
rapid fluctuations in the amplitude, phase, or multipath
delays of the received signal, due to the interference between
multiple versions ofthe same transmitted signal arriving atthe
receiver in slightly different times. Slow fading occurs when
objects transmissions lie partially between thetransmitterand
receiver. Slow fading may occur when the receiver is inside a
building and the radio wave must pass through the walls of
a building, or when the receiver is temporarily shielded from
the transmitter by a building. Slow fading is also referred to
as shadow fading (shadowing) since the objects that cause
the fade, which may be large buildings or other structures,
block the direct transmission path from the transmitter to the
receiver [7, 8,10].

IV. Simulation Model

MANETs have found practical applications in emergencies that
need a quick network to be established between members of
emergency services. This type of MANET makes use ofthe cars,
laptops, PDAs and high-tech cellular phones (HTC) as routers
to direct information to the desired destination.

To evaluate the impact of the radio wave propagation model
on the performance of a Mobile Ad Hoc Network. In this work,
emergency area scenarios consists of 100 wireless nodes
forming an ad hoc network, moving over a 1500 X 1500 flat
space. Network traffic is created by starting CBR connections
between randomly selected nodes. The simulation duration is
1000 sec. simulations ran with movement patterns generated
for 4 different maximum speeds, 20,40,60,80 m/sec. fig. 1,
shows emergency area scenario.
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The above simulation model based on QualNet 5 [9] has been
created forthe evaluation. Performance evaluations are based
on the simulations of 100 wireless mobile nodes that form a
vireless ad hoc network over a rectangular (1500 X 1500 m)
lat space. The MAC layer protocol used in the simulations was
the Distributed Coordination Function (DCF) of IEEE 802.11.
In these simulations, results corresponding to four metrics
namely, packet delivery ratio, throughput, end-to-end delay,
and lJitter has been evaluated.

A. Packet Delivery ratio

The packet delivery ratio (PDR) of a receiver is defined as the
ratio of the number of data packets actually received over
the number of data packets transmitted by the senders. The
average packet delivery ratio is the average of the packet
delivery ratios taken over all the receivers.

B. End-to-End delay

The end-to-end delay of a packet is defined as the time a packet

takes to travel from the source to the destination. The average

end-to-end delay isthe average of the end-to-end delays taken

over all the received packets Egn (3) is used to find the end to
id delay of the packet.

delay :beY’ Z nby

where x is the set of destination nodes that received data
packets, nbx isthe number of receiver nodes and y is the set
of packets received by node i as the final destination.

C. Throughput

The throughput of a receiver (per-receiver throughput) is
defined as the ratio of the number of bits received over the
time difference between the firstand the last received packets.
The average throughput is the average of the per-receiver
throughputs taken over all the receivers. Egn (4) is used to
find the throughput of the packet.

Re ceivedpackets ,
Throuhput{%) = e P 100

Sentpackets
Delayjitter: Delay litter is the variation (difference) ofthe inter-
arrival times between the two successive packets received.
Each receiver calculates the average per-source delay Jitter

from the received packets originated from the same source.

The receiver then takes the average over all the sources to
obtain the average per-receiver delay jitter. The average delay
Jitter is the average of the per-receiver delay Jitters taken over
all the receivers

V. Analysis of results

The analysis of simulation results is performed based on the
standard metrics with varying speed between different radio
propagation models.

Fig. 2, indicates that Free space and Two ray ground models
are performing better than Shadowing model when packet
delivery ratio is considered as metric.

'Two ray propagation model
-Free space propagation model
Shadowing model

Fig. 2: Packets delivery ratio is higher in Free space propagation
IPSec-LANMAR when compared to Two ray ground model and
Shadowing model.

Fig. 3: indicates Two ray ground models and Free space model
are performing better than Shadowing model when litter is

considered as metric.
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Fig. 3: Jitter is lower in Free space propagation model with
IPSec-LANMAR when compared to Two ray ground model and
Shadowing model.

Fig. 4; indicates Two ray ground models and Free space model
are performing betterthan Shadowing model when End to End
delay is considered as metric.

-Two ray propagation model
-free space propagation model
Shadowing model

Fig. 4; End to End delay is lower in Free space propagation
model with IPSec-LANMAR when compared to Two ray ground
model and Shadowing model.
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Fig. 5: indicates Two ray ground models and Free space model
are performing betterthan Shadowing model when throughput
is considered as metr

-Two ray propagation model
-Free space propagation model
Shadowing Propagation Model

Fig. 5: Throughput is higher in Free space propagation model
with IPSec-LANMAR when compared to Two ray ground model
and Shadowing model.

VI. Conclusion

Mobile ad hoc networks (MANETS) consist of a collection of
vireless mobile nodes, which dynamically exchange data among
.hemselves without the reliance on a fixed base station. In this
work, investigations is done on the behavior of IPSec- LANMAR
routing protocol with propagation models that take into account
two main characteristics of the wireless channel - path loss
and shadowing. The choice of radio propagation models with
IPSec-LANMAR also has a strong impact on the performance
of a protocol because the propagation model determines the
number of nodes within one collision domain, an important
input for contention and interference. This, inturn, has a direct
effect on a node’s ability to transmit a packet to another node
and it provide security services for both routing information
and data message at network layer. Thesimulation resultshows
that free space propagation model with IPSec-LANMAR routing
protocol outperforms compared to two ray propagation model
and shadowing model in emergency area scenarios.
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