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In the absence of a dedicated law to take on cyber crimes, what are the Qrovisioﬁs under the

Bharatiya Nyaya Sanhita, 2023, and the Information Technology Act, 2000? Where is the existing
regulatory framework lacking? Where do the courts stand?

Aaratrika Bhaumik

The story so far:
n the wake of the Pahalgam terror attack
Himanshi Narwal, the wife of slain Navy ;
Lt. Vinay _Narwalﬁissued an appeal for
peacg,_relecting e vilification o i
and Kashrmns However, her message tii\ggu:}:?is
a wave of vicious trolling on X. Similarly, after
Foreign Secretary Vikram Misri announced on
May 10 that India and Pakistan had reached
understanding to halt military hostilities hisan
account was flooded with abusive messa’ es
with many targeting even his daughter, &

What are the limitations of the existing laws?

A range of terms have eme; i

forms of cybercrime, inclurclgi{ﬁcgi g!;i:rsﬁlll)?

stalking, and doxxing. Doxxing, short T
dropping dox” (documents), involves th

unautporls_eq release of private infon-:l tifc:)

E}frposmg victims to harassment and :1— o
reats. Studies show such abus SR

d1§pr0pprﬁonate1y affects wom:n d

minorities. India lacks a dedjcatedai:

address online hate speech and tro]]jw :

a few provisions under the Bharati ik Instead,.

Sanhita (BNS), 2023, and the mfa Y

Technology (IT) Act, 2000, coy S on

of cyberbullying. The BNS inChféecse;%i:}i ;.Zlf_;cts
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‘No ,
provision
squarely
CriminaliSes
sustained
online abuse
that does
not qualify
as obscene,
threaténing,
or
fraudulent’
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| defamation, these req

such as Section 74 (assault or criminal force
against a woman with intent to outrage her
modesty), Section 75 (sexual harassment),
Section 351 (criminal intimidation), Section 356
(defamation), and Section 196 (promoting
enmity between groups)- The IT Act
supplements these offences with provisions like
Section 66C (identity theft), Section 66D
(impersonation fraud), and Section 67
(publishing or transmitting obscene material
electronically). “The existing regulatory
framework is functional but far from complete.
No provision squarely criminalises sustained
online abuse that does not qualify as ‘obscene;
‘threatening, OT ‘fraudulent. While
cyberbullying may sometimes be shoehorned
into offences like criminal intimidation or
uire proof of threat or

i arm and are ill-suited to counter
ymous abuse unleashed by

online mobs,” Apar Gupta, advocate and
founder-director of the Internet Freedom
Foundation, told The Hindu.

What are the concerns over censorship?

In India, Section 69A of the IT Act empoWers the
government to issue blocking orders on grounds
aligned with constitutionally pem551ble speech
restrictions, such as sovereignty, friendly
relations with foreign States, a‘nd pu!:hc order.
Platforms that fail to comply risk losing sqfe
harbour protection under Section 79, which

e e e e liability
ordinarily shields intermediaries from
for user-generated content. HOWeVED experts

tifyin, users, viol
Co 5 affedgd fn Shreya Singh;ll‘:!ggus
i court upne e
el 9A, it underscored
i be accompanied by
that blocking orders must be & _
cogent reasons to enable Judlaal scrutiny. After

but said that the govern= =

lellicsﬁl posts Jiolated the 1aw It oSG Ao i
1n March, X ed alawsuit It thekatpe

Higlrln Court against the Gentre’s use of Section

4

d under the law?

79(3).(b) of the IT Act for takedown orders,
arguing it circumvents safeguards under Section
69A. Unlike Section 694, Section 79(3)(b) lacks
clea.u" definitions of “unlawful acts” and any
review mechanism. Meanwhile, the Ministry of
!nformation and Broadcasting has recently
uﬁqrmfed a parliamentary committee that it is
reviewing safe harbour protections to better
tackle “fake news.”

What about judicial interventions?
In February last year, the Delhi High Court
ordered X to remove tweets revealing the
personal and professional details of a woman
who reportedly posted a critical comment about
Uttar Pradesh Chief Minister Yogi Adityanath.
The post triggered a wave of online harassment
with details of her workplace, residence, and i
photographs being widely circulated. Although
these disclosures raised privacy concerns
Justice Prathiba Singh ruled that the incid:ant did
not constitute doxxing, as the information was
already publicly available. However, the judge
acknowledged that doxxing, though not yet a
statutory offence in India, poses a serious threat
Accordingly, X was directed to disclose :
subscriber information associated with the
offending posts. This case highlights the |
gontestec_i nature of what qualifies as public
Efﬂﬂggmik Th; Digital Personal Data

otection Act, 2023, exempts fr i
pgrsonal data that is made ?pubgglyr:ﬁzg?ri
e1tl'{er by the individual concerned or by an b
entity under a legal obligation. However, it does
not define what qualifies as “publicly ave,lilable
data.” This lack of clarity may inadvertentl
enable'cybercrimes such as doxxing giveﬁ’r th
ease with which fragmented data frc;m mu]ti;ﬁe

platforms can be easily
harassment or intirnidag%%: egated and used for

What are the challenges ahead?

Experts underscored that enforcement

r;'nh_er the lack of it, often determines V\,r}?rth

victims can access remedies. “All laws ar e

as effective as their enforcement. Whil e

and accounts are promptly removed w;pOSts

government directives are issued, the o

urgency is rarely extended to ord’inar; e‘zlme

reporting harassment or abusive: contents”erlfflishi
)

Choudhary, technolo
: S S
?‘(:,g}(:l(j:a{le: told The Hindu.vlr‘ly:r{}?lrll;lﬂgltgl :llghts
pighli y%m Tgcchallgnges such as perpetitgr ,
Ao ¥, cross-jurisdictional hurdl

_ cybercrime training IR
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