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CO1: Exhibit the knowledge in security principles, security Architecture and components.
CO2: Classify and Assess different cyber-attacks and vulnerabilities.
CO3: Identify the Different cybercrimes and Frauds
CO4: Apply and suggest necessary IT security controls, plans and procedures to ensure organization security
CO5: Compare and distinguish on cyber laws with international laws and able to practice Ethics in Cyber world

                                                             PART A                                             (10 * ½  = 5)
Choose the correct answer

	1.
	Monitoring the message during transmission is ____________ attack
	CO1K2

	
	a)
	Active
	b)
	Passive
	

	
	c)
	Asymmetric
	d)
	Symmetric
	



	2.
	Program that can replicate itself and pass on malicious code to other non-malicious programs by modifying them. Predict the Program
	CO1K1

	
	a)
	Virus Program
	b)
	Anti-Virus Program
	

	
	c)
	System Program
	d)
	TRS Program
	



	3.
	To Hide the information inside a picture, what technology is used?
	CO2K2

	
	a)
	Bitmapping
	b)
	Image Rendering
	

	
	c)
	Steganography
	d)
	Cryptography 
	



	4.
	Information has _________ when it is protected from disclosure or exposure to unauthorized individuals or systems
	CO2K3

	
	a)
	Confidentiality
	b)
	Integrity
	

	
	c)
	Authentication 
	d)
	All the above
	



	5.
	___________ e-mail is one that appears to originate from one source but actually has been sent from another source
	CO3K2

	
	a)
	Spam
	b)
	Personal
	

	
	c)
	Spoofed
	d)
	Defamation
	



	6.
	___________ involves protection of individuals or group of individuals who are authorized to access the organization and its operations
	CO3K2

	
	a)
	Operations security
	b)
	Personal Security
	

	
	c)
	Information security
	d)
	Network security
	



	7.
	The ____________ involves conducting some form of informal, pragmatic risk analysis for the organization’s IT systems. 
	CO4K2

	
	a)
	Baseline approach
	b)
	  Combined approach
	

	
	c)
	Informal approach
	d)
	Both (i) and (ii)
	



	8.
	The audit recorder creates a formatted record of each event and stores it in the ____________
	CO4K3

	
	a)
	Audit dispatcher
	b)
	security audit trail
	

	
	c)
	Audit provider
	d)
	Security Audit  
	



	9.
	Publication of digital signatures for fraudulent is an offence in __________ of  IT ACT 2000
	CO5K3

	
	a)
	Sec 74
	b)
	Sec 66
	

	
	c)
	Sec 67
	d)
	Sec 71
	



	10.
	________refers to all the legal and regulatory aspects of the internet and WWW.
	CO5K2

	
	a)
	Cyber crime 
	b)
	Cyber Law 
	

	
	c)
	IT Act
	d)
	All the above
	



	                                                                PART – B                                                          (5*4=20)
                                                       Answer the following
Each answer should not exceed 200 words or one page

	11.
	(a) 
	Differentiate  the various types of security attacks 
	          C01K4

	(OR)
	

	11.
	(b)
	Describe the model of network  security  with diagram
	          C01K3

	
	

	12.
	(a) 
	Justify  how the cybercrime is associated with information security
	          C02K5

	(OR)
	

	12.
	(b)
	Express your views about the personal information security
	          C02K6

	
	

	13.
	(a) 
	Demonstrate the  Cyber terrorism with example
	          C03K4

	(OR)
	

	13.
	(b)
	Analysis the Credit Card frauds and its significances 
	          C03K4

	
	

	14.
	(a) 
	Assess any five security control categories and its objectives
	          CO4K5

	(OR)
	

	14.
	(b)
	Evaluate the  ethical issues related to Computers and Information Systems
	          CO4K5

	
	

	15.
	(a) 
	Assess the key provisions of Indian IT ACT 2000. 
	          CO5K2

	(OR)
	

	15.
	(b)
	State the consequences of copyright Act and Patents Act
	          CO5K4




	                                                        PART  – C                                                         (7*5=35)
                                                 Answer the following
                          Each answer should not exceed 600 words or three pages

	16.
	(a) 
	Categories the specific network security services and Security mechanisms
	    CO1K4

	(OR)
	

	16.
	(b)
	Justify the importance of the Intrusion Detection, DOS attack  and Phishing 
	    CO1K5

	
	

	17.
	(a) 
	Debate about the Information security Policy, standards and procedures 
	    CO2K4

	(OR)
	

	17.
	(b)
	Analyze the  various user access controls in  Information Security 
	    CO2K4

	
	

	18.
	(a) 
	Express the consequences of Cyber Fraud and Cyber Cheating. Assess with any two incidents happened in our society
	    CO3K5

	(OR)
	

	18.
	(b)
	Express the significance of fraudulent behavior and  fraud detection techniques
	    CO3K5

	
	

	19.
	(a) 
	Assess the Auditable items, Monitoring area and various types of security audit trails. 
	     CO4K5

	(OR)
	

	19.
	(b)
	Explain the various steps of IT Security Management Controls and Implementation process  with flow diagram
	     CO4K3

	
	

	20.
	(a) 
	Describe the salient features of  IT amendment ACT 2008
	     CO5K2

	(OR)
	

	20.
	(b)
	Compare the any two cyber laws with international laws 
	     CO5K5




