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Abstract: Due to the rapid growth of wireless local area networks in day-to-day applicatjons detection
of cyher attacks have been increasing. In 2012, a survey stated that an organization experiences with an
average of 102 attacks every week, whereas 72 attacks and 50 attacks were detected during 2011 and
2010, approxmiately 42% “of attacks have increased in a Kear. In this paper, the dimensionality
reduction techniques are used to detect the cyber attacks. The objective_of this research work 1S to
extract the meaningful class labels in the data Set using linear dimensionality reduction techniques like
Principal Compofents Analysis (PCA), Independent Component Analysis (ICA) and’ Linear
Discriminant analysis (LDA). "The exPerlmentaI study shows that PCA performs better than LDA and
ICA. To _|m;r31rove the obtained results the PCA is’ combined with SVM, where an accuracy rate
Increases in the detection of cyber attacks.
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INTRODUCTION

Increased usage of internet in wireless local area networks lead to the major ?rovvth of cyber attacks and
produce a lot of ama%e o an entire soue%. Cyber attacks not onley compromise the confidentiality, mtegrlty
and availability of data, It also creates some key 1mEJ,acts on the économic_status of the country, Nowadays
a_ttackl,nﬂ moves from the network layer to the application Ia%er. The motivation behind these attacks is to gain
financially, so that the attackers are targeting husiness and web applications (http://gulfnews.com).

|t is Obvious that the com?uters and Cyber world are exposed to the outside waorld which comforts the
attackers to accord those computers and networks. In this case, the unauthorized users will be identified from the
authorized users of the pertinent techniques. The boomln? area of network security in a wireless local area
network is to jdentify the attacks using various techniques fo avoid the jssues, High dimensiopality reduction is
a technique_that helps to |dent|fx the cg/b_er attacks In nefwork traffic. The Righ dimensionality reduction
technigues like PCA, 1CA and LDA play 4 vital role in detectlng_attacks In present days. . _

The paper is qrganlzed as follows. Section 2 discusses the dimensionality reduction technigues.In Section 3,
Phrg%s(s)?kof CA with SVM is explained. Section 4 elucidates the results and discussions and Section 5 concludes

Dimensionality Reduction Techniques: L _

Dimensionality . reduction tec nlgues are used to transform the original high dimensional data into
consequential description of reduced data. The process of as_sumln? that the data will be placed on or pear a
linear ‘subspace of higher dimensional space is termed as linear technique (George, E. Noel, et al, ). The
glm_ergsaonalfl_t&/ tecEnlque is mainly classified as linear and non-linear technique with various types and it is
epicted n figure

Pnnmgal Component Analysis éPC'A): _ _ _
PCA (Wei Wang, Roherto Battiti, 2009) can be used to analyze the density of data. It is gtherwise known as
Karhunen-Loeve transform. It is consideredas a competent scheme of identifying an Expe of attacks. It helps to
check the similarities and differences between the data. The basic process 0f PCA is fully dependent on
reconstructing compara_tlveIE huge numeral variables.into the lesser of uncorrelated variables where the data
will be retained as it 1s. PCA produces a set of principal components, which are orthonormal eigenvalue/
elqenvector pajrs.. It is considered as a more efficient analysis tool as it helps to reduce the data in certain outline
belng withqut losing the data. _ _

. The prmmFaI companent produces the results in a number of component values according to the number of
original variables. The first linear variable will be calculated by repfacing the original variable with the new
principal component. Principle component values can be calculated using the following equation
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Xj..

Xnxm= Kb

x|, x2 are the observations which will be exhibited as a vector of length in and the entire dataset will be
reproduced Xnxm as a matrix. . , _ _
The average observation and deviation can be calculated using the following formulas respectively

1
=N and 0'=xi-p

Fig. 1: Dimensionality Reduction Techniques

Linear Dis¢riminant Analysis (LDAl): _ L L L _

One of the traditional’ statistical techniques for dimensionality reduction is Linear Discriminant Analysis
(Laurens van der Maaten,). It is otherwise known as Fisher Mapping. It enables to sort out the group of bidsed
Information to the maximum when executing dimensionality reduction and aims to Jocate the dirctions [3{]. Its
a promising strategP/ developed recently to Jetect attacks fiom network traffic and it also helps to detect new,
unknown and pattérn of attacks (Aapo Hyvarinen and Erkki Oja, 2000).
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Independent ComPonent_Anc_dysm: _ _ o o

A linear transformation is"performed in order to split the multivariate signal into subcomponents and it is
the basic process of Independent Component Analysis (ICA). ICA has a wide area of applications like data
ana(ljysm and compression, audio and Image processing, feature extraction, suI}(naI separation, detecting the
hicden components, Noise is diminishing from Tmages, télecommunications (Venkatachalam, V., S. Selvan,). It
re!jatets_ the process of method called blind source Separation (Aapo Hyvarinen, 1999). It helps for redundancy
reduction.

Xj=gj Is|+ aj2s2+.... +ajnsn, for allj.

Proposed System: : o

pI_n this ¥esearch work, PCA and SVM are integrated and used to detect outliers in a simulated data set. The
alqorlthm can accurately detect angmalies, in non-Gaussian data. Class tralnlnrq stage in which the negative class
data are g{enerated based on outlsylntll positive class data. The method for sefection of both the size™and actual
data points for the negative clas. Tt specifies the size of the negative class and the actual data points that
represent it are chosen based on the sum of the second norm distancas of each data point to their neighbars,

To_figure out the joint class probability, a consequence of cross space detection is done. The joint class
probabilities can be used to predict the future system performance of the SVM classifier, which constructs two
Predl,ctor models D1 (%/ 1) and D2 (y2) for each distribution respectively. Predictor models are constructed using
he given PCA where the output is ascertained from two subspaces and'a distribution of negative class data, One
class classifiers would be more apgropr_late In this_situation where negative class data (ré resen,tmgl the faulty
behavior) are not available, A soft decision boundaiy can be constructed with the training data with a likelihood
function that maps SVM with posterior probabilities. _ L

.In the evaluation stage, a new ohservation I P[ocessed through the same algorithmic S'[EPS' It s projected
against the model and résidual subspace. Then it is classified bY the. SVM predictor model. The joint class
probability from the two subspaces will be used for the decision classification, PCA reduces the calculated cost
of NIDS” (Network Intrusion Detection System) and_ improves the efficiency of the analysis. Principal
comBonent analysis red_uc?s fort¥ two dimensions and ifs outﬁ)ut |Jorowdes,a,set of features that are the linear
combination of the original set ot features. It also minimizes the error that is incurred during the reconstruction

ala.
The input for the SVM becomes more efficient as it represents the prln(:lPaI components that are with
maximum variance and that are orthogonal, The new. subspace consisting of features is Clustered accrding to
the variance, so that the classification done by discriminating plane which‘considers minimum variance becomes
more accurate. Thus, It calculates the margin, the s%p‘port vectors the alpha values and the weights. For the
connection of records, class labels are repreSented as 0 for normal and 1 for anomaly class. Figure™2 depicts the

flow of the proposed system.
RESULTS AND DISCUSSIONS

Principal comFonent Analysis, Linear Discriminant Analysis and Independent Companent Analysis, are
compared ‘in detec mg,the aftacks with the given dataset. Amang the three, Principal Component Analysis is
found to be the best dimensionality reduction techniques. It detects the 87% of the attacks whereas LDA and
ICA finds only 82% and 74%_respectively. In order to increase Its e,fﬁuenc_Y the most popular oRtlmlzatlon
technique SVM is combined with PCA. Usually the optimization techniques will be used to classify the detected
attacks. But in this research work the dataset s given as input in SVM to make data as an optimized one and the
output of it is given as input to PCA for detection. While combining the SVM with PCA it increases the
accuracy rate at'94%. The percentage of detection rate is increased to 7%.
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Fig. 2: Proposed Framework
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Conclusion;

Th|s study helg s to find out an efficient method to detect attacks using dimensionality reduction techmques
such as Principal Component Analysis, Linear Discriminant Analysis and Indeﬁendent Component Analysis.
The Performance ofthe three technlques is compared with each othér to find out the best technique. In future the

real time traffic data can be used to study the capability of the techniques used in this research work and the
accuracy level can be improved.
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