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Tackling the disinformation threat in Indig |

he World Economic
Forum’s (WEF) Global
Risks Report 2025
underscores
misinformation and

~ disinformation as the highest

ranked short-term global threat.
The WEF defines “global risk” as
an event that can adversely affect
a sizeable portion of the
population, the global GDP, and
natural resources. The rapid rise
of Al-generated content,
algorithmic biases, and deep
societal divides are making it
harder than ever to separate facts
from deception.

Information disorder

India, poised to surpass 900
million Internet users, would find
itself vulnerable without proper

| policy implementation to_combat
| disinformation, with its diverse

political and social landscape

I i i d for
creating fertile groun
| \manipulated narratives, voter
| influence, and economic
| disruption. The crisis isn’t just

itical; it fuels consumer
gggl/lggtts, €conomic conflicts, and
international tensions. _Addlng to
the chaos, public trust in legacy
media is dwindling, and both

olitical actors and non-state

:tiag are exploiting this gap to
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This challenge
goes beyond
technology; it js
a test of shared
democratic
values and
threatens our
collective ability
to uphold truth,
unity, and

e

escalating information disorder.
As a rising global power, India has

.faced persistent Chinese

disinformation threats since the
2017 Doklam standoff, prompting
the ban of over 300 Chinese apps,
including TikTok, to curb foreign
interference. A study by the Indian
School of Business and the
CyberPeace Foundation reveals
that political disinformation
accounts for 46%, followed by
general issues (33.6%) and
religious content (16,8%).
Platforms such as Weibo,
operating within China, have been
actively trying to Propagate a
distorted image of India, The risks
could escalate if Meta ends
fact—qhecking Partnerships, as
seenin the US. The youth
dividend of India is facing a
growing threat from false
information, as a survey report
revealed. The Global Risks Report
2025 perceives that people in
high-income countries are more
concerned about disinformation
risks in the €oming years than
those in lower-income nations
with some exceptions. If Indian
citizens fail to recognise how
disinformation deepens politica]
and societal divides, the
consequences could be severe for
the democratic and social fabric.

Recommended measures

The Global Risks Report 2025
recommends measures such as
upskilling developers working
with algorithms, improving public
awareness and digital literacy, and
€Nsuring accountability through
Supervisory boards and Al
councils to oversee Generative Al
Practices, Initiatives Jike Shakti -
India Election Fact-Checking
Collective, and the Deepfake
Analysis Unit, played a role in the
tackling disinformation during
2024 general elections. Wi

illi k and
almost 400 million Faceboo
over 500 million WhatSAPP USers,

India stands as the 1argest market
for social media Qla[forms_ By
capitalising on this market power,
regulatory bodies can push big
tech towards positive policy
changes fo tackle disinformation..

such as audits and transparep,
actions for Very Large Online
Platforms with more than 45
million users, similar to the EUs
Digital Services Act. However,
caution is needed, as there is a risk
that ill-intentions could alsg
escalate surveillance, Dbotentially
compromising democratic
safeguard§, with both censorship
and suryelll_ance highlighted as
global risks in the WEF report.
Pl_altforms should be mandateci
with regular risk assessment,
Adequate funding should e
allocated for advancing
cybersecurity research and
innovation. Transparent content
moderation policies must be
implemented to address
misleading content that threatens
public health, safety, or
democracy, with strict
enforcement of
non-discrimination rules. Online
ads must disclose funding sources
and target audiences to prevent -
malicious actors from spreading
false narratives. Expanding public
awareness initiatives, such as the
Reserve Bank of India’s Financial
Bachchap, s essential for fostering
critical thinking and societal
resilience. Cp)japoration among
cvil society groyps, fact-checkers,
and regulators js crucial to create
vidence-hageq policies for
m-formation integrity. A support
System fqr independent research
ON disinformation and FIMI is
N€cessary, along with stronger
laws ¢ protect journalists. With
ﬂj’: £global pature of
- aliﬁo?]naﬁon. cross-border
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As the world’s largest democl-ac';:‘
India must set an example of
diversity and resilience in
growingly polarised globa} digital
world. The real question jgp,» just
about fighting falsehoodg, but also
about ensuring that we safeguard
Oour unity in diversity.

e e .




