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ARTICLE INFO ABSTRACT
Keywords: Machine learning (ML) techniques have currently been exploited for malicious insider threat
Anomaly detection (MIT) detection. The data variation between malicious and genuine user influences the ML model

Cloud security
Malicious insider
Machine learning
Performance evaluation
Sampling techniques

to misinterpret a malicious insider. Hence, the class imbalance problem (CIP) remains a chal-
lenging one. Regardless of the CIP in MIT detection, past research has a significant shortfall in
deploying diverse sampling methods. i.e., undersampling and oversampling approach. This study
proposed a novel double-layer architecture for MIT detection. The initial layer involves inte-
gration, transformation, and sampling system of data. In the sampling system, an efficient sam-
pling approach is adopted to depreciate CIP among eight sampling techniques, depending on the
performance of support vector machine (SVM) classifier. Nearmiss2 (NM-2) excels and is
considered an optimal sampling technique. In the second layer, sampled data of NM-2 is
employed in an anomalous MIT detection model using various anomaly detection techniques and
evaluated with performance metrics. The main focus is to validate the solution for CIP in anomaly
detection techniques with previous research. The proposed double-layer architecture with NM-2
and One-class SVM obtained recall and f-score of 100% and 78.72%. In contrast, it exhibits an
accuracy of 82.46%, with a reasonable detection rate for MIT detection

1. Introduction

Cloud computing framework provides several metered services to businesses, organizations, or private sectors through the internet.
This framework has intrinsic defense measures to confront active security threats in services such as infrastructure, platform, and
software. However, it is challenging to regulate security threats in case of passive attacks. One of its kinds is a malicious insider threat
(MIT) which is complicated to notice in an organization due to the silent nature of an attack. Once an insider threat is detected, the
consequences are uncountable in the case of reputation and financial resources. The reason behind its severity is that a malicious
insider is a trusted authorized user with legitimate access to sensitive credentials about an organization and its amenities. A malicious
insider could rapidly embezzle confidential credentials without evidence by harnessing authority.

In recent years, more malicious insiders dissembled an organization and widespread in public due to its gigantic consequence.
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Including Marriott hotels and resorts, Elliott Greenleaf law firm, South Georgia Medical Center, Twitter, Ubiquiti Networks, Proof-
point, Saudi Aramco, Pfizer and UK Parliament [1], some organizations experienced MIT, leading to data leakage in 2021. In the 2022
cost of an insider threat global report conducted by Ponemon Institute, an insider threat maximized their occurrence and pecuniary
loss over the past two years from 2020. Since then, the number of insider threat incident is doubled. Furthermore, the minimum
number of cases reported for insider incidence remains one, whereas the uttermost is 46. The crime has been filed in the past 12
months, where malicious insiders were involved in 26% of cases.

It is analyzed that an incidence of insider threat multiplies intensely owing to an organization’s size. The statistics reveal that 52%
of respondents are worried about insider-driven data loss in a cloud environment [2]. The insider is able to compromise security checks
by utilizing legitimate authority and trying to sneak confidential information by identifying loopholes. The main categories of insider
threats are careless employees, malicious insiders and credential swindlers. The activities, including private information transmission
to third parties, monitoring open ports and security flaws, obtaining or downloading sensitive information irrelevant to the role or
function, and utilizing unauthorized USB flash drives ensuing unusual behavior on a regular working basis, are certain functionalities
of malicious insiders.

Machine learning (ML) is persistently becoming more dominant in the domain of MIT. Nevertheless, preceding research has
employed ML methods to categorize and recognize the behavior of malicious insiders. The challenging factor is preferring appropriate
ML classification methods to acquire a supreme outcome in detecting MIT [3]. The appropriate model for eminent detection of MIT is
evaluated using performance evaluation metrics, including precision, accuracy, f-score and recall. The performance of ML algorithms
is susceptible to the concern of class imbalance (or class disparity issue). i.e., the phenomenon in which the occurrence of unusual
behavior in an organization is much fewer than benign behavior. However, it would be tricky to classify the uneven class data owing to
possible misclassification and misinterpretation. i.e., the ML classification model would consider a minority class of abnormal ac-
tivities as an outlier and neglect it during classification. The inaccurate classification of minority class accompanies misinterpretation,
followed by performance suppression in ML methods. The usage of data-level sampling methods could overcome misinterpretation. At
present, various sampling methods are available that cover all aspects of a data-level sampling system. Therefore selecting an ideal
sampling approach to address CIP is tricky. Most existing solutions utilize anomaly detection techniques. As a consequence, preferring
the finest anomaly detection approach for exposing MIT using sampled data remains problematic. Anomaly detection techniques
effectively observe abnormal activity against benign behavior relying on user actions. The eminent insider threat detection framework
should combine sampling and anomaly detection techniques [4].

This paper proposes a two-layer system to address the challenges mentioned earlier. Eight prevailing variants of data-level sam-
pling approaches in the first layer are explored under data pre-processing and sampling systems to attain symmetrically balanced data.
Support Vector Machine is used to assess the findings of discrete sampling approaches using evaluation metrics to prevail the best
adequate sampling method within a data sampling system. Depending on an output from the preceding layer, six anomaly detection
techniques are employed in the subsequent layer using sampled data. These techniques are evaluated using the performance metrics
noted previously to derive an ultimate anomaly detection technique to detect MIT. The contributions of this study are as follows:

e Novel intelligent double-layer architecture for adopting utmost sampling techniques and an anomaly detection algorithm for
discovering insider threats has been developed.

e Exploring undersampling and oversampling approaches to unravel the class imbalance issue in Computer Emergency Response
Team (CERT) synthetic datasets from Carnegie Mellon University.

e The proposed double-layer architecture has been analyzed, studied using the CERT dataset, and evaluated as per metrics such as
precision, accuracy, f-score, and recall using False Positive (FP), False Negative (FN), True Negative (TN), and True Positive (TP).

The rest of the paper is structured as follows: The related works are discussed in Section 2. The background study is discussed in
Section 3. The proposed two-layer architecture is described in Section 4. The performance analysis is elaborated in Section 5, and the
final section concludes the paper with future scope.

2. Related works

At present, the solution for MIT identification through asymmetric class data is inadequate. Thereby, pinpointing a sufficient MIT
detection approach is still complicated because imbalanced data uprises the class imbalance problem (CIP), and performance metrics
such as recall, precision, accuracy and f-score are utilized for evaluating the models. The most promising model is preferred based on
the performance of MIT detection.

Explored ML techniques for recognizing malicious insiders in [5] and evaluated based on accuracy, Area Under Curve (AUC) and
recall using The Wolf of Sutd (TWOS) dataset. However, boosting techniques such as Adaboost [6], Extreme Gradient Boosting
(XGBoost) [6], and Light Gradient Boosting Machine (lightGBM) [7] had successfully handled the CIP compared to other state-of-art
methods. Another solution for better classification is to apply deep learning techniques. The performance of AutoEncoder (AE) and
Variational AutoEncoder (VAE) for MIT detection is observed in [8]. In [9], three ML algorithms, namely Decision Tree (DT), Hidden
Markov Model (HMM) and Self Organizing Maps (SOM), are evaluated to choose the best-performing algorithm based on mentioned
performance criteria. However, VAE and SOM performed well and achieved a maximum detection rate with less False Positive Rate
(FPR), thus outperforming other algorithms.

MIT detection using an imbalanced dataset is quite cumbersome, and hard to achieve better performance due to the CIP. It can be
solved by applying a hybrid solution to the issue of class disparity in malicious insider anomaly detection. In [10], a framework was
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Table 1
Review of significant research in classification and anomaly detection techniques for detection of MIT.

Study  Study scheme Key findings ML model Algorithms applied Observations

scheme

[5] Detection Evaluated six ML classifiers using Classification Adaboost, NB, LR, KNN, LR and Adaboost performed well and
using the TWOS dataset to select the best-  and regression SVM obtained accuracy, recall and AUC
imbalanced performing technique for MIT of 98.3%, 98% and 98.3%,
data detection based on accuracy, recall outperforming other techniques for

and AUC. malicious emails using the TWOS
dataset.

[6] Detection in Implemented user behavior analysis  Classification RF, MLP and XGBoost XGBoost performed better than
imbalanced for MIT detection using XGBoost, other algorithms and obtained a
data and evaluated using accuracy, 99.96% f-score using the CERT

precision, recall and f-score. dataset for user behavior analysis.

[71 Detection in Introduced an intelligent Classification LightGBM Achieved an accuracy of 99.47%
imbalanced framework for MIT detection using using imbalanced cert data and
data LightGBM and evaluated using f- successfully obtained higher AUC

score, AUC and accuracy. and f-score for detecting the MIT
event.

[8] Detection in Concentrated on highly imbalanced  Classification AE and VAE The performance of a VAE neural
imbalanced malicious insider data, AE and VAE network provides the best result and
data were evaluated using performance obtained precision, recall, accuracy

metrics such as precision, recall, and f1-score of 92%, 96%, 96% and
accuracy and fl-score. 94%, which is higher than AE and
outperforms AE.

[9] Detection in Evaluated three ML algorithms to Classification SOM, HMM, and DT SOM provides better results based
imbalanced select the best algorithm to classify on detection rate, false-positive
dataset malicious behavior based on recall, rate, and accuracy in detecting

FPR and accuracy. insider threats using CERT data.

[10] Detection A framework was proposed using Classification NB,LR, RF, SVM, and NNs Classifiers with different
using supervised methods to detect the parameters affected the
imbalanced MIT and evaluated using balanced performance metrics, but their
data data via the Spread Subsample impact was more substantial on an

feature in the weka tool and imbalanced dataset than on a
imbalanced data in five classifiers balanced dataset.

based on precision, recall, f-score

and time taken.

[11] Detection in Applied oversampling technique, Classification IF, RF, and Deep AE The performance of RF and Deep AE

balanced data namely SMOTE, to handle CIP, and is comparable and achieves the best
evaluated using three-time series result for detecting MIT.
classification methods based on
precision, recall and f-sore.

[12] Detection in Applied ADASYN for CIP and Classification Deep neural network (DNN) The performance of DNN
balanced evaluated using DNN to detect the outperforms existing ML techniques
dataset MIT. using balanced data.

[13] Detection in Applied different ML techniques for ~ Classification Bayesian model, linear Random forest obtained an
imbalanced successful MIT detection and regression, logistic regression, accuracy of 98% and performed
data evaluated using accuracy, kappa model tree, linear classifier, well than other classifiers.

and time. neural network, RF, SVM, Tree
based model, Rule based model,
Partial least squares, polynomial
model.

[14] Detection Proposed novel MIT detection Anomaly AE, TF, LODA and LOF AE outperforms other algorithms
using framework using anomaly detection  detection based on voting metrics to detect
imbalanced in an unsupervised ensemble MIT.
data approach using the CERT dataset

[15] Detection in A framework was proposed to Anomaly LR, RF, and MLP The performance of RF produces the
imbalanced model the zero-knowledge detection best result for detecting MIT than
data anomaly-based behavior for MIT other techniques.

detection.

[16] Detection in Designed anomaly detection usinga  Anomaly RF, SVM, LR, CNN and GCN On the basis of accuracy, precision,
imbalanced graphical neural network, namely detection and recall, GCN surpasses other
data GCN, to detect abnormal malicious algorithms.

behavior and evaluate using other
existing methods.

[17] Detection in Proposed an ensemble of deep AE Anomaly Deep AE Deep AE detects any malicious
imbalanced for anomaly detection, trained using  detection insider behavior with a minor FPR.
dataset normal and abnormal behavior, and

evaluated based on accuracy.

(continued on next page)
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Table 1 (continued)

Study  Study scheme Key findings ML model Algorithms applied Observations
scheme
[18] Detection in A multilayer framework was Anomaly KNN and RF The performance of a proposed
imbalanced proposed using misuse insider detection hybrid model obtained accuracy
dataset threat detection and anomaly and FPR of 99% and 29% and
insider threat detection and outperformed other state-of-art
evaluated using recall, precision, methods.

accuracy, f-score, AUC, FPR, FNR,
TNR and computation time to detect
known and unknown insider

threats.

[19] Detection in Proposed a framework based on the =~ Anomaly K-means, PCA The anomaly detection using the
imbalanced behavior of malicious insiders that detection proposed combined framework has
data combines the k-means and PCA for a detection rate of 89% and

anomaly detection using an outperforms K-means and PCA

imbalanced CERT r6.2 dataset. based on cut-off values of 1%, 5%,
10%, 15%, 20%, 25%, and 30% cut-
off.

[20] Detection in Introduced a combined intelligent Anomaly IF, OCSVM, LOF, EE, ANN, Gnb, The boosting techniques obtained f-
imbalanced framework that applies detection Bgc, RF and Gbe score, recall, precision and AUC
data classification and graph methods to scores of 99% and outperformed

identify the MIT and evaluated other algorithms.
using f-score, AUC, precision and
recall.

[21] Detection in Evaluated two unsupervised Anomaly AE and IF The combination of percentile
imbalanced ensemble-based anomaly detection detection representation of data in AE
data techniques using the temporal outperforms IF and achieves a high

representation of data, namely detection rate with a low false-
concatenation, percentile and mean positive rate to detect MIT.
difference, to describe the user

behavior changes for MIT detection.

[22] Detection in A double-layer framework was Anomaly LSTM and CNN LSTM and CNN-based anomaly
imbalanced proposed using LSTM and CNN and  detection detection performs well, obtained
dataset evaluated using AUC for MIT AUC = 0.9449, and detects

detection. maximum insider threat in CERT
data.

[23] Detection in Proposed a new sampling Anomaly RF, XGBoost, MLP and IDCNN The anomaly detection using CGAN
balanced technique, namely CGAN. detection in four classifiers has obtained
dataset Evaluated three oversampling higher performance than ROS and

methods using four anomaly SMOTE to perform multi-class
detection techniques to effectively classification.

handle the CIP based on precision,
recall, f-score, kappa and Mathews
Correlation Coefficient (MCC) to
perform multi-class classification.

introduced using a spread subsample feature to curb CIP in five supervised ML methods and evaluated based on the performance of five
classifiers for MIT detection. It is observed that SVM and Naive Bayes (NB) perform well compared to other ML techniques in this study.
The performance can be further achieved by applying boosting algorithms. In [11], the CIP is suppressed using Synthetic Minority
Over-sampling Technique (SMOTE), an oversampling technique to equalize data proportion, and verified the performance using
three-time series classification methods, namely RF, Isolation Forest (IF) and deep AE using performance metrics such as precision,
recall and f-score. Thus deep AE and RF worked better using balanced data. In [12], a framework is proposed comprising oversampling
and ML techniques using the CERT dataset and evaluated using precision, recall, f-score and AUC. SMOTE is useful in equalizing class
data and evaluated using six ML classifiers, namely Logistic Regression (LR), RF, NB, K-Nearest Neighbor (KNN), DT and Kernel- SVM
(KSVM). In contrast, DT achieved an AUC of up to 99% and outperformed other techniques.

Apart from SMOTE, Adaptive Synthetic (ADASYN) is highly recommended with Deep Neural Network (DNN) [12] to deal with CIP
in MIT detection. In [13], 88 ML algorithms are explored to select the best-performing technique concerning the evaluation metrics
such as kappa, time and accuracy. In contrast, RF achieved accuracy equal to 98% and outperformed other techniques. Furthermore, it
is complicated to detect new MIT using classification algorithms; therefore, anomaly detection techniques are explored.

The anomaly detection using unsupervised ensemble learning algorithms, namely AE, IF, Local Outlier Factor (LOF) and Light-
weight On-line Detector of Anomalies (LODA), are implemented in [14], while AE achieved better results and outperformed other
algorithms. Furthermore, zero-knowledge anomaly-based behavior [15] was analyzed using LR, RF and MLP. RF performed well and
achieved the best result. The application of an anomaly detection model using a Graph Convolutional Network (GCN) was introduced
in [16]. It evaluated the performance among other algorithms, namely RF, SVM and Convolutional Neural Network (CNN), using
accuracy, precision and recall. In comparison, GCN outperforms other algorithms for malicious activity detection. Moreover, the deep
AE was recommended by [17] for MIT detection to manage misclassification with a lower false-positive rate.
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MIT has been the subject of several types of research in recent years. Indeed, merely countable hybrid solutions are presented. A
hybrid combination of KNN and RF was proposed by [18] to spot familiar and unfamiliar MIT. In [19], the proposed hybrid model fuses
Principal Component Analysis (PCA) and k-means in anomaly detection for recognizing abnormal behavior using an imbalanced CERT
dataset and evaluated using a detection rate. It outperforms K-means and PCA and obtained 89% accuracy. However, the performance
could have been more satisfactory. A combined framework was recommended in [20] using classification and graph methods for MIT
detection. Nine classifiers were applied and evaluated based on f-score, AUC, precision and recall. However, boosting techniques
obtained a maximum detection rate and outperformed other algorithms.

The hybrid approach made up of a temporal representation of data in anomaly detection techniques such as AE and IF was applied
and evaluated in [21] for locating employee behavioral change in imbalanced data, thus obtaining the best performance while
combining percentile representation with AE. In addition, the hybrid approach in deep learning for anomaly detection is beneficial and
was recommended by [22], using CNN and Long-Short Term Memory (LSTM) for behavior modeling. As a result, it obtained an AUC of
up to 94.49% using an imbalanced CERT dataset.

Apart from SMOTE and ADASYN, a novel sampling technique, namely Conditional Generative Adversarial Network (CGAN), was
proposed in [23] and evaluated using four ML techniques, namely RF, XGBoost, MLP and Intelligent Deep Convolution Neural Network
(IDCNN). In this study, results proved that the performance of CGAN compromised ROS and SMOTE.

Four pivotal restrictions have been witnessed in Table 1, which outlines contemporary analysis for MIT detection. They are (i) The
function of CIP impacts existing classification techniques and induces misclassification, augmenting a false detection rate. Few existing
methods complement bagging and boosting algorithms to detract a false detection rate. However, these methods contribute adversely
to exploring alternative ML techniques. (ii) The sampling technique is endorsed to compress the CIP within classification techniques.
Besides, attaining an uttermost performance equivalent to boosting algorithms is complicated. (iii) Perceiving new MIT is troublesome
in a classification technique. Accordingly, anomaly detection techniques are implemented. (iv) Proposing a hybrid approach for
detecting malicious insiders using anomaly detection with an elevated detection rate is yet oppressive. However, fulfilling a maximal
performance in various classification and anomaly detection techniques with imbalanced data is still disputing.

Regardless of substantial efforts in discerning malicious insiders, the previous studies have neglected existing undersampling and
oversampling approaches to depreciate the CIP and have failed to incorporate within anomaly detection techniques for recognizing
MIT. Despite the popularity of anomaly detection techniques, no prior study has attempted to use them as a solution to detect MIT.

Hence, an effort has been made to resolve a research gap in managing CIP using sampling approaches in data pre-processing and
MIT detection using anomaly detection techniques to perceive MIT in the cloud.

3. Background studies

MIT has become a well-known concern and is regarded as one of the most significant cybersecurity issues [24]. It defines that MIT
needs specialized detection methodologies, systems, and tools, as well as a capacity to identify them efficiently and precisely. Much
research on MIT detection and related fields has been conducted to counter this complicated issue. However, sampling techniques for
CIP in MIT detection are still to be explored.

3.1. Sampling techniques

It is necessary to balance instances of genuine and malicious users using sampling techniques where an instance of a malicious user
is comparatively less than a genuine user. Previous work shows that the CIP can be solved using data-level, algorithmic-level and
ensemble learning [25]. The data level approach is a part of pre-processing techniques that seek to balance data using undersampling
and oversampling approaches [25] by adjusting a data distribution pattern. In oversampling, the number of minority samples is
generated until the size equals the number of majority samples. In undersampling, the numbers of majority samples are eliminated
until the size of both a majority and a minority sample remains the same

3.1.1. Oversampling approaches

The procedure of oversampling is to reproduce an instance of MIT until a class size becomes proportional as an instance size of MIT
expands unexpectedly and a model learning time advances [25]. Random Oversampling, SMOTE and ADASYN are oversampling
approaches applied to suppress class variation. a) Random Oversampling (ROS)

In oversampling, ROS is considered one of the familiar techniques. However, it randomly procreates an instance of MIT by reciting
a minority class instance. Consequently, it stimulates concern about overfitting. b) Synthetic Minority Oversampling Technique
(SMOTE)

Artificial synthetic methods are recommended to overcome overfitting in [26]. Regular, Borderline using KNN and SVM [26] are
considered different approaches for generating minority malicious insider instances. In Eqn. (1), a process of SMOTE is to encompass
malicious insider instances, and x,; interpolation in KNN generates unique synthetic data to induce proportional data.

Xpew = Xi + j'(xzi - xi)z[ (1)
c) Adaptive Synthetic (ADASYN)

An enhanced version of SMOTE is known as ADASYN, which alters an artificial instance of a minority class in terms of each class
weight. Following a size of nearby class instances, it produces discrete MIT instances [25]. The ultimate focus of this technique is
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minority MIT instances.

3.1.2. Undersampling approaches

The undersampling approach’s primary constraint is removing a genuine user instance until the class is proportional. Learning time
is reduced when an instance size of a genuine user is reduced [25]. This study focuses on five undersampling strategies for balancing
data skewed by class. They are Random Undersampling, Nearmissl (NM-1), Nearmiss2 (NM-2), Tomek-Link and Edited Nearest
Neighbor. a) Random Undersampling (RUS)

RUS is one of the most prevalent undersampling approaches. It randomly reduces genuine user instances until a size equals minority
MIT instances [27]. Consequently, critical knowledge is lost in a significant genuine user instance. It results in misinterpretation during
classification. b) Nearmiss

Nearmiss works by resampling a genuine user instance required to distinguish every class. Instances of a genuine user in NM-1 are
chosen when N nearby MIT instances meet a minimal intermediate gap. Meanwhile, in NM-2, a respective instance of genuine users is
chosen unless N outermost MIT instances fulfil the smallest average distance.

(¢) Tomek-Link (T-L)

The primary goal of T-L [27] is to perform like a classifier to diminish a majority instance by eradicating an outlier, and an equation
is formulated below. From an Eq. 2, it is observed that the connection occurs if two instances of different classes are close to each other,
an interval amid two instances is denoted as d.

d(x,z) < d(x,y)ord(y,z) <d(x,y) 2

d) Edited Nearest Neighbor (ENN)

The idea behind the ENN is to remove occurrences that do not fulfil a neighbour in KNN. The varieties of undersampling and
oversampling approaches and their operating requirements are detailed in Table 2.

Therefore, various undersampling and oversampling relevant techniques for revealing MIT are examined for anomaly detection.
The performance of various sampling techniques is evaluated using performance metrics to select the best sampling method for
anomaly detection.

3.2. Machine learning-based anomaly detection techniques

The anomaly detection techniques applied using ML methods in balanced data are discussed in this section to differentiate the
malicious insider from the genuine user. They are One-Class Support Vector Machine, Robust Covariance, Isolation Forest, Local
Outlier Factor, Lightweight on-line detection of Anomalies and K-Nearest Neighbor.

3.2.1. One-Class Support Vector Machine (OCSVM)

To squelch the challenge of classification model training adopting just one class of instances, an enhanced traditional SVM tech-
nique, namely OCSVM, is used for a key pattern generation from target class distribution, considered as a principal advantage of
OCSVM. The OCSVM algorithm is outlined below. (a) From dataset X, identify training and test samples such as Xa and Xb. (b)
Normalization is utilized to shorten training time and ensures model convergence. (c) To identify the optimum parameter combination
(g, v), always choose the function as an RBF kernel and apply a grid search for cross-validation. (d) Construct, build and train the
OCSVM model for anomaly detection.

3.2.2. Isolation Forest (IF)

IF is a kind of ensemble technique that isolates abnormal data points to compute an isolation tree (iTree) for anomaly detection with
maximum precision and computation rates. A major challenge is a less anomalous detection rate when data distribution becomes
complex. The combination of more iTree is known as IF.

Let T be a single node in iTree. An internal node may consist of two daughter nodes (T, Tr) and one test. Assuming Q and P are

Table 2
Sampling techniques and their working criteria.

Sno  Sampling Sampling type Sampling mechanism Working pattern
technique

1 ROS Oversampling Prototype selection (controlled oversampling) ~ Random based

2. SMOTE Oversampling Prototype selection (controlled oversampling) ~ KNN interpolation

3. ADASYN Oversampling Prototype selection (controlled oversampling)  Adjacent class instance

4 RUS Undersampling  Prototype selection (controlled Random based
undersampling)

5 NM-1 Undersampling  Prototype selection (controlled distance-based on minimum average (N adjacent MIT
undersampling) instances)

6 NM-2 Undersampling  Prototype selection (controlled distance-based on minimum average (N extreme MIT
undersampling) instances)

7 T-L Undersampling  Prototype selection (cleaning undersampling)  Link based

8 ENN Undersampling  Prototype selection (cleaning undersampling) ~ KNN based
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attributes from dataset X to construct iTree and repeatedly segregate by its property x;(Q) unless either requirement embodies: (a) On
the nodes, there seems to be single data; (b) The same constraints have to be followed by a node data; (c) Boundary for the tree height is
attained. If and only if the value of P is more than x;(Q), the value of x;is placed in the left subtree and vice versa. (b) For dataset X, the
average tree path length, c(n), is calculated. (c) An anomalous score is calculated using Eq. 3 for the data point x.

(h(x)
s(x,n) = 2 F o 3)

Where, the chance of being recognized as an outlier is high whenE(h(d)) — 0, s — 1. However, the possibilities are slim
whenE(h(d)) -» n, s - 0.

3.2.3. Robust Covariance (RC)

The algorithm applying Mahalanobis distance in an unsupervised technique to detect an outlier is called Robust Covariance. The
process is described below: (a) initially, identify a subset that has minimum determinant and h samples from dataset X. (b)
Furthermore, construct an average value estimator of Xi data points. (c) The covariance measure of Xi is calculated using a propor-
tional factor. (d) Consequently, calculate a Mahalanobis distance between a centre and the data point. (e) The data is considered an
outlier if the confidence coefficient is 97.5%. Some advantages of RC are high robustness and high efficiency.

3.2.4. Local Outlier Factor (LOF)

LOF applies unsupervised density methods for easy local outlier identification. The working of LOF is depicted below with eqn.8:
(a) k-distance measure of p is defined as Nk(p), between point p and point o is calculated. (b) The k-distance reachability is calculated
by |Nk(@)| >k, reach — dist(p,0) (c) Calculate the local-reachability density (Irdx(p)), and the formula is defined in Eq. 4. (d) If the
value of LOFx(p) is more than 1, point p might be identified as an outlier.

LOFi(p) - GNZW%/INM)\ @

Table 3
Specification for six machine learning based anomaly detection algorithms.

Algorithm Parameter Value

OCSVM Kernel RBF
polynomial kernel function’s Degree 3
Gamma value Auto
Nu value 0.12
Maximum iteration -1

IF Number of estimators 100
Maximum number of samples Auto
Contamination 0.1
Maximum features 1.0
Bootstrap False
Number of jobs None
Random state None
Verbose 0

RC Stored estimated precision True
Assume center point False
Support the fraction None
Contamination 0.5
Instance of random state None

LOF No of neighbors 35
Algorithm Auto
Size of leaf 30
Metric Minkowski
Metric parameter 2
Metric function arguments None
Contamination 0.1
Number of jobs in parallel None

LODA Contamination 0.1
No of histogram bins 10
No of random cuts 100

KNN No of neighbors
Weights Uniform
Algorithm Auto
Size of leaf 30
Minkowski power parameter 2
Metric Minknowski
Parameter for metric function None
No of parallel jobs None
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3.2.5. Lightweight on-line detection of Anomalies (LODA)
LODA is a type of ensemble approach [14] that creates a robust classifier acquired by combining the collection of weak anomaly
detector classifiers with fewer error rates. The working of LODA is explained below with Eq. 5

wi € AL, )

(a) Where, k one-dimensional vector creates non-zero components \/ d to compute probability density per data point. (b) Compute a
histogram per k vectors. (c) The distance between a variation of original data distribution per histogram is used for outlier identifi-
cation. (d) Repeat the process to update a histogram bin and vectors. (e) The logarithm of probabilities is utilized to compute an
anomaly score for data points based on single projection vectors.

3.2.6. K-Nearest Neighbor (KNN)

The KNN is a non-parametric lazy learning classification approach using Euclidean distance measures and requires no training time.
As a result, it is seen as a significant benefit of KNN.

The following exemplifies the KNN algorithm: (a) Using data points, the approximation distance is calculated from input vectors.
(b) The KNN has been mapped into unlabeled data points. (c) The selection of a k-parameter for the KNN classifier is required. (d)
Choose an ideal number of neighbors for categorization. (e) To detect an abnormality, create and train a KNN classifier. An outlier is a
data point that ultimately fails the k-neighborhood.

The parameter specification for six ML-based anomaly detection techniques, as above mentioned earlier, is demonstrated in
Table 3.

4. Proposed double layer architecture

The working principle of a proposed double-layer architecture is developed to alleviate the risk of class disparity for MIT detection
utilizing sampling methods. Fig. 1 illustrates the overview of a proposed double-layer architecture. The two primary purposes of a
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Fig. 1. Proposed double layer architecture.
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proposed architecture are: (i) In the first layer, evaluating variants of sampling methods using an SVM classifier based on performance
evaluation metrics and, thus, selecting a more effective sampling method. (ii) In the second layer, ML-based anomaly detection is
applied to recognize malicious behavior using well-balanced data obtained from the first layer.

4.1. Layer 1: Pre-processing and sampling system

The sampling methods mentioned earlier have been explored to determine an efficient sampling approach. Therefore, the sub-
section discusses preprocessing techniques, such as data aggregation, data encoding or transformation, and selected sampling ap-
proaches used to unravel class dissimilarity issues in double-layer architecture.

4.1.1. Data Aggregation

In the baseline dataset described in Section 5.2, employee behaviors are kept in diverse records: logon, device, and HTTP. MIT
detection in each table is time-consuming, so incorporating dissimilar tables into a single homogeneous table is necessary to perform
anomaly detection. A simple feature concatenation technique can be applied to concatenate different tables [25,26].

4.1.2. Data transformation

Integrated data has six features: Insider Threat, Vector, Date, User, Pc and Activity. The variable types of these features are cat-
egorical and ordinal; date is the ordinal variable, and others are categorical. An ML method recognizes information solely in digital
format. Consequently, the features in categorical format are converted into numerical ones using a categorical encoding technique
[23]. The date can be transformed into several epochs. This study uses categorical encoding in data transformation to alter merged
categorical information into numeric.

4.1.3. Data sampling system

Variants of the sampling approach have been employed in modeling data sampling systems using transformed data. Eight sampling
approaches, among undersampling and oversampling, have been widely used to manage class disparity issues in classification tech-
niques. The sampling methods include ROS, SMOTE, ADASYN, RUS, ENN, NM-1, NM-2 and T-L.

From the sampling techniques mentioned above, NM-2 generates well-balanced data by eliminating instances of a genuine user,
which fails to achieve an intermediate interval between the N outermost instance of a malicious class. Accordingly, it performs well
than other sampling techniques in the data sampling system.

However, no previous study has recognized the significance of any sampling method, raising a practical challenge in preferring a
considerable optimal sampling approach.

4.1.4. Evaluation metrics

Numerous performance evaluation metrics have been used for evaluating the data sampling system. A confusion matrix with
projected output is created for binary classification: False Negative (FN), False Positives (FP), True Negatives (TN), and True Positives
(TP). Where TP is the number of precisely categorized MITs, TN is the amount of accurately classified genuine user behavior, and FP is
the amount of mistakenly categorized genuine user behavior. FN is the size of incorrectly classified malicious behavior. Table 4
represents the performance metrics utilized for evaluating the performance of sampling methods.

4.1.5. SVM for Evaluation

The classification model, an SVM classifier, is modeled using sampled data from various sampling techniques mentioned earlier and
evaluated for its performance. The precise classification results in diminishing class disparity issues. The balanced data needs to be
assessed using an ML model that measures classification level. Since the present research satisfies binary classification, an SVM
classifier is adopted to estimate the working of sampling methods in a data sampling system. Table 5 explains the simulation pa-
rameters of SVM. The sampled data is split into two main parts: train and test data to build a classification model. The SVM classifier
was trained and tested using the train and test data.

The performance evaluation of an SVM classifier using sampled data depends upon evaluation metrics such as accuracy, precision,

Table 4
Performance metrics applied in this study.
Formula Description
Precision — ™ A fraction of MIT samples is considered a malicious insider. As a result, it indicates a malicious insider.
~ (TP +FP)
Recall — TP Recall, also called sensitivity, is a fraction of the threat samples strictly distinguished as a malicious insider.
" (TP +EFN)
F — score = Also named F-measure is specified as a harmonic mean between recall and precision.
o (precision*recall)
(precision + recall)
Accuracy = It is considered a general significance of a classifier and is defined as a fraction of correctly classified positive and negative entries.

(TN + TP)
((TN FTP+FN+ FP))
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Table 5

Simulation parameters of SVM.
Parameters Values
Kernel RBF
Gamma 0.001
Nu 0.02

recall and f-score. The SVM classifier is applied in sampling approach evaluation requirements, considered as attributes, and a data
sampling approach that has been developed is assessed as an alternative in an SVM classifier. The optimal performance of an SVM
classifier using a distinct sampling approach is considered an ideal sampling approach that successfully balances majority and minority
instances with respect to the metrics, as mentioned earlier.

4.2. Layer two: Machine learning-based anomaly detection

Fig. 1 indicates that a superior outcome sampling approach is selected and used for anomalous MIT detection in the second layer,
depending on outcomes from the previous layer. The balanced data utilized by various ML-based anomaly detection techniques, i.e.,
OCSVM, RC, LOC, LODA, KNN and IF, are trained to individualize malicious and genuine users in an AMITD model are examined as
follows.

4.2.1. Anomalous MIT Detection (AMITD)

An anomalous MIT detection model effectively detects MIT using balanced data. This model applies six ML-based anomaly
detection techniques using genuine and malicious behavior in balanced data to build an AMITD model. Subsequently, depending on
the proportion of abnormal behavior of users, MIT is identified that differs from a genuine user. If the difference exceeds a certain level,
that behavior is considered an outlier, and the user who performs such behavior is regarded as a malicious insider.

4.2.2. Evaluation metrics for decision making
The working of an AMITD model is analyzed using several performance evaluation metrics. Table 3 represents the performance
metrics utilized for measuring the throughput of implemented anomaly detection techniques using ML algorithms.

5. Performance Discussion

This section examines the obtained results of double-layer architecture. Section 5.1 illustrates the execution environment. The
information regarding a utilized dataset is described in Section 5.2. Section 5.3 elaborates on the experimental results of a proposed
double-layer architecture. Section 5.4 compares the performance of anomaly detection techniques using the most acceptable sampling
approach. Section 5.5 analyzes the performance of a proposed architecture with other existing state-of-the-art methods.

5.1. Execution Environment

When conducting experiments, the information regarding execution environments is specified. Used an anaconda platform for
training and testing a proposed double-layer architecture that enforces sampling approach and ML-based anomaly detection tech-
niques. It is free and open-source software and equips an environment for ML techniques using Jupyter Notebook. It has preconfigured
basic libraries in Python 3.6, such as pandas and math, whereas others require preinstallation in an operating machine for later
research.

5.2. Details of datasets

The benchmark data for this research was obtained from the CERT division of Carnegie Mellon University, which combines in-
formation from diverse sources to generate a synthetic MIT dataset [28]. However, this study applies the publicly available CERT v3.2
benchmark dataset with the condition that satisfies scenariol and scenario2 in MIT [29]. It incorporates activity information that
generated 135117169 log events from 1000 users with an interval of 516 days among two employees performed maliciously based on
MIT scenarios.

Table 6
CERT MIT scenario.

Scenario  Description

1 Personal who works after wage-hour carries a portable device and upload sensitive details via unauthorized websites, namely wikileaks.org. Tries to
resign from the organization.
2 Personal visits a career portal website to examine a business opponent’s recruitment possibilities. The personal’s anomalous activity increases the use of

a portable device and resigns an organization in the future.

10
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Logon activity and information related to browsing, file accessing, mailing, usage of removable drive, psychological measures, and
lightweight directory access protocol (LDAP) are all included in the CERT dataset. As a result, this study was conducted utilizing data
relating to the cyber activities of users in an attempt to determine MIT using existing synthetic data. This study considers a CERT
dataset that satisfies scenario-1 and scenario-2 as baseline data. In this study, information in baseline data is combined and encoded
using data aggregation and data encoding in the first layer.

5.2.1. MIT Scenarios

Table 6 depicts two satisfied situations for MIT in a CERT dataset. With respect to the scenarios mentioned above, a dataset has been
categorized into genuine users and malicious insiders in a CERT dataset. The following procedure is carried out using a CERT dataset to
characterize the behaviors of a genuine and malicious insider.

The well-sampled dataset is separated into a training-testing set for examining the proposed MIT detection model. The training set
contains behaviors of genuine users and malicious insiders, satisfying two MIT scenarios in a CERT dataset. In contrast, the testing set
confines the user activities of genuine and malicious insiders known in a training set. The working of an AMITD model using training
and testing set from a balanced CERT dataset is mentioned below:

e The equalized CERT data was split into two subsets: a training set represents the first subset for model learning, and a testing set
represents the second subset for MIT detection.

o A complete training subset is utilized for instructing an AMITD model to generate patterns for genuine user working behavior and
abnormal malicious user behavior. Later, a testing set is utilized to test a model to identify the MIT.

e Later, a testing set is utilized to examine a model that could identify genuine and malicious behavior. If a particular behavior
slightly seems abnormal and considered an MIT.

5.3. Experimental Results

The preliminary results from layer one and layer two in double-layer architecture are discussed in the following. Section 5.3.1
describes the selection of a sampling system by applying an SVM classifier based on performance metrics in Section 4.1.4. Section 5.3.2
defines the result of an anomalous MIT detection.

5.3.1. Results of first layer

The experimental result of data preprocessing and sampling systems in the first layer from the proposed double-layer architecture
that includes data integration, data transformation and data sampling system is explained in the following subsections.

(i) Results of data integration

Table 7 shows the result of a data integration method using a simple feature concatenation technique for three tables mentioned in
Section 4.1.1. The integrated table of baseline data corresponds to selected scenarios in a daily log such as http.csv, logon.csv and
device.csv. In integrated data, the standard features of the three tables are date, user, pc, and activity. In contrast, the feature named
"vector’ denotes the origin of data, and "InsiderThreat’ denotes activity either in the form of malicious or genuine.

(ii) Results of data transformation

The values of the data were gathered from integrated data. However, categorical features, namely "InsiderThreat’, 'vector’, "user’,
’pc’ and ’activity’, are encoded into numerical data. ML models only consider numerics as input. For instance, in this study, date’ is a
timestamp value and should be converted into numerics. The values of the vector feature represent the origin of user behavior, such as
logging status, device connectivity behavior and internet browsing behavior. Considering five distinct behaviors of a user in features
mentioned earlier, they were encoded as numerics [30], i.e., log-in (0), log-out (1), connect (2), disconnect (3), and HTTP (4). Table 8
demonstrates an encoded value of a categorical variable during pre-data and post-data transformation.

(iii) Performance evaluation of SVM classifier

Based on encoded preprocessed data, the different sampling approaches using an SVM classifier in a data sampling system are
illustrated in Table 9. The performance evaluation has been accomplished concerning four evaluation metrics in an SVM classifier.

The table shows performance evaluation based on four metrics using an SVM classifier. The maximum detection rate is determined
by precision, whereas a recall achieves a precise detection rate. The overall performance of an SVM classifier is determined by ac-
curacy. The f-score is used to compute the harmonic mean between recall and precision. The highest f-score is considered the most
crucial factor based on performance. The minor variance between precision and recall is notable, whereas a higher value in accuracy

Table 7
Performance result of a data integration method using a simple feature concatenation technique.
Feature name Description
Insider threat The category of activity either malicious activity or not
Vector The source of information
Date Date for every single event
User An identification number that denotes the user performs a specific action
Pc An identification number that denotes the computer where the action is performed
Activity It denotes the particular action from every user

11
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Table 8
Result of data transformation technique using categorical encoding.
Feature name Pre-data Transformation Post-data Transformation
Insider threat 1 1
Vector Logon 0
Date 07-01-2010 02:23:00 1280707200
User CCHO0959 4
Pc PC-0588 128
Activity http://linkedin.com/jobs/displayhome.html 750

Table 9

Outcome of distinct sampling approaches.
Techniques Applied Accuracy F-score Precision Recall
Oversampling Techniques
ADASYN 0.680375 0.80+0.03 0.99+0.02 0.67+0.77
ROS 0.680375 0.80+0.03 0.9940.02 0.67+0.77
SMOTE 0.680375 0.80+ 0.03 0.9940.02 0.67+0.77
Undersampling Techniques
ENN 0.680375 0.80+ 0.03 0.9940.02 0.67+0.77
NM-1 0.319625 0.484+0.00 0.974+0.00 0.324+0.22
NM-2 0.84325 0.91+0.02 0.99+0.01 0.84+0.28
RUS 0.716625 0.8040.03 0.99+0.02 0.71+0.74
T-L 0.680375 0.80+ 0.03 0.9940.02 0.67+0.77

and precision is regarded as the least important.

(iv) Results of SVM classifier in data sampling system

The performance result of various sampling approaches in a data sampling system based on an SVM classifier is discussed in this
subsection. An SVM classifier is evaluated using previously specified four evaluation metrics. It is noteworthy to consider accuracy,
recall, precision and f-score.

Table 9 demonstrates the impacts of an SVM classifier, implying distinct sampling approaches. It is noted that the outcome remains
identical for ROS, SMOTE and ADASYN. In addition, correctly classified genuine behavior is more diminutive. Therefore, it is complex
to confront issues of class disparity with oversampling methods.

In contrast, the value of the f-score using the NM-1 undersampler is nearly insignificant, and the detection rate of malicious activity
is insufficient. ENN and T-L outcomes are closer to similar and could be tolerable. However, NM-2 enhanced the creation of synthetic
MIT instances and outperformed ROS. Consequently, it obtained maximum effect in four performance metrics as mentioned earlier
than oversampler.

Therefore, the best sampling approach is selected based on the above analysis. The result is compared with the outcomes of an SVM
classifier utilizing disparate data listed in Table 10.

Table 10 noticed that malicious activity is never witnessed by an SVM classifier using disparate data. In contrast, considering
balanced data in an SVM classifier, it accurately signified non-malicious actions and obtained a higher recall value than disparate data.
Meanwhile, balanced data acquired reasonable precision and f-score and exceeded disparate data, along with sufficient accuracy, to
discover malicious actions. Hence, NM-2 is considered the best-performing sampling approach in a data sampling system using an SVM
classifier based on the metrics mentioned above.

5.3.2. Results of second layer

The best sampling approach is selected, relying on its performance from the previous layer to obtain well-balanced data for
modeling a consecutive layer of double-layer architecture for MIT detection. Corresponding to the outcome from Table 9, it is
noteworthy that the NM-2 sampling approach outperforms other sampling approaches to crack CIP. Therefore, the architecture of the
second layer contains a primary module: (i) An AMITD applies various ML-based anomaly detection techniques. An AMITD module
uses a balanced sample using NM-2 from a data sampling system to build six anomaly detection methods that differentiate malicious
from the genuine user corresponding to user behavior. The leading anomaly detection technique is selected based on performance
metrics mentioned in Table 3 for insider threat detection.

(i) AMITD
Table 10
Pre and post undersampling technique.
Training set Pre Sampling Post Sampling
Majority class Non-Malicious activity instance (0, 39732) (0, 268)
Minority class Malicious activity instance (1, 268) (1, 268)

12
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Initially, the working process of a suggested AMITD model is examined using sampled data, in which six anomaly detection
techniques are trained using activities of both known MIT and genuine users. It implies that various anomaly detection techniques were
trained and learned to generate a pattern based on the behavioral scenarios of a malicious insider. The results of a proposed AMITD
model in a confusion matrix are given in Fig. 2.

Fig. 2 demonstrates the confusion matrix of six anomaly detection techniques for discovering MIT. The highest values in metrics,
namely, true positive and true negative, indicate a fair outcome, compared with their lesser values denoting the poorest outcome. The
declining values in negative standards, i.e., false positive and false negative, suggest the most promising outcome, but their elevated
value demonstrates an inadequate outcome.

The performance of anomaly detection methods can be cross-verified using evaluation metrics, namely accuracy, precision, recall
and f-score, and the result is depicted in Table 10. These metrics are considered positive evaluation criteria; the highest value denotes
the most exemplary performance. In contrast, the declining value denotes downgrade performance. From the above noteworthy
analysis, it is perceived that a proposed model delivers a desirable result since it has been trained using six anomaly detection al-
gorithms and understood a pattern of atypical etiquette in accordance with the given scenarios of MIT.

5.4. Performance comparison

Fig. 2 shows that LODA and KNN provide similar outcomes and fail to detect malicious activity. i.e., a value of TN is 0. Hence, they
are ignored. The false-negative for LOF and IF are 232 and 217. i.e., they consider numerous genuine activities as malicious and
excluded as unsatisfying. RC highly misinterpreted both genuine and malicious activities and obtained a false positive and false
negative rate of 119; consequently, it is cornered. The value of TN for OCSVM is 268, i.e., it predicts all malicious activities without
misinterpretation. The comparative analysis shows that OCSVM outperforms other anomaly detection techniques in determining
unusual actions in an organization.

Table 11 shows the values of evaluation metrics such as accuracy, recall, precision and f-score to measure the performance of six
detection models in AMITD. It reveals that OCSVM obtained an accuracy of 82.46%, which is higher in contrast to other techniques in
the AMITD model. Furthermore, correctly detected instances are higher in OCSVM and achieved 100% compared to 30%, 55%, 51%,
49.81% and 49.81% obtained by IF, RC, LOF, LODA and KNN. But, the detection rate or precision rate of OCSVM is 64.9%, which is
lesser than 98.88%, 55.59%, 93.28%, 100% and 100% received by IF, RC, LOF, LODA and KNN. Therefore, it correctly predicted an
entire detected instance without misinterpretation. Thus, it achieves a 78.72% f-score which is higher and outperformed other
anomaly detection models in AMITD.

It is confirmed that OCSVM surpasses other anomaly detection techniques using sampled data from the first layer. Based on the
accuracy, the performance of OCSVM is 25% higher than other anomaly detection models. It is observed that the f-score is 10% higher
than other anomaly detection models, achieved 100% recall within a less detection rate, and surpassed other models

However, the above analysis prefers a comprehensive outcome of the OCSVM-based anomaly detection model, which is excellent to
others. As a result, an AMITD model has been used to witness the behavior of MIT.

5.5. Comparisons with other existing state-of-the-art methods

The following section compares the outcome of a proposed novel AMITD model with alternate solutions from current state-of-the-
art techniques. These outcomes were illustrated on the subject of the four evaluation metrics mentioned above and utilized to evaluate
the AMITD model. Subsequently, an effect of a proposed AMITD model is compared with others comprised of deep learning, boosting
techniques, and hybrid solutions for detecting malicious behavior, as portrayed in Table 12.

Confusion Matrix of Anomaly Detection Techniques

TP WFP WFN mTN

268 265 250 268 268 268 268
217 232

174
149 149

119
94 119

51 18 36
0 3 . 0 0 0 0

Number of Detection Rates

0OCSVM IF RC LOF LODA KNN
Algorithms Used

Fig. 2. The outcome of anomaly detection techniques in AMITD model.
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Table 11

Performance of ML-based anomaly detection framework.
ML algorithms Accuracy Precision Recall F-score
OCSVM 0.8246 0.6492 1 0.7872
IF 0.5895 0.9888 0.3091 0.6112
RC 0.5559 0.5559 0.5559 0.5558
LOF 0.5335 0.9328 0.5186 0.6665
LODA 0.5 1 0.4981 0.6649
KNN 0.5 1 0.4981 0.6649

Table 12

Comparison of AMITD with other state-of-art methods.
Study Method Dataset Results

Precision Recall F-score Accuracy

[5] Adaboost TWOS - 98% - 98.3%
[7] LightGBM CERT - - 70.42% 98.03%
[9] SOM CERT 71.77% - - 88.38%
[11] Random Forest CERT 65.6% 80.71% 70.61% -
[13] Random Forest CERT - - - 98%
[15] Random Forest CERT 96.52% - 75.42% -
[18] RF CERT 51% 50% 49% 90%
[19] Kmeans+PCA CERT 89% - - -
[23] CGAN CERT 79.12% 76.07% 74.85% -
Proposed method OCSVM CERT 64.92% 100% 78.72% 82.46%

Table 12 adheres that a proposed method achieved 82.46% accuracy, which is lower than other methods. However, it gained 100%
recall with a 78.72% f-score which is superior, and it successfully confronted the CIP and even excelled boosting technique.
Accordingly, the contrast between an AMITD model and other present works reveals that a proposed novel method went beyond others
with the utmost performance and detected an MIT precisely.

6. Conclusion and Future scope

In this study, an innovative double-layer architecture has been enforced to outdistance the restrictions of predominating MIT
detection methods. The proposed architecture is assessed using CERT v3.2 dataset. A CERT dataset experiences primary preprocessing,
i.e., data integration, transformation and sampling system during the initial layer of proposed architecture. A combined concealed data
from the first two preprocessing techniques in the initial layer is sensible to classification using an ML model owing to the imbalanced
number of instances between malicious and genuine users, and the CIP arises. But the sampling system in a proposed initial layer
processes the CIP for MIT detection.

Furthermore, in a sampling system, the uniform data generated from various undersampling and oversampling techniques, i.e.,
NM-1, NM-2, T-L, RUS, ENN, ROS, SMOTE, and ADASYN, are exploited to model an SVM classifier. Subsequently, to prefer the finest
sampling method, determine its performance using performance metrics such as precision, recall, f-score and accuracy. A surpass
performance of NM-2 achieves the CIP and is utilized to perform ML-based anomaly detection techniques in an AMITD model from the
second layer. In an AMITD model, six classifiers such as OCSVM, IF, RC, LOF, LODA and KNN, are modeled employing balanced data to
individualize malicious insiders from genuine users. The performance of an AMITD model was valuated using precision, recall, f-score
and accuracy. An OCSVM classifier accomplished the most promising outcome concerning the performance metrics, i.e., 100% recall,
79% f-score and 82% accuracy are considered in this work and other existing methods.

Ultimately, the composite framework for MIT revelation using a hybrid algorithm will probably be reconnoitred to maximize a
proposed framework’s detection rate or precision value.
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Keywords: In cybersecurity, one of the most significant challenges is an insider threat, in which existing researchers must
Insider threat provide an extensive solution aiming at an enhanced security network. This study proposes a comprehensive
Malicious insider threat taxonomy as well as a state-of-the-art research categorization according to the contribution of insider threat
-ll\:las_:;ueraders incidents and the defensive mechanism utilized against such insiders. The major objective of a proposed
raitors

categorization is to provide structural information in the field of insider threat based on past research
theories for analyzing literature review. The proposed categorization is classified into four groups: (i) dataset
analysis, (ii) incident analysis, (iii) defensive solution, and (iv) encountered challenges. However, the respective
taxonomies and annotations are included for complete insight into insiders. i.e., existing studies on systematic
taxonomy based on incidents of insider threats are presented. The major contribution of this study in the
area of insider threat is to deliver the following knowledge to upcoming domain specific researchers: (i)
taxonomy in an innovative systematic approach concerning the categories of incidents and determine the
possible defensive mechanism against insiders. (ii) a study on available benchmark datasets used by existing
research for evaluating the defensive mechanisms. (iii) a brief description of past solutions and frameworks to
model insider behavior with the aim of studying existing defensive mechanisms, and (iv) a short discussion of
challenges encountered by defensive solutions based on existing research in the area of insider threat.

Unintentional insider threat

1. Introduction N . . P .
illegitimate surveillance and eavesdropping on sensitive information

in a perpetual manner carried by impertinent for self-curiosity, ac-

In the era of information technology, the organization seeks flexible 3 s 5 ) i :
tive attacks are more intrusive and aims at boundless manipulation,

business solutions by means of platforms, software, and infrastructure,
which can be accompanied by cloud computing as an integral frame-
work that uses the internet as a medium to incorporate confidentiality,
integrity, and availability of on-demand cloud resources. The orga-

extinguishing, or exploiting the intended cloud resources.
Some of the common types of active attacks in a cloud-adopted
organization contain misconfiguration and insufficient change control,

nization recommends deploying cloud services in private and hybrid hijacking of cloud accounts, weak control plane, lack of visibility in
clouds to enhance security and privacy compared to a public cloud. cloud usage, exploitation and despicable use of cloud services, cyber-
Since cloud security is still an emerging challenge due to adopting its attacks, denial of service attacks. Meanwhile, passive attacks such as
evolution, business information, including Intellectual Property Rights malicious insider, deficiency in cloud security policy and architecture,
(IPR), and Personal Identification Information (PII) of stakeholders and insufficient management in terms of identity, credential, access and
customers stored in cloud storage remains at risk. However, threats in key, insecure interfaces and APIs, unauthorized access, and external
cloud security are categorized into two broad areas based on the nature data sharing are hard to recognize compared to active attacks. Due
of the ambush in an organization. i.e., Active attack and Passive attack. to the surreptitious nature and lack of active interruption to cloud-

An active attack is a cyberattack involving an unauthorized individual
attempting disruption in cloud-based systems and compromise them for
confidential data and services. Unlike passive attacks, which involve

based data, most security measures in intrinsic cloud security target
to recognize active attacks and leaving passive attacks behind them.
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However, passive attacks like insider threats are a significant concern
for data security in a cloud-adopted organization.

Insider threat is an unauthorized individual who has legitimate
access privileges to cloud-based systems containing sensitive infor-
mation using valid credentials for personal curiosity. The chances
of recognizing insider threats are less because of their trusted privi-
leges, which results in massive information disclosure to unauthorized
entities. In addition, it threatens cloud security and is presumably
strenuous to detect. Thus, it inflicts immense damage on enterprises’
reputations, financial assets, and intellectual property. The investiga-
tion reported by Forbes [1]: “Insiders often felt optimistic about being
accompanied by an influential extortion hacker group named Lapsus
to perform corporate malice, espionage, social engineering, and prog-
nosticating may increase corporate targets in 2023". Another survey
investigating top costly data breaches [2] highlights insiders’ impact in
some organizations in 2022, such as Revolut financial technology, Zoe-
top e-commerce, Nelnet Servicing, Twitter, Uber, Rockstar, Medibank,
WhatsApp, and Optus telecommunications, which experienced massive
impactful data breaches. According to a survey [3], the primary cause
of data breaches is intentional monetary gain (49%), targeted outsiders
(18%), impulsive data breaches (1%), and others (or unclassified).
However, major vulnerable factors for stimulating insider-led data
breaches include exploiting cloud vulnerability, abusive cloud service
providers, sensitive information theft, and hosting malware in cloud
services.

According to a data breach investigation report in 2022 [4], from
82% of individual-related breaches, outsider-related threats are 80%
higher than insider threats. However, the probability of records being
compromised by insiders is 76%, where 96% are for personal gain.
Although the major consequence of such cases is a financial loss for the
organization, it is also considered a law-breaking incident. Because, it
questions business loyalty that is being manifested to the host country
or the public. However, the hidden consequence of insider threat in an
organization is irreversible compared to the primary consequence of
financial loss. In general, an insider is a legitimate user with authorized
access to classified information and recognizes the vulnerabilities in an
organization’s network or system that affect confidentiality, integrity,
or availability. Many attacks caused by insiders are more challenging
to perceive than those of peripheral invaders whose footprints are
harder to assail [5]. In addition, an elevated tendency has been sensed
in recent years for unintentional insider threats [6]. Therefore, the
motivation for dealing with insider threats is very high and is likely
to grow.

Understanding the threat landscape in the knowledge of insider
threat is a required concern in a literature review. Several researchers
have made various attempts to examine this field in recent decades.
Unfortunately, the existing literature experiences numerous shortcom-
ings and requires an updated, more extensive survey in the insider
threat field. To illustrate the comprehensive nature of a survey, some
focus primarily on the detection mechanism [7-9], which restricts an
organized approach to categorize literature [10]. The main objective
of this study is to accompany an expansive literature survey in an area
of insider threat in a systematic manner, with respective knowledge
and research conducted in this field. Since security practitioners and re-
searchers require exploratory defensive solutions for targeted business
problems, this study aims to systematize existing defensive solutions in
an area of insider threat.

1.1. Survey approach

The main objective of this study is to address the identified limita-
tions in the present research and consolidate them in a more prevalent
and contemporary literature study. It emphasizes review and consoli-
dated taxonomies to categorize the literature in a systematic mecha-
nism. In addition, an updated bibliography from the previous survey
is revised to ensure relevant work being addressed consistently among

the top 100 best-ranked papers in the field of insider threat since 2005
from Google Scholar. Moreover, the topmost cited papers are retrieved
from Web of Science databases based on the research topic. Altogether,
our retrieved sample research set contains 350 works, and 150 should
have been addressed, which fails to satisfy the most relevant criteria.
The critical requirement of this survey is to select the most relevant
research paper in terms of a year, citation, and problem domain that
reviews existing state-of-the-art approaches and categorizes them based
on various criteria among a wide range of research in the field of insider
threat.

Survey Scope. The broad scope of a present survey in the field
of insider threat is based on the following criteria: (a) The articles
included in this survey were selected based on the domain of insider
threat problem, including definitions, taxonomies of insider threat,
analysis and modeling of defensive solutions in terms of detection
and mitigation mechanism aligned with a relevant feasibility study.
(b) Since this survey’s primary focus is an insider threat problem,
articles tangentially relevant to an insider threat problem, including
masquerade detection approaches, are excluded. (c) The article au-
thored by the same group with similar state-of-the-art methods across
multiple papers is ignored. Meanwhile, papers are only included if
the latest version of a study that derives limited information from an
older version of the study is included in this survey. Based on a scope
of survey as guidelines on analysis, the latest literature is studied in
an iterative process that categorizes the literature review for finding
research articles in a particular field. While processing the papers with
the constraint of survey scope, information, including several abstracts,
proposed workflow, and bibliography, is identified and categorized
according to the proposed study. It contains a review of datasets,
incidents, analysis and modeling of practical solutions for detection and
mitigation mechanisms, and challenges encountered concerning the
best practices. However, the proposed categorization provides valuable
insights to classify works in the literature, thus allowing researchers to
recognize appropriate relevant work.

1.2. Contribution

This article presents a novel insider threat survey that includes well-
versed, comprehensive, concise, and easy to understand for researchers
looking for specific information in a broad area. In this study, the
significant contributions are summarized as follows: (a) Categorizing
varieties of insider threat studies systematically to enable readers to
acquire a panoramic interpretation of this diverse topic. (b) survey
prevailing taxonomies on insider threat problems, and anticipating
a practical and amalgamated taxonomy used for classification: (1)
Incident on insider threat, or (2) specialization/coverage of a defen-
sive solution for detection and mitigation mechanism. (3) Collective
information of publicly accessible benchmark datasets utilized for eval-
uating existing detection mechanisms and contrast to other studies is
comprised in this survey. (4) Identify existing challenges in insider
threat detection and mitigation for auxiliary research directions.

Some of the notable potentials of above specified proposed tax-
onomy and categorization framework are specified below: (i) easy to
acquire domain-specific knowledge for budding researchers, (ii) it is
flexible for researchers to identify and pinpoint the shortcomings by
reviewing various categories of insider threat based on their empir-
ical behavior in cybersecurity, (iii) In contrast, it is also effective in
providing the association of ideas to overcome the existing challenges
specified in proposed taxonomy.

The paper is structured as follows. Section 2 elaborates on previous
research with their contributions, limitations, and originality exists in
their research. Section 3 discusses existing definitions and taxonomies.
In Section 4, the past research concerning an insider threat problem
is categorized and discussed. An explicit characteristic and subdivision
of target major categories are organized as follows: Section 5 deals
with incidents and datasets, Section 6 analyzes the incidents, and
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Section 7 summarizes defensive solutions in detection and mitigation
mechanisms. Section 8 discusses the challenges encountered. Finally,
the paper is concluded with further possible directions in the field in
Section 9.

2. Existing surveys

This section discusses a summary of previous research and surveys
on insider threats, along with a unique proposed taxonomy that is
different from previous research.

An ancient taxonomy of malicious threats was first developed by
Wood, who classified them based on characteristics of job and attack,
hidden motivations, and behavior. Subsequent taxonomies are evolved
by modifying the principal taxonomy involving mobile attack charac-
teristics. However, a taxonomy of malicious insiders is divided into two
broad categories based on their behavior characteristics in the target
system: traitor (or malicious) and masquerader (or compromised) [9].
Further, the enhanced taxonomy of insider threats is three in total,
along with careless (or unintentional) perpetrators [11].

The existing literature on insider detection is reviewed, and the
research is categorized into three types of approaches: (a) client-based
user profiling approaches, (b) third-party level approaches, and (c)
service provider-based approaches. Accordingly, service provider-based
and third-party level profiling might have a higher chance of recog-
nizing traitors. Client-based user profiling has less chance of iden-
tifying traitors. Meanwhile, masqueraders and careless perpetrators
are difficult to recognize using all three approaches. The research is
categorized in terms of combined psycho-social behavior with technical
activities that include the combination of sociological, organizational,
psychological, technical, and socio-technical [12]. However, relevant
works are segmented into five categories irrespective of insider be-
havior: biometric-based, cyber activity-based, physiological behavior-
based, physical behavior-based, and others [13]. Top trends such as
indicator-based, behavioral-based, and artefact-based are considered
for detection methodologies using risk analysis [14]. The authors cat-
egorized the research based on mitigation strategies in the field of
insider threat into six classes in terms of strategies used in prevention it-
self [15]: (1) physical biometric-based, (2) behavioral biometric-based,
(3) physiological biometric-based, (4) host-based asset metrics, (5)
network-based asset metrics, and (6) combined asset metrics. The au-
thors discussed critical challenges in malicious insider threat detection
and mitigation mechanisms from the big data perspective, stated trends
in the field, and provided best practice recommendations for future
research. The author summarized the available dataset utilized for
insider threat detection mechanisms based on previous research.

2.1. Comparison with our survey

The previous literature review focuses on categorizing diverse stud-
ies that include a systematic review of threat detection mechanisms [7-
9,11,16]. There are minimal research characteristics based on domain-
specific detection and mitigation mechanisms: insider threat detection
approaches [8,141, and insider threat prevention approaches [17]. Our
primary focus is to conduct a comprehensive survey related to insider
threat involving homogeneous studies [10-12,18-20]. Therefore, it is
essential to perform insightful categorization based on the workflow of
research efforts to make fine-grained categorization per category.

3. Definitions and taxonomies

In this section, the term ‘definitions’ and ‘taxonomies’ existing in
the area of insider threat are discussed. It includes heterogeneous
definitions of insiders and their possessing threats in addition to ex-
isting taxonomies are described in short. It contains three categories
in consonance with the purpose of insider, such as malicious and
unintentional.

3.1. Definitions

The following annotation perceives knowledge of insiders and in-
sider threats. An insider is an employee within an organization who
utilizes special privileges such as access, trust, knowledge, or security
policies. In contrast, insider threat is an act of exploiting such trusted
privileges to pose a threat to an organization by violating security
policies. However, the variation between malicious and unintentional
insiders affects the annotation of insider threats irrespective of their
actions. Some well-known definitions assume insider threat is a threat
influenced by malicious intention [21,22]. However, others fail to
distinguish malicious and unintentional insiders but focus on studying
both [12,23-26]. Meanwhile, [6] reviewed and defined the knowledge
of unintentional insider threats in their study.

3.1.1. Annotation “insider”

An insider is defined as someone with legitimate access to an
organization’s computers and networks [25]. As per a report from
IBM [27], “an insider is a disgruntled current or former employee
misusing sensitive credentials intentionally/unintentionally for revenge
or/and monetary gain to disrupt business functionalities”. The primary
aim of insiders is intellectual property filch, disrupting trusted net-
works, and utilizing previous information stored in mobile removable
drives to impulse online fraud [28]. Regarding information security,
an insider is a subject specializing in personal information in classified
fields. However, another term specifies insider as a permitted user who
maltreats their authority in addition to their experience and neighbor-
ing acquisition in a secured network can disrupt an organization with
substantial impact [29]. Authorized insider access in an organization’s
constitution is due to the cognizance of network topologies [30].

In contrast, [31] describes anyone enchanting higher authority to
implicit computing resources that include computer framework, data,
or program in the inconsistent manner of capricious members. [32]
categorized insiders based on trust and concluded them as individuals
empowering legitimate rights for accessing, representing, or deter-
mining regarding organization assets. Regarding security policies for
insiders, [33] considered them a trusted entity that delimits the set
of rules in such policies. Where, a non-binary approach is required
to indicate the degree of insider access and propose an access control
mechanism containing a set of rules for obsessing explicit information.
Notably, authors are less interested in interpreting the terms legitimate,
uncategorized insiders and outsiders. However, authorized access is
possessed by both parties in addition to entering security systems based
on system characteristics and organization policy. Consequently, [26]
represent insiders as external third-party entities such as independent
contractors, business partners, former employees, etc.

3.1.2. Annotation “insider threat™

The term insider threat is comprehensively described by [25], say-
ing that insider activities are vulnerable to sensitive information such as
data, resources, and an organization’s turbulent process. Trusted insider
perpetrates harmful activities to an organization that injuriously affects
and benefits an individual [34]. People or employees are considered
an originating factor of insider threat by [22] with the constraint of
exclusive rights to secured information by abusing their authority and
resulting in plotting vulnerability to an organization’s security policy.
Insider threat is determined as a privileged employee who attempts to
violate security measures to prompt embezzlement [12]. In addition,
conscious exploitation in security networks is considered an evolving
factor for insider threat [22]. However, an abusive event in a trusted
entity outputs a vulnerable event to security policies by compromis-
ing a set of rules considered for insider threats [23]. However, such
vulnerable activities cause explicit risk to an organization [23].
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3.1.3. Annotation “unintentional insider threat”

An unintentional insider threat is described as a working or ex-
employee, general contractor, or business partner by [6] based on
the following characteristics: (1) hold consent to an organization's
computational network, data or system. (2) never retains malevolent
intention in ignorant activities and causing harmful acts. (3) increasing
the likelihood of subsequent vulnerability to an organization system
concerning confidentiality, integrity or availability. They were also
identified as an inadvertent insider threat by [35] for their charac-
teristics of being careless, inattentive, complacent, or under-trained
employees unconsciously accessing information systems with proper
authorization. However, the trait of accidental inference magnifies
private information disclosure inadvertently [36].

3.2. Taxonomies of unintentional insider threat

In this section, the term ‘definitions’ and ‘taxonomies’ existing in the
area of insider threat are discussed. It includes heterogeneous defini-
tions of insiders and their possessing threats in addition to existing tax-
onomies described in short. It contains three categories in consonance
with the purpose of insider, such as malicious and unintentional.

CERT Derived Taxonomy

The quadra of unintentional insider threat is defined by [37] for
privacy rights: the process of developing malware or is developed
using socially engineered sensitive information such as phishing attack,
rooted USB drive is known as malicious code; The act of publishing
sensitive records in either online (or Web) or offline (such as fax, mail
to an illegitimate recipient) is known as divulge; Coincidental expose
to physical documents is a trait of disclosing adrift, disposed of, or
abscond with a non-digital document including paper records; however,
possessing digital records that are being adrift, disposed, or abscond
with a laptop, CD, external drive is known as movable device previously
owned.

Insider Typologies

Considering past research, unintentional insider threats are cat-
egorized for their negligent and well-defined motivation [38]. The
employees are divided into four types based on the risk of data leak-
age: underminers—the act of violating security policies; excessive oppor-
tunistic — deliberate to evade security mechanisms for more effective-
ness, data leakers, and social engineers. Some known sources of data
leakage include accidental loss of storage drives, secondary data storage
to personal PCs, sharing information in public posts, third parties, etc.

3.3. Malicious insider threat taxonomies

3.3.1. Inside corruptor

Considering confidential networks, historical studies show the clas-
sification of inside corruptors and distinguish them into three categories
in which audit trails misrecognize them, defined as follows. Masquer-
ader —an explicit attacker to detour security controls and penetrate into
secure systems, or an implicit attacker anticipates possessing targeted
credential information to accomplish malevolent activities; Miscreant
attacker-mishandles trusted privileges with the aim of misuse instead
of masquerade; Surreptitious users—an administrator with the potential
of knowing, managing, and controlling security makes them hard to
inspect. Previous research fails to include actions relevant to outside
corrupters in the working environment. Therefore, this study intensely
describes the malicious insider threat involving implicit misuse.

3.3.2. Typologies of insider threat

The characteristics of insider threat are classified into three types
[39]: Access embezzlement — complicated to recognize since insider
intent is authorized access with the motive of dishonesty. Evading secu-
rity — the process of bypassing a certain level of defensive mechanism
without interruption and aiming to bypass further. Insufficient access
control — a technical error due to vulnerability or misconfiguration in
the access control element.

3.3.3. Insider threat with various types of knowledge

Malicious insider threat is differentiated into two groups based
on knowledge acquired [9]: masquerade and traitor. Traitors acquire
internal security systems by possessing knowledge of working princi-
ples and security policy. Since, they are self-centered and ambitious,
they perform malignant activities using their retained credentials. In
contrast, masqueraders possess a minimum level of knowledge as they
break in through the credentials of authorized employees and utilize
them to accomplish malicious activities on behalf of others. For in-
stance, a sufferer’s account is attained by exposing the vulnerability of
a secure system. It is noticeable that the characteristics of traitor and
masquerader are not entirely dissimilar. The objective of a masquerader
is to acquire the user credential information; meanwhile, a traitor aims
to utilize them.

3.3.4. Categorization of insider threat in cloud computing

An insider threat in cloud computing is differentiated into three
broad groups: Rogue administrator in service provider — governs the
activities of possible victims or their on-demand resources that might
be leaked or exploited for intellectual property theft, financial fraud,
or disrupting the reputation of a cloud service provider. Exploitation of
vulnerability in the cloud — Insiders perform illegitimate activities such
as replica exploitation for fraud. Exploitation of cloud services — perform
disloyal actions despite company policies. It includes deciphering pass-
word credentials, data exportation, and DDoS attacks that are hostile
to the company. Meanwhile, from a cloud computing perspective,
an insider’s target is to abscond and abuse cloud services contrary
to standard insider threats. The insider threat in cloud computing
is categorized into two types [40]: Cloud provider employed insider —
an administrator who willingly utilizes legitimate privilege to exploit,
backup and exfiltrate the hosted client resources such as performing
systematic backup to exploit Personnel Identification Information in
cloud data storage, VMs, etc., and organization employed insider is
similar to activities of traitor that result in deploying IT to the cloud.

3.3.5. Classification of organization-hired insiders

Insiders employed by organizations are classified into four cat-
egories [41]: Pure insiders —daily employees with limited privileges
to accomplish designated jobs such as accessing cards, and targeted
networks for services. Meanwhile, the case of pure insiders utilizing
privileged rights is considered distinct. Group of third-party personnel —
forming insider associates including general contractors and intrinsic
personnel possessing restricted authority involving diverse categories
within an organization such as cleaning workers, service members, etc.
However, the communication between such insider associates through
physical contact with diverse departments results in finding privacy
credentials. The chances of rooting key-loggers are higher as they sniff
sensitive information. However, internal affiliate and external affiliate in-
siders signify the individuals without justification and authorization to
bypass an organization’s security. However, family acquittance, friends,
and known employees comprise internal affiliate insiders who abuse
the sensitive credentials of employees to commit harmful activities.
Meanwhile, external affiliates are distrustful individuals extrinsic to an
organization obtaining core access to the network, such as utilizing and
evading insecure WiFi, and reverse-engineered sensitive information of
legitimate personnel.

3.3.6. Categorization of insider profiles

The insider is profiled into two groups with the constraint of ac-
tivities, presence and character of associates [41]: Primitive insiders
are the profile of insiders containing specific characteristics, including
predators being accused, caught, and offended. In contrast, sophisti-
cated insiders are competent and formidable to capture. Some of the
significant characteristics of primitive insides are defined below. (i)
They have nominal technical knowledge but experience in diverse job
designations. (ii) They are involved in IP theft, and personal curiosity
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motivates them. (iii) They tend to ignore the adverse outcomes of their
respective actions. (iv) Since they are emotionally high, their unfamiliar
activities are subject to suspicion among colleagues. Sophisticated insid-
ers have a profile containing the following characteristics: they tend to
perform malicious actions in the long term and are considered more
threatening compared to primitive insiders. Some vital characteristics
of sophisticated insiders [41] are being objective to reach higher desig-
nation due to their responsibilities, performance, reliability, diligence
and management skills.

3.3.7. Categorization of insider threat level

Insider threat is classified into three levels [41], in accordance with
a distinct consequence: Self-motivated insiders in level-1 due to their
peculiar motive in the form of revenge and considered complacency.
In level-2, recruited insiders or individuals influenced by third parties
are considered and oppressed using monetary or personal hatred. Since,
the trustworthiness is less in recruited insiders, the third-party prefers
peculiar insiders hooked on the target organization. Planted insidersin
level-3 contain completely explicit third-party and insiders; both work
together to exploit the targeted organization as authorized personnel
and perform data exfiltration in the near future.

3.3.8. Typologies of intention

The significant factors influencing insiders to take a path of the
dark side discriminated [41] into three groups: Fiscal — competitor
organizations target the individual with fiscal requirements and bribe
them to perform insider threats in a working organization. As a result,
they become an enthusiastic insider. Political — the disparate political
opinion between employee and employer encourages an employee to
associate with external malevolent personnel to accomplish detrimental
activities. Personal — an employee’s motive is to either seek past
company secrets and utilize them for blackmailing or assemble vulner-
able bait to capture new, sensitive, surreptitious information about a
company.

3.3.9. CERT profiled insiders

CERT outlines and profiles insider threats into three broad cate-
gories [42]: IT sabotage — insider exploits IT companies to damage
the organization with the help of resentful employees who acquire
governing privileges and technological skills. For instance, disgruntled
employees place logic bombs and activate them during job termination.
Intellectual property theft comprises the reconnaissance executed by
employees with the knowledge of both technical (such as software
developers and engineers) and non-technical (such as salesmen and
clerks) to collect sensitive information as perpetrators and utilize it
during their termination. For instance, some cases of IP theft include
exploiting IP for personal objectives or vending it to competitor or-
ganizations. An employee is considered fraud owing to illegitimate
alternation or hiding the information of the organization for individ-
ual advantage, perpetrated and accomplished by primitive employees
acquiring non-technical skills. For instance, desk employees with greed
who face huge financial complications are encouraged to commit long-
term insider fraud and are often assisted by extrinsic organization
units. However, they are considered miscellaneous [6] for categorizing
literature under such profiles.

3.4. Systematic taxonomy on insiders

This section represents the systematic taxonomy of insiders’ be-
havior based on the above-discussed annotations and taxonomies. The
objective of the systematic review is to provide a broad study of existing
taxonomies regarding typologies, target networks and characteristics of
insiders. It contains detailed subcategorization for a specific threatening
insider in a structural manner. The proposed systematic taxonomy in
the domain of insiders is illustrated in Fig. 1 based on incidents of

malicious and unintentional insiders. The proposed taxonomy is catego-
rized into three groups and is discussed below. Typologies — the insiders
are classified based on two subgroups such as knowledge-oriented
and behavior-oriented. Characteristics of an insider are defined using
intention, levels, and profiles as three notable subcategories. In cloud
computing — the incidence of insider threat remains high in the cloud en-
vironment because of various factors responsible for their employment,
including cloud provider-employed and organization-employed.

4. Proposed categorization

From determining the annotations and taxonomies to categorize the
literature, it is analyzed that failures are encountered in determining
defensive solutions of previous research. Thus, in this section, the
pivotal focus is to group the existing research in the insider threat
domain using the proposed categorization mechanism. The overview
of the proposed mechanism comprising four categories is outlined in
the subsequent sections below.

4.1. Workflow of research contributions

The study of past research is categorized in accordance with [43]
using a grounded theory mechanism that contains five steps to conduct
an insightful literature review on insider threat. Stage one — Initially,
required input specifications such as enclosure/disclosure criteria, suit-
able data items about the research field, and search constraints are
stated. Stage two — searching the essential literature in the field of
insider threat. Stage three — filtering out unessential and similar articles
based on titles, abstract, and presence of a forward-backwards bibliog-
raphy. Stage four — instigating fundamental principles for analyzing
past research based on grounded theory that comprises a hierarchy of
categorization from top, subcategorization, and their integrations. Stage
five — presents observation and perception in the targeted field.

Furthermore, the major focus of this survey is to represent the
categorization of research using proposed contributions that start with
incidents and conclude with an available solution. The defensive so-
lution is illustrated for detection, mitigation and prevention in the
area of insider threat. Besides, psychosocial behavior is analyzed and
categorized to illustrate the incident analysis of insider threat. The
study of a dataset concerning insider threat is gathered and categorized
to showcase the existing insider threat benchmark data. However, the
workflow of the proposed categorization contains four groups described
below: (i) Dataset analysis describes available synthetic datasets used
to evaluate insider threat detection models illustrated to analyze and
model insider threat solutions in terms of incident type, which is
explained in Section 5. (ii) Incident analysis focuses on studying insider
threat behavior to model and group threat incidents as well as describ-
ing available taxonomy and definition, modeling behavior framework
based on insiders’ kill-chain path, and their attack indicators. The
critical point of this analysis is to identify significant intention by
observing trials, which helps model the categorization of reviews based
on defensive solutions.

More information about incident analysis is described in Section 6.
(iii) In defensive solutions, the information regarding existing solutions
in terms of detection and mitigation is categorized, including decoy-
based solutions and procedural solutions as subcategories. Moreover,
this category illustrates the knowledge of defensive solutions, and
their area of development is discussed in Section 8. (iv) In Section 9,
the challenges faced by existing solutions to defensive strategies are
explained as an analysis of challenges. In other words, the knowledge of
challenges encountered in the field of insider threat while performing
detection and mitigation gives insight into enhancing the past solution
to provide a novel mechanism in future.

The proposed workflow represents a top-down approach for insider
threat categorization, including four subcategories illustrated in Fig. 2.
In a dataset-based survey, each category relies on others; the incident



Asha S. and Shanmugapriya D.

R

il

2 g 2

w |2 5
AR
i & g -]

Jmernons: |

Charactermics |
e ——

%
H

Techmical knculedge-£ased

:
2
E
g

Profies.

5
3
]

|

INpUMCIRNL ALE8 S
EL e

i
!

AT Ay et BUscetion
| __ Wodecge Crisnted

Gegmnienlicn
Empioren

Expioation of Closd Services

7 ]
019

;’f
|

\ wtantions

GEEE
0

Rovel-|

E
i

b

H
H

';
[
i

CERT-Las80

E
%
1

Coke & Ring [2005]
an

E
E

i
i
i

Fig. 1. Systemalic taxonomy of insider threal.

analysis intends to review the defensive solution; Meanwhile, defensive
solutions utilize the dataset, and incident to interpret the defensive
solution; encountered challenges interpret the challenges observed by
existing defensive solution.

5. Datasets analysis

Since, a dataset is significant for developing and evaluating in-
novative solutions in the insider threat field, this section describes
appropriate insider threat data and available datasets synthesized in the
laboratory or real world. However, it benefits researchers to acquire
knowledge on existing insider threat datasets and categorize them
based on Fig. 3.

5.1. Datasets

The dataset utilized in the study of insider threat is divided into
three categories [44], as represented in Fig. 3: Masquerader-oriented,
Traitor-oriented, and Assorted malicious. The following steps are utilized
to categorize the literature based on the dataset: (a) differentiating
abnormal activity from genuine user activities into two categories,
malicious and genuine; (b) when the activity is considered malicious
that includes violating policies to access security system with the
help of authorized personnel (or traitor-oriented), an illegitimate user
(masquerade-oriented) or both (assorted malicious) the cases are com-
promised in dataset comprehensively. Since this survey’s significant
focus is recognizing insiders based on malevolent intent, the benign
intent branch needs to be more focused and explicitly described in
the future. It focuses mainly on a branch of malicious intent in the
subcategory of traitors, masqueraders and both in the following section
as summarized in Table 1. Notably, research studies are subcategorized
into two dataset branches based on per data origin: real-world and
synthetic datasets. Since, the only known real-world data is described
in [45], this sub-division is used tangentially.

Incident-based Datasets

Dataset
Analysis

Attack Indicators &

Methods Insiders’ Kill Chain

Incident
Analysis

Detection and
Assessment

Mitigation and
Prevention

Defensive
Solution

Challenges Encountered

Analysls of
Challenges

Fig. 2. Workflow of research contribution.

5.1.1. Masquerader-oriented dataset

Regardless of diverse research in the insider threat field to assist,
diagnose, and recognize issues of a masquerader, considerable studies
have incorporated well-defined synthetic datasets for the detection
of masqueraders. However, the dataset comprises malicious patterns

in well-formatted data entry, including malicious labels concerning
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Table 1
Review on taxonomy ol dataset analysis.

Datasel Domain

No. of Subjects

Dataset Details

Windows-Users and Intruder
simulations Logs (WUIL) Dataset
[46]).

Are You You (RUU) Dataset [47].

Masquerader-oriented Dataset

Masquerader-oriented Dataset

70 users

34 genuine users + 14

File operations such as file open, read, and write

Host-oriented activities in numerous PCs.

masqueraders
DARPA 1998 Dataset [22]. Masquerader-oriented Dataset 100 users network activities and system logs from different PCs
Enron Datasel [45] Traitor-oriented Datasel 150 users collective email related activities

Traitor-oriented Datasel
Assorted malicious Datasel

APEX 2007 48]
CERT Dataset [49]

8 genuine users + 5 (raitors
Approximaltely 52 users

24 users

The activities of users include associated daily log.
Log details from web, file, logon, email, external
device, psychomeltric, and LDAP.

Log details of mouse, network, keyboard and system
monitor

TWOS Dalasel [50] Assorted malicious Datasel
Dataset Analysis
® [ ¥ v
—» Annotations Insiders  Insider Threat
K ! }
— Taxonomies Unintentional  Malicious
¢ + ‘ N
——= Malicious Dataset Traitor-  Masquerader-  Assorted
oriented oriented

Fig. 3. Detailed categorization of dataset analysis.

respective malicious scenarios that target to violate unauthorized access
in the form of policies.

Windows-Users and Intruder simulations Logs (WUIL) Dataset.

The dataset incorporates collective file system activities irrespec-
tive of different file operations such as file open, file read, and file
write [46]. This dataset describes file operation gathered from a max-
imum of 70 users [46] observed in diverse time intervals when per-
forming daily activity. However, some users spent roughly an hour
evolving log activities; others generated log information over several
weeks. Nevertheless, the intrinsic tool is used to gather log information
containing system audits in diverse versions of Windows machines.
Thus, batch scripts are used to simulate masquerade sessions using
three categories of skilled users: standard, moderate, and complex,
while genuine users are incorporated to gather authorized user log
information.

Are You You (RUU) Dataset

A masquerader dataset was gathered from 34 genuine users per-
forming host-oriented activities in diverse PCs, such as admittance
of file system, activities, incorporating a library, accessing window
registry and system GUI [47]. The description of a dataset comprises
a masquerade task performed by 14 humans through limited sessions
that locates whether the collected data has fiscal value in either explicit
or implicit direction; However, the user notwithstanding any targeted
means or resources.

DARPA 1998 Dataset

It is known as the Intrusion Detection & Evaluation dataset, gath-
ered from 100 users from thousands of diverse PCs in a governmental
area and artificially created in MIT Lincoln Lab. It applies statistical
parameters that solely evaluate and detect enhanced intrusion sys-
tems and insider threats [22]. Some information including network
activities and system logs, is stored in affected machines, and such
attacks are grouped into four categories: DoS attack, Remote access,
Root access, and Surveillance. Among the specified categories, the Root
access is considered engaging in terms of masquerade-oriented insider
threat perception. Due to the evolution of insider threats in advancing
technology, McHugh considers this dataset old-fashioned [22].

5.1.2. Traitor-oriented dataset

Compared to the masquerade-oriented dataset, a traitor-oriented
dataset is less focused due to the minimal research on traitor recog-
nition. The research solution to masquerade detection must be more
complex and unsophisticated, contrasted to traitor recognition [9].
Because, the chance of harmful action carried out by masqueraders is
based on victims’ inconsistent activity. Alternatively, the probability of
copying victims’ behavior by insiders including some malicious action
is high. This section describes existing datasets relevant to harmful in-
tention of data usage and is considered malicious, focusing on violating
policies utilizing authorized access.

Enron Dataset

It contains collective emails gathered from 150 users from Enron
corporations [45]. Emails containing external attachments and sensi-
tive details are removed. Text information in these emails is utilized for
insider threat detection using text analysis and social network analysis.

APEX 2007

The National Institute of Standards and Technology (NIST) in accord
with [48], collected the APEX dataset to focus on simulating the
performance of analysts within an intelligence group. The dataset con-
tains activities and associated study reports gathered from 8 genuine
analysts; however, five analysts were used to simulate malicious insider
activity based on activities of genuine analysts that aim to encounter
complex threat detection.

5.1.3. Assorted malicious dataset

The combination of masquerade-oriented and traitor-oriented in-
sider information in a dataset is considered an assorted malicious
dataset, and this section is assisted as wide-ranging data for identifying
malicious insider activities.
CERT Dataset

The dataset includes collective synthetic information on insider
threats [49]. It collects activity information containing log data such
as web history, file logs, logon and email data, external device usage,
psychometric, and LDAP information.

TWOS Dataset

The dataset was collected through a non-single player game that
interacts [50] with genuine companies and produces a synthetic gen-
eration of masqueraders and traitors. The game includes six teams
with 24 users to play for a week. However, momentary malicious
users receive genuine user credentials during masquerade sessions to
exploit security machines for approximately 90 min. Meanwhile, during
a traitor session, the dataset is collected from fired employees that
contains log information of mouse, network, keyboard and system mon-
itor. Besides, the state-of-art features influence the usage of a TWOS
dataset in cyber-security [50], affecting insider threat problems that
include authorship detection and confirmation, double authentication,
and analysis of sentimental data.
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6. Incident analysis

The significant factors indicating malicious insider actions while
performing harmful incidents are generalized in this section, including
relevant research focusing on incident analysis. It comprises attack
indicators, techniques, and a kill-chain of insiders for categorization
of past research that influences the surveillance of an organization.
First, the vital features of insiders to perform an illegitimate operation
are considered, followed by the kill-path to compromise a security
network, which is studied in this section. In addition, the past research
on the incidents of kill chain is analyzed, which assists as a fundamental
defensive solution in Section 8. The overview of this categorization is
illustrated in Fig. 4.

6.1. Attack indicators and methods

Considering security violations in recent trends, traitors and mas-
queraders are mainly known for illegitimate access to privileged ser-
vices depending on attack indicators [51], discussed below. Privilege
escalation—exploitation of flaws in architecture to by-pass security pro-
tocol with the help of two groups: (i) In vertical privileged-escalation,
insiders possess sophisticated privileges to perform sensitive opera-
tions by attaining kernel-level processes [52]. (ii) In Horizontal, an
insider exploits the privilege of others by stealing their credentials in
critical systems [53] to gain maximum access privileges for himself.
It includes sensitive token modification and abuse policies on user
accounts for privilege exploitation. Exfiltration Threats—Data exfiltra-
tion [54] is conducted through unlawful data replication, transmission
or recovery in security systems that include covert, tunneled, or overt
communication [55] using cloud sync storage such as Dropbox and
FTP. It compromises the heart of security components such as confi-
dentiality, integrity, and availability to access and exfiltrate sensitive
information [56]. Phishing emails—Outsiders perform spear-phishing by
mailing authorized employees with the target of infecting them [57].
The goal of an outsider is to detect the generic email addresses of
employees [58]. However, email is the basis of phishing attacks orig-
inating from information provided by 40% of social website users
based on reports of Sophos [59]. APT - hijacks the security net-
work using stolen employee credentials and remains passive for a long
time to exploit sensitive information [60]. However, an unintentional
insider is considered a massive bait to initiate entry points and ex-
ploit system administration for massive network access [58]. However,
signature-based security products fail to recognize such vulnerabilities.

6.2. Insiders’ kill chain

Lockheed Martin adopted six stages to analyze and study intrinsic
insider threats as a ’kill-chain’ [61], described in this section and
presented in Fig. 5. However, terminating threats at any life cycle
would disrupt the network architecture. Therefore, the requirement of
a defensive solution with respect to every stage of the kill-chain would
defend against upcoming primary threats.

Reconnaissance-Insider exploits vertical privilege to search and
delegate the classified data for administrative privileges in a targeted
network due to their personal curiosity [62]. The companies disclose

sensitive information on corporate websites, such as contact infor-
mation, software information in news magazines, and research infor-
mation in academic white papers [58], to produce fake documents.
Extrinsic attacker cross-checks employee information on LinkedIn with
Facebook and manipulates their information [63]. However, the intrin-
sic threat is hard to recognize. Thus, companies review the polarization
vectors concerning insider threat, consider significant entities, and
mitigate radicalization bias as a preventive measure. Monitoring in-
formation relevant to training, screening time, and log activities is
required to detect privacy rights violations and suspect anomalous
activities.

Weaponization— Malware software such as Citadel is utilized to
gather sensitive financial credentials by exploiting vulnerable spots
in targeted organizations to accomplish remote access. The target of
an insider is documents containing sensitive information, such as Mi-
crosoft Office or PDF, which are prone to infection using APT to bait
unintentional insiders through watering holes and spear-phishing [61].
Two-factor authentication is considered to avoid weaponizing [63].
Another form of weaponization is data infiltration due to triggered
malware such as BTZ (as Autorun) and spyware in a USB drive con-
nected to PCs in the Department of Defensive infected by Uroburos
APT. It focuses on exfiltrating sensitive data in an infiltrated agent’s
network, which is considered dangerous. In contrast, the insiders can
originate from blackmail or extortion but are compromised as a result
of a massive amount in return for sensitive data.

Delivery — a process of transferring malware to a targeted network
in several steps that is either straightforward Data exfiltration [64] or
complicated to possess some resources by acquiring credentials. Data
exfiltration incorporates external devices containing malware code into
the security network. It uploads it into a personnel network (such as
Dropbox) irrespective of intention that aims to teach employees aware-
ness. However, the complicated attack contains intricate steps [65],
in which the insider installs malware to steal secretive credentials
for accessing the targeted host web service, focusing on exploiting a
vulnerability known as web application vulnerability.

Exploitation and Installation — the functionalities of activating,
targeting, and exploiting the vulnerability in the target network are
accomplished by installing modifiable malware code by incorporating
privilege escalation techniques to exploit vulnerabilities [53], focusing
on persistent remote access in a security network. Installing such code
in an infiltrated system destroys profitable information in central and
backup databases and remains unnoticeable [66]. In contrast, autho-
rized personnel with high privilege in a network system may turn into
rouge administrators by unconsciously deploying ransomware into the
critical system via spear-phishing, which focuses on controlling critical
systems.

Command and Control (C2) — The process of controlling the
targeted system in a network by a negligent insider in simple tra-
ditional infrastructure. In contrast, complex insider threats contain
C2 infrastructure [66] to exploit system control and data acquisition
interface (SCADA) to destroy industrial control systems. However, the
worst-case consequence regarding insider threats in dangerous indus-
trial systems possessing harmful chemicals is nastiest. Another factor
affecting critical systems is employee carelessness and becoming bait to
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attackers using APT, which results in possessing sensitive information
in a security network using negligent employees’ credentials.

Intrusion and Complete Takeover — The main focus of this phase
is to accomplish the insiders’ objective, which comprises data access
and exfiltration, escalation of privileges, or intruding on another target.
Since the network system is hijacked at this stage, the possibility of
exploiting another vulnerability is greater and more effortless, resulting
in seeking other sensitive information. Since, the insider utilizes a
combination of technical and non-technical techniques to exploit the
targeted organization, the proposed defensive strategies for detecting
and mitigating insider threat with respect to every stage of kill-chain is
presented in an upcoming section.

7. Defensive solution

This section analyzes the present research study containing detec-
tion mechanisms in the insider field. This study includes a comprehen-
sive knowledge of diverse defensive mechanisms and categorizes the
study based on insider activities in the existing literature, as illustrated
in Fig. 6.

In this section, the studies in the field of insiders are reviewed and
categorized into two groups of strategies, such as detection and miti-
gation, which are discussed in the subsections below. In the detection
section, the studies containing state-of-the-art detection methods aimed
at detecting malicious patterns are described and categorized in the
domain of insiders. Meanwhile, the mitigation section elaborates on the
review of recent studies proposing mitigation and prevention of insider
threats. However, the sub-classified groups are described below.

7.1. Detection and assessment
This section reviews existing research regarding the proposed state-

of-the-art approach for insider threat detection. The study is grouped
into five categories with respect to previously mentioned insider threat

activities such as biometric, cyber activity, psychosocial, physical, and
others. Furthermore, these categories are demonstrated in the subsec-
tion below to categorize the insider threat detection studies, summa-
rized in Table 2.

7.1.1. Biometric behaviors

Analyzing biometric patterns such as mouse movement [67] and
keystroke typing patterns [113-115] is essential for disrupting insiders
in C2 infrastructure. The exploitation of the SCADA system [116] is
detected using application-level features.

The biometric activities-based insider threat detection is accom-
plished using three groups of machine learning techniques as defined
below. (1) Classification — Classification techniques such as decision
tree [67], support vector machine [67], Gaussian mixture model [68],
Naive Bayes [69] and probabilistic neural network [67] are suggested
for insider detection mechanism to estimate criticality score [69].
Ensemble learning-based classification is beneficial in recognizing in-
sider activities in network access control [113-115] and user com-
mand line [117,118] using Lempel-Ziv—-Welch (LZW) algorithm. In
addition, Bayesian algorithm [70], Bayesian belief network [71] and
sequential pattern matching [72] are utilized to recognize insiders,
which is also practical for identifying and characterizing unintended
USB channels [119]. Unique frameworks such as DevEyes [71] and
RevMatch [120] analyze historical malware data to detect insiders. (2)
Anomaly detection — keystroke and typing patterns using the local
outlier factor algorithm [73] and graph-based anomaly detection [74]
to analyze system call features. OCSVM [75] is widely suggested for de-
tecting malicious insiders by monitoring the computation power of GPU
cards and the effectiveness of virtual machines.(3) Clustering — an
unsupervised ensemble-learning technique for recognizing anomalous
system calls in software and resource architecture [70,71,119].

7.1.2. Cyber activity behavior

Insiders often utilize cyber activities rather than physical behavior
to possess sensitive credentials through spear-phishing and ransomware
to acquire a security network. To find abnormalities, cyber activities
such as collective log events, data theft, and network traffic must
be processed using machine learning techniques. It aims to disrupt
insiders in the process of weaponization, delivery, and exploitation in
insiders’ kill-chain path. The studies of detection strategies for insiders
are subclassified based on the type of event encountered in cyberspace
as defined below:

Login events — the collection of login events that occur in cy-
berspace is considered for insider threat detection using different ma-
chine learning techniques. One of the vulnerable cyber events is data
theft in clouds’ infrastructural resources, which is indeed detected
using KNN [76,77], Bayesian network [78] and PROactive Detection
of Insider threats with Graph Analysis and Learning (PRODIGAL) [79].
It monitors the data transfer pattern through network messages [76]
and critical networks [77]. However, it is essential to secure sensitive
credentials such as passwords using elliptic curve cryptography (ECC)
[80].

Network traffic — the study that focuses on analyzing the pattern
of traffic or packet in network communication for insider behavior
modeling in the network layer of TCP-IP protocol [121]. In addition,
techniques such as encryption, pattern matching [81,82], XABA-based
behavior analysis [83], Bayesian network, dynamic-natured access
control [122] and configured dynamic host-protocol [123] are used.
It focuses on analyzing network-connected computers [124], gossip
protocol for data sharing [125] in mobile devices, and a response mech-
anism (ISA100.11a) [126] in industrial-based wireless sensor networks
are existing detection mechanisms for insiders via random poisoning
[127].

Event logs — the study of past research based on features containing
event logs such as printers, security, or system logs that are ana-
lyzed using the Bayesian theorem to calculate the probability of threat
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Table 2
Review on taxonomy of defensive mechanism based on detection solution.
Defensive Strategy Behavior Lype Activity information Techniques used

Detection mechanism Biometric behavior — Classification

Detection mechanism Biomelric behavior — Anomaly
detection
Biomelric behavior — Clustering

Cyber Activity Behavior-Login Evenls

Detection mechanism
Detection mechanism

Detection mechanism Cyber Activity Behavior — Network

traffic

Detection mechanism Cyber Activily Behavior — Evenl logs
system

Detection mechanism Cyber Activity Behavior — File logs
queries

Detection mechanism Cyber Activity Behavior — Device

logs

Keystroke Lyping details

Keystroke Lyping details

Keystroke typing details
Collective log evenls

Network traffic or packet logs

Event logs from printers, securily, or

File open, File close, Database

Memory access logs

Decision tree [67], SVM |67], Gaussian mixture model
[68], naive bayes [69], probabilistic neural network [69],
Lempel-Ziv—Welch (LZW) algorithm, Bayesian algorithm
[70}, Bayesian belief network [71], sequential pattern
matching [72] for classification

Local outlier factor algorithm [73], graph-based anomaly
detection [74], OCSVM |75]

Local outlier factor algorithm [71]

KNN [76,77], Bayesian network [78], PROactive
Detection of Insider threats with Graph Analysis and
Learning (PRODIGAL) [79], elliptic curve cryptography
(ECC) [80]

Pattern matching [81,82], XABA-based behavior analysis
[83], Bayesian network

Bayesian theorem [84], Rule-based learning [85],
hierarchical task segmentation [85]. and Markov model
1851

Sequential rule mining [86], cryptographic-based
watermarking [87], file re-encryption [88], pattern
scoring [89], naive bayes, random topic accessing [90],
business process mining [91], and graph analysis [91].
PCA, semi-supervised techniques, pattern outlier factor,
Bayesian-based trust mechanism [92], combined [uzzy
multi-criteria approach [93], hidden Markov model [93],
and Baum-Welch technique [93].

Detection mechanism

Detection mechanism

Detection mechanism

Detection mechanism

Detection mechanism

Detection mechanism

Cyber Activity Behavior — Email

logs
Cyber Activity Behavior — Website

logs

Cyber Activity Behavior — Combined
logs

Psychosocial Behaviors

Physical Behaviors

Other Behaviors

Chal conversation or emails
conlaining Lexts
Upload and download information

Combined log files from multiple
solrces

Behavior in social networks, emails,
and website visits
Door usage and network traffic

Nonverbal, and biometric information
activities such as stylometry

Random forest [94], anomalous topic extraction [95]

LSTM [96], behavior rule analysis [97], Markov model
and virtual honeypot [98]

LightGBM [99], XGBoost [100}, PCA+kmeans [101],
KNN+RF [102], Variational Auto Encoder (VAE) [103],
Deep AE [104], SOM [105], HMM [105], CNN + LSTM
[106]

Power spectrum analysis [107], word count analysis
[108]

Effect analysis mechanism [109], effect analysis
mechanism

Reactor risk mechanism [110], text analysis [111], gated
recurrent unit [112], skip-gram [112]

events [84] for insider detection. Rule-based learning, hierarchical task
segmentation, and the Markov model help analyze audit and directory

logs [85].

File logs — Relational framework-based community anomaly detec-
tion [128], sequential rule mining [86] and cryptographic-based water-
marking [87], respectively for insider profile modeling using database

and file log information. In contrast, file re-encryption [88], pattern

scoring [89], Naive Bayes, random topic accessing [90], and incremen-
tal algorithms are considered for probabilistic approach and consen-
sus clustering insider detection. Data loss prevention methods [91],
such as business process mining, graph analysis including knowledge-
dependency graphs, and neural dependency, were used to analyze
database queries [129].

Device logs — Multiple features of device log information, such
as memory access logs, are studied and analyzed using PCA, semi-
supervised techniques, pattern outlier factor, and Bayesian-based trust
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mechanism [92] for analyzing the performance of VMs [93]. In addi-
tion, a combined fuzzy multi-criteria approach, hidden Markov model,
and Baum-Welch technique are utilized for device misuse detection.

Email logs — This subsection categorizes past studies based on
emails or text in chat conversations for insider threat detection. Widely
used techniques include random forest [94] and latent-based semantic
indexing for anomalous topic extraction [95] in documents such as
credit card numbers and email addresses. Disk forensics is possible by
monitoring content using a Google-based rapid response framework.

Website logs — The features of web log information such as upload
and download in insider detection mechanism using a two-phase ma-
chine learning system, two nonspecific reputation-establishment tech-
niques, and enhanced Long short-term memory (LSTM) [96]. In addi-
tion, intelligent grid-based behavior rule-based analysis [97], Markov
model and virtual honeypot-incorporated fog computing [98] are ad-
vantageous for malicious device detection.

Combined logs — Past research [130] focuses on combining and
analyzing log files from multiple sources that can be integrated into
homogeneous records for insider detection including device, files, lo-
gon, HTTP, and email, using statistical and machine learning tech-
niques [131]. Techniques such as LightGBM [99] and XGBoost [100]
analyze and model daily user behavior, which is considered to detect
deviated malicious activity. However, boosting algorithms provide a
better performance yet require extremely imbalanced data in the case of
threat detection with the most genuine behavior considered the most
challenging. However, only some others presented a hybrid solution
for building genuine user behavior models to recognize anomalous
malicious threats. A two-phase detection framework containing the
combination of PCA and kmeans [101], KNN and RF [102] are aimed
at detecting acquainted high-profile and unacquainted low-profile in-
siders.

In contrast, authors in [103-105] suggested deep learning tech-
niques for combined insider threat detection that include Variational
Auto Encoder (VAE) [103], non-complex DNN, Deep AE [104] with
sophisticated hidden layers and best performing Self-Organizing Maps
(SOM) [105]. It aims to analyze a large volume of daily cyber activities
to build genuine activity signatures. In addition, HMM is considered
for modeling users to detect malicious patterns [105]. Recent studies
focus on analyzing textual information such as email and website
visits. Since, masqueraders perform spear-phishing intending to gather
credentials to access a security system [106]. The text information of
insiders is converted into 3D information and modeled using CNN and
LSTM for insider threat detection using double-layer architecture [106].

7.1.3. Psychosocial behaviors

According to [132], the studies concerning psychological activities
in social media in the field of insider threat are approximately minimal
and are discussed in this subsection. The author proposed the detec-
tion architecture incorporating psychological profiling-based anomaly
detection that analyses behavior in social networks, emails, and website
visits. Some well-known insider detection strategies include power
spectrum analysis in EEG data [107], intent-based access control, and
the detection of intrinsic data leakage systems for analyzing brain
signals to recognize emotions, such as tension, agitation, and anxiety.
On the other hand, [108] uses linguistic queries to analyze word count
and assess self-centered pessimism and intellectual processing. In social
media, user cyber activities such as comments and status updates from
Twitter and Facebook are presented based on theories of social bond
and situational crime mitigation [133] related to opportunities and
activities [134].

7.1.4. Physical behaviors

This section reviews the studies focusing on physical and cyber
protection activities concerning security systems using features such
as door usage and network traffic, which are analyzed using a com-
bination of large language models. Using an ontological framework

to track door access [135] by analyzing door features [109] using an
effect analysis mechanism for detecting insider threats in a physical
system. Multiple log files from diverse sources such as email, HTTP,
and multimedia cameras are analyzed using Euclidean distance [127]
to identify malicious nodes.

7.1.5. Other behaviors

This section discusses features with respect to other user activities
that differ from psychosocial, cyber, physical and biometric activities
or a combination of activities. It includes vulnerability assessment
analysis of business operational activities such as Material Control
with Accounting (MC&A) using reactor risk mechanism incorporating
a combination of human reliability and probabilistic analysis [110].
The combination of aggregation and data consistency [136] technique
is proposed for handling communication redundancy and detecting
false aggregate information. In contrast, decision-level fusion comprises
text analysis for stylometry, web browser activities, and usage patterns
that examine biometric and cyber activities [111]. In addition, it com-
bines daily nonverbal and biometric information activities in CERT log
files [112] for anomaly detection and data monitoring using a gated
recurrent unit, skip-gram, and novel framework [137] for resource and
user authentication.

7.2. Mitigation and prevention

The significance of insider threat detection after encountering a
substantial loss is considered unremarkable, making the need for mit-
igation strategies in the field of insiders. In this section, the studies
based on mitigation strategies for insiders are reviewed concerning the
solution domain and categorized into two groups, Biometric-based and
Asset-based, which are summarized in Table 3.

7.2.1. Biometric behaviors

In the case of an insider, as a privileged human without using
malware software, a biometric-based solution is employed to mitigate
threats by analyzing user biometric behavior and detecting fraud-
sters. Biometric behavior including physical, physiological and behav-
ioral information such as brain waves, keystroke and eye behavior,
and physical body movement, is considered to authenticate a user
against fraudsters [160]. The biometric-based solutions are subcate-
gorized into three groups: physical-biometric, physiological-biometric, and
behavioral-biometric, as defined below.
Physical-Biometrics

This section disrupts the process of data leakage in network systems
and prevents them from using human-centric characteristics in the area
of insider is well-considered. The evolution of biometrics starts from
physical-biometrics including iris, facial recognition, and fingerprints to
physiological biometrics, such as brain waves. Physical biometrics is a
mitigation strategy since it obtains high accuracy for differentiating one
person from another based on their uniqueness [138]. However, the
major limitation is that attackers utilize advanced technology to imitate
targeted user's physical features. Software like mock fingers [161]
and complicated 3D video software are used to attack fingerprint
sensors and facial recognition sensors, respectively. Although physi-
cal biometrics are practical in user authentication, the studies based
on physical features as a mitigation strategy for insider threats are
insignificant. Especially in a masquerader-oriented insider threat, the
mitigation strategy turns itself into a vulnerable spot where attackers
exploit it using illegitimate access. As a result, the mitigation strategy
based on physical-biometric should comprise continuous authentication
that utilizes biometrics such as eye iris or facial outline for insider
verification during the session.

Physiological Biometrics
The physiological behavior such as digital assets in the form of
credentials, is something the user has and is utilized and incorporated
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Table 3
Review on taxonomy ol defensive mechanism based on mitigation solution.
Defensive Strategy Behavior type Aclivity information Techniques used
Mitigation mechanism Physical biometrics Iris, facial recognition, and fingerprints User authentication [138]
Mitigation mechanism Physiological biometries — Brain signals SVM [139]
Intent based access control
Mitigation mechanism Physiological biomelrics — Brain signals SVM [139]

Role based access control

Mitigation mechanism Behavioral biometrics

Behavioral biometrics —
Touch dynamics

Mitigation mechanism

Behavioral biometrics —
Mouse dynamics
Behavioral biomelrics

Mitigation mechanism

Mitigation mechanism

Keystroke Lyping pattern

Keystroke in android mobile

Mouse press, and release

Eye movemenl — lemporal, comea

Common Vulnerability Scoring System (CVSS)+SVM [140], CNN
[141], Neuro Evolution of the Augmenting Topology [142], RBF
kernel-based SVM [143], ensembled DNN using Bayesian voling
[144], XGBoost [145], Gaussian mixture model [146], sliding
window [146]

K-nearest neighbors + fuzzy logic [147], fusion-based feature
selection [148), sequential floating forward [148], MLP-based deep
learning algorithm [148], SVM [149], ANN [149] and RF [149]
KNN [150]

K-Nearest-Neighbors [138] and Support Vector Machine [138]

spatial, pupil diameter and radium

Hosl based Assel
Host based Assel
Hosl based Assel

Mitigation mechanism
Mitigation mechanism
Mitigation mechanism

transaction
Mitigation mechanism Network based Asset

Mitigation mechanism Combined Asset Geo-conlext data

Vulnerable database transactions
Vulnerable USB packel activities
Data leakage operations in SQL

Network attributes such as IP, applicant
Lype, user, request, and response

Petri nets [151}, graph analysis [152]

ZedBoard [153]

Security access control [154], freeware data leakage prevention
system [155],

Autonomic Violation Prevention System (AVPS) [156],
Event-Condition-Action (ECA) policy [157]

Geo-conlext analysis [138], Resilienl Access Control Framework
(G-SIR) [158], Blacklist mechanism [159]

in access control methods for successful user authentication. Physio-
logical biometrics is useful in disrupting traitors in a kill-chain path
by authenticating users based on digital assets such as brain waves,
fingerprints, and tokens to grant rightful privileges. The physiological
biometric helps analyze and prevent insiders from accessing security
systems by incorporating access control mechanisms. The studies of
physiological biometrics for access control mechanisms are categorized
into two widely known groups, intent-based and role-based, in the field
of insider threat, which is discussed in this section.

(i) Intent-Based Access Control (IBAC)

The main limitation of an access control mechanism is that the
user’s trust is inevitable all over the session once access is granted using
digital assets [162]. In the case of an insider, once access is granted,
the security system is prone to privilege misuse, which is unnoticeable.
However, Intent-based access control authenticates the users’ integrity
without focusing on their privileged identity using physiological factors
such as human-centric brain signals. It analyses brain signals from
a P300-based concealed information test (CIT) and brain computer
interface (BCI) to estimate positive intention using SVM based optimal
threshold for performing particular behavior that prevents insiders
from a security network [139]. In addition, using Emotiv EPOC, a
14-channel wireless acquisition device for electroencephalogram, helps
gather brain signals in EEGLAB [162].

(ii) Role-Based Access Control

The majority of limitations in IBAC are categorized into three
groups, are discussed in this section with respective studies of role-
based access control mechanisms [162]. Deployment— Extrinsic factors
such as hardware issues affect the deployment of EEG and information
on brain signals, which results in inaccurate prediction of insiders’
intentions. Scalability — since, the present study focuses on dealing
with two scenarios of malicious intention in analyzing brain signals.
It is considered insignificant when insiders acquire other intentions to
access organizations’ networks. It can be controlled by incorporating
a role-based access control mechanism in IBAC that calculates the
level of risk irrespective of insiders’ other intentions. Acceptability —
This issue is encountered while incorporating IBAC using sensors on
an individual’s head to gather signals by enforcing EEG, making it
inconvenient based on trust that affects the productivity of insiders in
a secure system.

Behavioral-Biometrics

The studies of behavioral biometrics that analyze the unique behav-
ior of an individual for delivering a particular activity with the aim of
protecting a security system against insider threats are discussed in this
section. The objective of behavioral-biometrics is to disrupt the process
of weaponization in the kill-chain where insiders hijack accounts using
stolen credentials and avoid them using human-behavior characteris-
tics is well-known. The highly explored behavioral-biometric including
keystroke, mouse, eye movement, and touch dynamics are described
below.

(i) Keystroke Dynamics

A two-phase access control mechanism-based user verification us-
ing an integrated Common Vulnerability Scoring System (CVSS) and
SVM [140] detects and groups masqueraders into low, medium, and
high. In contrast, CNN [141] converts typing key patterns into image
dimensions using ResNet and AlexNet and further classifies them using
PCA and SVM. However, hybrid sensors such as triboelectric nano-
generators and electro-magnetic nanogenerators [163] are useful in
providing security against password-based vulnerabilities. Techniques
such as Neuro Evolution of the Augmenting Topology (P-NEAT) [142],
RBF kernel-based SVM [143], ensembled DNN using Bayesian vot-
ing [144], XGBoost [145] is evaluated using Recognition Rate or other
novel measures for behavioral keystroke authentication.

Some novel measures include uniqueness [164] and mean-standard
deviation [165] to validate a false acceptance rate and were evaluated
using Manhattan, Euclidean, and Mahalanobis for anomalous keystroke
pattern detection in fixed and free-text authentication. Continuous
keystroke authentication [146] incorporating a Gaussian model-based
anomaly detector and sliding window using keystrokes for the time
being to assess online users using FAR and FRR [165]. Another study
exploited channel state information collected from user-connected WIFI
measurements in [166] for biometric authentication using CNN.
Passphrases and keystroke dynamics based on three theories [167]
were combined to propose a two-tier user authentication technique.
Including Shannon entropy theory (SET), Chunking theory (CT), and
keystroke level model that analyses password strength, memorization
error and typing error in passwords, respectively, to reduce the false
positive rate.

(ii) Touch Dynamics
Several researchers used touch dynamics to develop user biomet-
ric verification in Android mobile devices to intercept the process
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of weaponization and delivery in insiders’ path of kill-chain, which
is discussed in this section. A hybrid approach comprising k-nearest
neighbors and fuzzy logic [147] for typing behavior analysis of 25
users in touch devices such as Samsung On7 Pro C3590. Meanwhile, a
piezoelectric sensor in touch devices [149] helps estimate piezoelectric
force using extracted users’ touch frequencies for user authentication.
In addition, gait and key typing patterns from real-time data are
analyzed using fusion-based feature selection [148], sequential floating
forward [148], MLP-based deep learning algorithm [148], SVM [149],
ANN [149] and RF [149].

(iii) Mouse Dynamics

To highlight unintentional user behavior, the GUI-based user in-
terface using specific commands is insignificant. However, extrinsic
factors such as user behavior and physical activities are considered to
analyze such unintentional insider activities. Unintentional activities
using physical input devices such as a keyboard and mouse to deter-
mine insider’s physical characteristics [150] are analyzed using random
forest for anonymous user detection with respect to age and gender.

(iv) Eye Movement

This section studies the features of eye movement to authenticate
the user in the field of insider threat. Eye movement features, such
as gaze features unique for each user, are analyzed and discriminated
using k-Nearest-Neighbors [138] and Support Vector Machine [138]
to detect masqueraders against genuine users. Each user produced 21
gazial features, including temporal, cornea spatial, pupil diameter and
radium, etc., with five different scenarios.

7.2.2. Asset-based metrics

This section studies the asset-based approach in insider threat pre-
vention, categorized into three groups: host-based, network-based, and
combined, are described below.

Host-Based

Some of the significant digital assets available in host-based security
systems such as databases and USB ports that contain information
relevant to intellectual property and customer-sensitive details, require
protection against insiders due to vulnerability in case of data mod-
ification, data leakage, and vulnerable USBs. This section discusses
the related studies in the field of host-based prevention strategies for
insider threat mitigation.

(i) Vulnerable Database

According to [168], malicious database detection is suggested to
reduce the exploitation of insiders who seek vulnerable databases to
perform illegitimate transactions in a security system. The author ana-
lyzes the tasks and transactions of every employee to prevent malicious
transactions using graph analysis that includes a directed bipartite
graph known as Petri nets [151] in the form of nodes and edges.
However, this approach is insignificant due to an increased rate of false
negatives concerning the number of transactions. In contrast, unautho-
rized database manipulation is prevented [152] by analyzing a variable
‘threshold’ regulating the maximum data manipulation level attached
to the items in a database using log entries and a dependency graph
containing parameters such as number of records, transactions, and de-
pendencies. However, the dependency graph considers the high-priority
record critical data items (CDI) to prevent malicious updates.

(ii) Vulnerable USB Ports

Malware attacks from the origin of USB ports are considered the
most vulnerable to security systems, and they are prevented using
hardware scenarios that contain malware from USB devices that exploit
security systems [169]. A platform independent USB board known as
ZedBoard [153] analyses and tracks USB packets based on a logic
analyzer to gather USB features such as device and vendor ID, number
and typology of endpoint. In addition, USB configuration contains
descriptors to mitigate malware uploaded by insiders.

(iii) Data Leakage Prevention

Intellectual property leakage is one of the costliest insider attacks
that affect an organization’s reputation, and a suggestive mitigative
measure of read-only access to external devices adapts security access
control [154]. It disrupts the process of data exfiltration using a USB
write-blocking script to mitigate malicious insiders. Even though this
approach is theoretically acceptable, incorporating such an approach in
the organization is insignificant in real-world scenarios. In the case of
insiders with administrative privileges, the script can be turned off, and
utilizing a USB device to copy sensitive information is a considerable
limitation.

However, the mentioned limitation is using a hybrid Data Leak
framework, including signature-based and anomaly-based approaches
to prevent data leakage [170]. This approach is evaluated using a
synthetic and real-time dataset from a hospital and a Dutch IT company
that contains SQL transactions analyzed to detect malicious transac-
tions carried out by insiders in an organization. In contrast, using
a freeware data leakage prevention system [155], an organization’s
sensitive information prevents data exfiltration via a USB device by
monitoring confidential file transactions such as file copying and file
pasting in a security system. However, security policy and its criteria
are restricted by a system administrator to mitigate data leakage. While,
machine learning technique is beneficial in analyzing file transactions
and SQL operations, detecting malicious behavior, and blocking such
malicious file transactions for upholding confidentiality in a security
system.

Network-Based

The popularity and evolution of computer networks induced sig-
nificant network vulnerabilities, causing insiders to exploit them to
gather sensitive information that results in data leakage. However,
access privilege restriction is widely considered for mitigating such data
leakage incidents without exploiting network-based solutions. Solution
based on network analyzes network traffic using Snort to process and
extract network attributes such as IP, applicant type, user, request,
and response [171]. It is considered a popular mitigation strategy
that strengthens information security and privacy in the field of in-
siders over a network by preventing malicious transactions. One such
mitigation approach is the Autonomic Violation Prevention System
(AVPS) [156], which utilizes in-line components and autonomic poli-
cies to analyze and mitigate such insiders’ activities using the Event-
Condition-Action (ECA) policy [157]. The performance of such an
approach is evaluated using diverse operating systems such as RedHat
and Fedora over various network applications, including FTP, Web
servers, and databases.

Combined

Apart from host-based and network-based solutions, the insider
threat can be mitigated using other strategies, including geo-context
analysis based on social media and mobile devices. It analyzes the
geo-context data of insiders in a working environment to recognize
malicious behavior and deny user access to the security system in an
organization [138]. Resilient Access Control Framework (G-SIR) [158]
estimates the reliability of insiders by analyzing social network activ-
ities. In contrast, a hybrid framework [159] combines two phases of
prevention and a blocklist mechanism aims at blocklisting matching
against insiders and classifying insider activities based on historical
user behavior in the prevention and detection phases. However, coun-
termeasures for insider threats are categorized into three groups with
respect to technological, behavioral, psychological, and cognitive poli-
cies [172]. Pre-measure — mitigation strategies before witnessing a
threat against insiders; Post-measure — measures upheld after wit-
nessing insider threat and their departure; While-measure — measures
followed during insider employed in an organization. Since, it focuses
on mitigating insider threats and their consequence before an attack
encounter, pre-measure is considered effective than others.



Asha S. and Shanmugapriya D.

Analysis of

Lack of Attention
& strategy

Challenges
I
¢ + i v I} v v )
Encounterss Wilkiincaiian et B High Dimensionality Cost & Time Physical s Policy Coflusion Attack
»  Challenges Consuming Cyber Dstaction
| | Bahaviar
i Class
Lackol  lsswson bk HON DL Unbeutod Static Access  Access Control
Threat Encrypted Privacy P Corabiem  Thoeat Patterm Control Policy  Point Location
Intormation Flaw Tssue : Limitations Limitaticons

Fig. 7. Comprehensive categorization of defensive solution.

8. Categorization of challenges encountered in detection and mit-
igation mechanism

In this section, the studies of current challenges encountered in
existing research in insider threat detection and mitigation strategies
are categorized into eight groups, as depicted in Fig. 7. These challenges
are based on misclassification, insider dataset and their behavior types,
dimensionality, etc., discussed in the sub-sections below.

8.1. Misclassification

Since insiders are authorized employees, the detection approaches
fail to differentiate such insiders as genuine or malicious [173]. Ano-
maly detection techniques that apply supervised or unsupervised al-
gorithms are commonly utilized for insider threat detection to sense
abnormality based on deviations in a genuine behavior pattern and
are considered malicious. However, the possibility of genuine activities
might result in behavior deviations and, consequently, a false alarm
arises that affects the enterprise environment to adopt insider threat
detection strategies [117]. Thus, minimizing false positives and nega-
tives while maintaining the accuracy rate of detection strategies is a
notable challenge.

8.2. Insider threat datasets

The study of difficulties faced while analyzing and evaluating in-
sider threat detection mechanisms using insider threat datasets is dis-
cussed in this section. Some difficulties are the need for more factual
threat information, privacy and ethical issues, and analysis errors af-
fecting the performance of detection strategies, which are explained
below. (i) Lack of Threat Information —Insufficient real-time threat data
from an organization affects the performance of insider threat detection
methods, drawing the boundary for advanced research in insiders [8,
17,93]. Even though, an artificially created synthetic dataset based on a
particular is used by present research, the evolving insider threats are
difficult to interpret by detection methods, which is a consequential
disadvantage [174]. The available threat data must be updated to
contain only a few malicious instances, and analyzing such datasets is
considered insignificant. (ii) Ethical and Privacy Issues — Since ethical
and privacy policies restrict access to sensitive information to outsiders,
the organization fails to provide their information for research in the
field of insider threat detection. The existing methods apply synthetic
datasets to analyze insider detection systems due to the lack of real-
insider datasets. However, the absence of real-time insider data makes
it difficult for the insider detection system to evaluate and analyze their
performance. This increases biases in model prediction [50]. (iii) Analy-
sis Issues on Encrypted Flows or Encrypted Data Packets —The rapid growth
in technology assists attackers in masking themselves to avoid intrusion
detection systems using cryptography. In the case of encrypted data,
the detection system filters out such insider behavior and is considered
another restriction of the intrusion detection system [81].

8.3. High dimensionality

This section describes the complications confronted while process-
ing and analyzing high-dimensional insider data for detection strate-
gies. (i) High Volume — For insider threat detection, the real daily
log details are gathered daily to analyze user behavior patterns in the
working environment. Since, the size of the log details is enormous, it
takes work to analyze the massive volume of employee activities [72,
93,107]. In contrast, organizations need to deal with a large volume of
employee behavior to monitor them [69]. As a result, it needs to pay
more attention to the prerequisite of manual analysis with the help of
auditors and network administrators [72]. (ii) Class imbalance problem
— Despite the high volume of data used to analyze malicious patterns
of insiders, the occurrence of malicious behavior is comparatively less
than in normal daily activities. In the case of analyzing user behavior
using high-dimensional daily activities, machine learning models con-
sider lesser instances as outliers and neglect them during analysis. The
class imbalance problem arose that only analyzed genuine behavior
for processing and predicting malicious insider threats. It is one of
the most challenging problems affecting machine learning algorithms’
performance for insider threat detection [175]. (iii) Unbounded Length
and Threat Patterns —The log containing diverse heterogeneous activities
encounters data analysis problems when analyzing and classifying ma-
licious behavior using high dimensional data [8,131]. Due to changing
patterns of malicious activities, supervised algorithms fail to recognize
abnormal activity when encountering new malicious behavior. It can
be solved using unsupervised learning with a specific volume of data
that limits the usage of insider threat detection methodologies [74].

8.4. Physical and cyber behavior

Studies focus on user activity in cyber or physical security systems
for insider threat detection, are considered as a substantial limitation
of cybersecurity [109,127]. However, according to past research, con-
cerning both cyber and physical security behavior for analyzing insiders
is limited [176]. In contrast, the studies concentrate on access control
mechanisms to combat unauthorized access of insiders against physical
networks. However, it is considered insignificant in changing scenarios
of insider threats.

8.5. Costly and time-consuming

Unlike unsupervised learning, supervised learning is the most suit-
able and approachable for insider threat detection; it learns data to
build a model using a classification algorithm. This results in increasing
the training process with essential homogeneous log entries in the area
of insider threat detection. It affects the cost and time for model train-
ing and execution when orchestrating applications for insider threat
detection [118].

8.6. The policy

In an organization, the employee is well aware of policies and
practices being followed. Policies aim to regulate insiders’ privilege
to a security system that aims to uphold regulations using access
control policies. Such policies regulate the privilege of activities such
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as reading, writing, and execution of processes using the trustworthi-
ness of legitimate users. In contrast, a privileged insider focusing on
malicious intentions might destroy sensitive information [74]. Insiders
such as rogue, oblivious, pseudo-malicious, and hostile may exploit
access rights to abuse the security system [177]. However, enterprises
encounter the above-mentioned threats more often in the absence of an
access control mechanism [162].

Limitations of Static Access Control Policy — The existing studies
incorporate fundamental static policy for designing access control tech-
niques using crypto-credentials as attributes. Some of the vulnerabili-
ties in static access control policies include changing the behavior of
legitimate users, under version credentials, and modifying document
structures that are unrecognizable by access control policies [178].
Limitations of Access Control Point Location — Since the access control
policy focuses on disrupting insiders’ threat, the policy is vulnerable
and might exploited by malicious outsiders, remaining challenging. In
addition, the deployment nature of access control applications against
insider threats in a network is another challenge. The peculiar spot
for installing such an access control mechanism in a network remains
thought-provoking [122].

However, the above-mentioned challenges are tackled in existing
research based on multi-step strategic frameworks and dynamic usage
control policies that provides significant contribution in access control
mechanism are included below. The Multi-step operations strategic
framework [179] suggests three verticals to reduce risk in cloud organi-
zations. It comprises identification and prevention, securing operations,
detection, and response. In identification and prevention, operations
such as interface monitoring, Anti-Virus software, and Anti-Phishing
are performed to detect and prevent malicious behavior. Meanwhile,
securing operations such as employee training, intrusion detection
systems, audits, and password security is encompassed in the com-
puter systems of working employees in an organization to analyze and
detect malicious behavior. However, the detected malicious activities
are processed in the final stage of detection and response, comprising
backup and restore operations, insurance and planning offline essential
services.

On the other hand, safety decidable models are analyzed based
on attributes of objects (or domains) in usage control authentication
models using safety decidability [180] for pre-authorization, known
as PreUCON,'inite, Where, attribute domains contain infinite object
identifiers along substantial restrictions. In contrast, in [181], the open
challenge of undecidable safety while combining infinite attributes with
single finite attributes domain along limited restrictions is formulated
to address the question of safety decidability.

Meanwhile, one of the usage control authorization approaches ap-
plies a verification tool based on formal property [182] using Rhapsody
software. The security requirements of usage control are represented
in the property specification of the dynamic verification tool with an
aim to analyze every action generated in each phase of the application
being executed. In contrast, limitations such as concurrency and model
left issues [183] in the usage control authorization model are handled
to achieve a synchronized usage control process. It is further verified by
applying the SPIN model checker [184], a verification tool to evaluate
the correctness of the concurrent usage control authorization model.
However, one method to evaluate the correctness is to gather and
analyze protection states in end-to-end correctness verification.

As a result, the evolving cloud adopted technology in an organi-
zation setting requires updated policies for significant access control
mechanism to combat unauthorized access.

8.7. Collusion attack detection

The existing studies aim to recognize solitary insider detection and
need to focus on collaborative insider threats comprising two or more
insiders; It is considered hard to recognize. The major limitation of
collusion insider threat is that combined activity results in malicious
action while it is considered benign when analyzing separate activities.
Further research is required to concentrate on collusion threats, which
is necessary [185].

8.8. Lack of attention and strategy

Despite existing studies concentrating on insider threats [72], the
organization emphasizes outsiders. However, in the area of cyber-
security, the authors detected various security issues. In contrast to
organizations, researchers consider malicious insiders more harmful
than extrinsic outsiders. In addition, the limitations of the character-
istics of malicious insiders are based on intention and strategies [68].
Since detection strategies applicable in a lower layer of a security sys-
tem, such as data mining in a host-based machine, affect the particular
threat pattern or scenarios, they are indeed pre-emptive. The present
study estimates that past research on malicious insiders seems lacking
and defective in detecting and preventing such insider threats.

9. Conclusion and future works

This study aims to provide a structure of research information
in the field of insider threat, with the help of past theories, for a
comprehensive literature review. It illustrates four major classes for
research categorization, as illustrated in Fig. 2. They are (1) the study
on available artificial datasets utilized by past research in the field of
insider threat, which is categorized and described to evaluate existing
solutions. (2) An incident analysis correlates the review on possible
indicators of insiders, including taxonomy and definition to accomplish
an attempt of attack using insiders’ path of kill-chain. It is beneficial
in categorizing defensive solutions for insider detection based on ob-
served trails in the kill-chain path. (3) The available defensive solution
is reviewed and categorized into two groups: (a) detection and (b)
mitigation strategies. Studies of defensive solutions regarding the vital
area of insider threat are discussed with a focus on annotations and
taxonomies. (4) The proposed taxonomy includes categorizing chal-
lenges encountered and defining them concerning defensive solutions
incorporated against insiders.

Some of the observations are highlighted in the following section to
enhance future research in the area of insider threats:

. According to [9], real-time insider behavior is considered a
significant limitation in evaluating insider threat detection
research. However, only some existing synthetic datasets help
evaluate detection strategies that comprise instances of mali-
cious behavior and are not incorporated into a real working
environment. Thus, the need for a dataset is a significant
challenge for researchers to use the proposed methodology in
insider-based case studies in working environments.

. The knowledge of detection strategies based on goal-oriented
features is highlighted while ignoring motivation and their
capabilities. The characteristics of insider motivation include
privacy issues and datasets corresponding to psychosocial
features and decoys. It derives insiders’ capability based on
present data. However, it is required to include the above-
mentioned characteristics in an existing dataset to evaluate
detection methods against insider threats.

. Biometric or multifactor authentication helps defend against
malicious insider threats and mitigate the malicious insiders
against security systems. For biometric behavior authentica-
tion, RNN is helpful in recognizing genuine user behavior.

. The existing research focus on malicious insiders that fails
to analyze and detect unintentional insiders is a significant
challenge in a working environment. Since the occurrence of
unintentional insiders is higher than malicious insiders, the
need for detecting unintentional malicious insiders is required
in future research.
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. Since, the increased studies in anomaly detection deal with
class imbalance issues in a dataset. However, it is solved
by reviewing and incorporating the best-performing sampling
technique, which is applicable in existing research that deals
with imbalanced datasets in anomaly-detection techniques.
In addition, the balanced dataset is modeled to recognize
malicious insiders.

The last recommendation is to utilize natural language processing
for analyzing email phishing, which malicious insiders or external
outsiders inject to recognize malicious emails. It can be achieved using
the BERT model for the classification of emails into either malicious or
non-malicious emails.
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