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A B S T R A C T   

Machine learning (ML) techniques have currently been exploited for malicious insider threat 
(MIT) detection. The data variation between malicious and genuine user influences the ML model 
to misinterpret a malicious insider. Hence, the class imbalance problem (CIP) remains a chal
lenging one. Regardless of the CIP in MIT detection, past research has a significant shortfall in 
deploying diverse sampling methods. i.e., undersampling and oversampling approach. This study 
proposed a novel double-layer architecture for MIT detection. The initial layer involves inte
gration, transformation, and sampling system of data. In the sampling system, an efficient sam
pling approach is adopted to depreciate CIP among eight sampling techniques, depending on the 
performance of support vector machine (SVM) classifier. Nearmiss2 (NM-2) excels and is 
considered an optimal sampling technique. In the second layer, sampled data of NM-2 is 
employed in an anomalous MIT detection model using various anomaly detection techniques and 
evaluated with performance metrics. The main focus is to validate the solution for CIP in anomaly 
detection techniques with previous research. The proposed double-layer architecture with NM-2 
and One-class SVM obtained recall and f-score of 100% and 78.72%. In contrast, it exhibits an 
accuracy of 82.46%, with a reasonable detection rate for MIT detection   

1. Introduction 

Cloud computing framework provides several metered services to businesses, organizations, or private sectors through the internet. 
This framework has intrinsic defense measures to confront active security threats in services such as infrastructure, platform, and 
software. However, it is challenging to regulate security threats in case of passive attacks. One of its kinds is a malicious insider threat 
(MIT) which is complicated to notice in an organization due to the silent nature of an attack. Once an insider threat is detected, the 
consequences are uncountable in the case of reputation and financial resources. The reason behind its severity is that a malicious 
insider is a trusted authorized user with legitimate access to sensitive credentials about an organization and its amenities. A malicious 
insider could rapidly embezzle confidential credentials without evidence by harnessing authority. 

In recent years, more malicious insiders dissembled an organization and widespread in public due to its gigantic consequence. 
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Including Marriott hotels and resorts, Elliott Greenleaf law firm, South Georgia Medical Center, Twitter, Ubiquiti Networks, Proof
point, Saudi Aramco, Pfizer and UK Parliament [1], some organizations experienced MIT, leading to data leakage in 2021. In the 2022 
cost of an insider threat global report conducted by Ponemon Institute, an insider threat maximized their occurrence and pecuniary 
loss over the past two years from 2020. Since then, the number of insider threat incident is doubled. Furthermore, the minimum 
number of cases reported for insider incidence remains one, whereas the uttermost is 46. The crime has been filed in the past 12 
months, where malicious insiders were involved in 26% of cases. 

It is analyzed that an incidence of insider threat multiplies intensely owing to an organization’s size. The statistics reveal that 52% 
of respondents are worried about insider-driven data loss in a cloud environment [2]. The insider is able to compromise security checks 
by utilizing legitimate authority and trying to sneak confidential information by identifying loopholes. The main categories of insider 
threats are careless employees, malicious insiders and credential swindlers. The activities, including private information transmission 
to third parties, monitoring open ports and security flaws, obtaining or downloading sensitive information irrelevant to the role or 
function, and utilizing unauthorized USB flash drives ensuing unusual behavior on a regular working basis, are certain functionalities 
of malicious insiders. 

Machine learning (ML) is persistently becoming more dominant in the domain of MIT. Nevertheless, preceding research has 
employed ML methods to categorize and recognize the behavior of malicious insiders. The challenging factor is preferring appropriate 
ML classification methods to acquire a supreme outcome in detecting MIT [3]. The appropriate model for eminent detection of MIT is 
evaluated using performance evaluation metrics, including precision, accuracy, f-score and recall. The performance of ML algorithms 
is susceptible to the concern of class imbalance (or class disparity issue). i.e., the phenomenon in which the occurrence of unusual 
behavior in an organization is much fewer than benign behavior. However, it would be tricky to classify the uneven class data owing to 
possible misclassification and misinterpretation. i.e., the ML classification model would consider a minority class of abnormal ac
tivities as an outlier and neglect it during classification. The inaccurate classification of minority class accompanies misinterpretation, 
followed by performance suppression in ML methods. The usage of data-level sampling methods could overcome misinterpretation. At 
present, various sampling methods are available that cover all aspects of a data-level sampling system. Therefore selecting an ideal 
sampling approach to address CIP is tricky. Most existing solutions utilize anomaly detection techniques. As a consequence, preferring 
the finest anomaly detection approach for exposing MIT using sampled data remains problematic. Anomaly detection techniques 
effectively observe abnormal activity against benign behavior relying on user actions. The eminent insider threat detection framework 
should combine sampling and anomaly detection techniques [4]. 

This paper proposes a two-layer system to address the challenges mentioned earlier. Eight prevailing variants of data-level sam
pling approaches in the first layer are explored under data pre-processing and sampling systems to attain symmetrically balanced data. 
Support Vector Machine is used to assess the findings of discrete sampling approaches using evaluation metrics to prevail the best 
adequate sampling method within a data sampling system. Depending on an output from the preceding layer, six anomaly detection 
techniques are employed in the subsequent layer using sampled data. These techniques are evaluated using the performance metrics 
noted previously to derive an ultimate anomaly detection technique to detect MIT. The contributions of this study are as follows:  

• Novel intelligent double-layer architecture for adopting utmost sampling techniques and an anomaly detection algorithm for 
discovering insider threats has been developed.  

• Exploring undersampling and oversampling approaches to unravel the class imbalance issue in Computer Emergency Response 
Team (CERT) synthetic datasets from Carnegie Mellon University.  

• The proposed double-layer architecture has been analyzed, studied using the CERT dataset, and evaluated as per metrics such as 
precision, accuracy, f-score, and recall using False Positive (FP), False Negative (FN), True Negative (TN), and True Positive (TP). 

The rest of the paper is structured as follows: The related works are discussed in Section 2. The background study is discussed in 
Section 3. The proposed two-layer architecture is described in Section 4. The performance analysis is elaborated in Section 5, and the 
final section concludes the paper with future scope. 

2. Related works 

At present, the solution for MIT identification through asymmetric class data is inadequate. Thereby, pinpointing a sufficient MIT 
detection approach is still complicated because imbalanced data uprises the class imbalance problem (CIP), and performance metrics 
such as recall, precision, accuracy and f-score are utilized for evaluating the models. The most promising model is preferred based on 
the performance of MIT detection. 

Explored ML techniques for recognizing malicious insiders in [5] and evaluated based on accuracy, Area Under Curve (AUC) and 
recall using The Wolf of Sutd (TWOS) dataset. However, boosting techniques such as Adaboost [6], Extreme Gradient Boosting 
(XGBoost) [6], and Light Gradient Boosting Machine (lightGBM) [7] had successfully handled the CIP compared to other state-of-art 
methods. Another solution for better classification is to apply deep learning techniques. The performance of AutoEncoder (AE) and 
Variational AutoEncoder (VAE) for MIT detection is observed in [8]. In [9], three ML algorithms, namely Decision Tree (DT), Hidden 
Markov Model (HMM) and Self Organizing Maps (SOM), are evaluated to choose the best-performing algorithm based on mentioned 
performance criteria. However, VAE and SOM performed well and achieved a maximum detection rate with less False Positive Rate 
(FPR), thus outperforming other algorithms. 

MIT detection using an imbalanced dataset is quite cumbersome, and hard to achieve better performance due to the CIP. It can be 
solved by applying a hybrid solution to the issue of class disparity in malicious insider anomaly detection. In [10], a framework was 
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Table 1 
Review of significant research in classification and anomaly detection techniques for detection of MIT.  

Study Study scheme Key findings ML model 
scheme 

Algorithms applied Observations 

[5] Detection 
using 
imbalanced 
data 

Evaluated six ML classifiers using 
the TWOS dataset to select the best- 
performing technique for MIT 
detection based on accuracy, recall 
and AUC. 

Classification 
and regression 

Adaboost, NB, LR, KNN, LR and 
SVM 

Adaboost performed well and 
obtained accuracy, recall and AUC 
of 98.3%, 98% and 98.3%, 
outperforming other techniques for 
malicious emails using the TWOS 
dataset. 

[6] Detection in 
imbalanced 
data 

Implemented user behavior analysis 
for MIT detection using XGBoost, 
and evaluated using accuracy, 
precision, recall and f-score. 

Classification RF, MLP and XGBoost XGBoost performed better than 
other algorithms and obtained a 
99.96% f-score using the CERT 
dataset for user behavior analysis. 

[7] Detection in 
imbalanced 
data 

Introduced an intelligent 
framework for MIT detection using 
LightGBM and evaluated using f- 
score, AUC and accuracy. 

Classification LightGBM Achieved an accuracy of 99.47% 
using imbalanced cert data and 
successfully obtained higher AUC 
and f-score for detecting the MIT 
event. 

[8] Detection in 
imbalanced 
data 

Concentrated on highly imbalanced 
malicious insider data, AE and VAE 
were evaluated using performance 
metrics such as precision, recall, 
accuracy and f1-score. 

Classification AE and VAE The performance of a VAE neural 
network provides the best result and 
obtained precision, recall, accuracy 
and f1-score of 92%, 96%, 96% and 
94%, which is higher than AE and 
outperforms AE. 

[9] Detection in 
imbalanced 
dataset 

Evaluated three ML algorithms to 
select the best algorithm to classify 
malicious behavior based on recall, 
FPR and accuracy. 

Classification SOM, HMM, and DT SOM provides better results based 
on detection rate, false-positive 
rate, and accuracy in detecting 
insider threats using CERT data. 

[10] Detection 
using 
imbalanced 
data 

A framework was proposed using 
supervised methods to detect the 
MIT and evaluated using balanced 
data via the Spread Subsample 
feature in the weka tool and 
imbalanced data in five classifiers 
based on precision, recall, f-score 
and time taken. 

Classification NB,LR, RF, SVM, and NNs Classifiers with different 
parameters affected the 
performance metrics, but their 
impact was more substantial on an 
imbalanced dataset than on a 
balanced dataset. 

[11] Detection in 
balanced data 

Applied oversampling technique, 
namely SMOTE, to handle CIP, and 
evaluated using three-time series 
classification methods based on 
precision, recall and f-sore. 

Classification IF, RF, and Deep AE The performance of RF and Deep AE 
is comparable and achieves the best 
result for detecting MIT. 

[12] Detection in 
balanced 
dataset 

Applied ADASYN for CIP and 
evaluated using DNN to detect the 
MIT. 

Classification Deep neural network (DNN) The performance of DNN 
outperforms existing ML techniques 
using balanced data. 

[13] Detection in 
imbalanced 
data 

Applied different ML techniques for 
successful MIT detection and 
evaluated using accuracy, kappa 
and time. 

Classification Bayesian model, linear 
regression, logistic regression, 
model tree, linear classifier, 
neural network, RF, SVM, Tree 
based model, Rule based model, 
Partial least squares, polynomial 
model. 

Random forest obtained an 
accuracy of 98% and performed 
well than other classifiers. 

[14] Detection 
using 
imbalanced 
data 

Proposed novel MIT detection 
framework using anomaly detection 
in an unsupervised ensemble 
approach using the CERT dataset 

Anomaly 
detection 

AE, IF, LODA and LOF AE outperforms other algorithms 
based on voting metrics to detect 
MIT. 

[15] Detection in 
imbalanced 
data 

A framework was proposed to 
model the zero-knowledge 
anomaly-based behavior for MIT 
detection. 

Anomaly 
detection 

LR, RF, and MLP The performance of RF produces the 
best result for detecting MIT than 
other techniques. 

[16] Detection in 
imbalanced 
data 

Designed anomaly detection using a 
graphical neural network, namely 
GCN, to detect abnormal malicious 
behavior and evaluate using other 
existing methods. 

Anomaly 
detection 

RF, SVM, LR, CNN and GCN On the basis of accuracy, precision, 
and recall, GCN surpasses other 
algorithms. 

[17] Detection in 
imbalanced 
dataset 

Proposed an ensemble of deep AE 
for anomaly detection, trained using 
normal and abnormal behavior, and 
evaluated based on accuracy. 

Anomaly 
detection 

Deep AE Deep AE detects any malicious 
insider behavior with a minor FPR. 

(continued on next page) 

A. S et al.                                                                                                                                                                                                                



Computers and Electrical Engineering 105 (2023) 108519

4

introduced using a spread subsample feature to curb CIP in five supervised ML methods and evaluated based on the performance of five 
classifiers for MIT detection. It is observed that SVM and Naïve Bayes (NB) perform well compared to other ML techniques in this study. 
The performance can be further achieved by applying boosting algorithms. In [11], the CIP is suppressed using Synthetic Minority 
Over-sampling Technique (SMOTE), an oversampling technique to equalize data proportion, and verified the performance using 
three-time series classification methods, namely RF, Isolation Forest (IF) and deep AE using performance metrics such as precision, 
recall and f-score. Thus deep AE and RF worked better using balanced data. In [12], a framework is proposed comprising oversampling 
and ML techniques using the CERT dataset and evaluated using precision, recall, f-score and AUC. SMOTE is useful in equalizing class 
data and evaluated using six ML classifiers, namely Logistic Regression (LR), RF, NB, K-Nearest Neighbor (KNN), DT and Kernel- SVM 
(KSVM). In contrast, DT achieved an AUC of up to 99% and outperformed other techniques. 

Apart from SMOTE, Adaptive Synthetic (ADASYN) is highly recommended with Deep Neural Network (DNN) [12] to deal with CIP 
in MIT detection. In [13], 88 ML algorithms are explored to select the best-performing technique concerning the evaluation metrics 
such as kappa, time and accuracy. In contrast, RF achieved accuracy equal to 98% and outperformed other techniques. Furthermore, it 
is complicated to detect new MIT using classification algorithms; therefore, anomaly detection techniques are explored. 

The anomaly detection using unsupervised ensemble learning algorithms, namely AE, IF, Local Outlier Factor (LOF) and Light
weight On-line Detector of Anomalies (LODA), are implemented in [14], while AE achieved better results and outperformed other 
algorithms. Furthermore, zero-knowledge anomaly-based behavior [15] was analyzed using LR, RF and MLP. RF performed well and 
achieved the best result. The application of an anomaly detection model using a Graph Convolutional Network (GCN) was introduced 
in [16]. It evaluated the performance among other algorithms, namely RF, SVM and Convolutional Neural Network (CNN), using 
accuracy, precision and recall. In comparison, GCN outperforms other algorithms for malicious activity detection. Moreover, the deep 
AE was recommended by [17] for MIT detection to manage misclassification with a lower false-positive rate. 

Table 1 (continued ) 

Study Study scheme Key findings ML model 
scheme 

Algorithms applied Observations 

[18] Detection in 
imbalanced 
dataset 

A multilayer framework was 
proposed using misuse insider 
threat detection and anomaly 
insider threat detection and 
evaluated using recall, precision, 
accuracy, f-score, AUC, FPR, FNR, 
TNR and computation time to detect 
known and unknown insider 
threats. 

Anomaly 
detection 

KNN and RF The performance of a proposed 
hybrid model obtained accuracy 
and FPR of 99% and 29% and 
outperformed other state-of-art 
methods. 

[19] Detection in 
imbalanced 
data 

Proposed a framework based on the 
behavior of malicious insiders that 
combines the k-means and PCA for 
anomaly detection using an 
imbalanced CERT r6.2 dataset. 

Anomaly 
detection 

K-means, PCA The anomaly detection using the 
proposed combined framework has 
a detection rate of 89% and 
outperforms K-means and PCA 
based on cut-off values of 1%, 5%, 
10%, 15%, 20%, 25%, and 30% cut- 
off. 

[20] Detection in 
imbalanced 
data 

Introduced a combined intelligent 
framework that applies 
classification and graph methods to 
identify the MIT and evaluated 
using f-score, AUC, precision and 
recall. 

Anomaly 
detection 

IF, OCSVM, LOF, EE, ANN, Gnb, 
Bgc, RF and Gbc 

The boosting techniques obtained f- 
score, recall, precision and AUC 
scores of 99% and outperformed 
other algorithms. 

[21] Detection in 
imbalanced 
data 

Evaluated two unsupervised 
ensemble-based anomaly detection 
techniques using the temporal 
representation of data, namely 
concatenation, percentile and mean 
difference, to describe the user 
behavior changes for MIT detection. 

Anomaly 
detection 

AE and IF The combination of percentile 
representation of data in AE 
outperforms IF and achieves a high 
detection rate with a low false- 
positive rate to detect MIT. 

[22] Detection in 
imbalanced 
dataset 

A double-layer framework was 
proposed using LSTM and CNN and 
evaluated using AUC for MIT 
detection. 

Anomaly 
detection 

LSTM and CNN LSTM and CNN-based anomaly 
detection performs well, obtained 
AUC = 0.9449, and detects 
maximum insider threat in CERT 
data. 

[23] Detection in 
balanced 
dataset 

Proposed a new sampling 
technique, namely CGAN. 
Evaluated three oversampling 
methods using four anomaly 
detection techniques to effectively 
handle the CIP based on precision, 
recall, f-score, kappa and Mathews 
Correlation Coefficient (MCC) to 
perform multi-class classification. 

Anomaly 
detection 

RF, XGBoost, MLP and IDCNN The anomaly detection using CGAN 
in four classifiers has obtained 
higher performance than ROS and 
SMOTE to perform multi-class 
classification.  

A. S et al.                                                                                                                                                                                                                



Computers and Electrical Engineering 105 (2023) 108519

5

MIT has been the subject of several types of research in recent years. Indeed, merely countable hybrid solutions are presented. A 
hybrid combination of KNN and RF was proposed by [18] to spot familiar and unfamiliar MIT. In [19], the proposed hybrid model fuses 
Principal Component Analysis (PCA) and k-means in anomaly detection for recognizing abnormal behavior using an imbalanced CERT 
dataset and evaluated using a detection rate. It outperforms K-means and PCA and obtained 89% accuracy. However, the performance 
could have been more satisfactory. A combined framework was recommended in [20] using classification and graph methods for MIT 
detection. Nine classifiers were applied and evaluated based on f-score, AUC, precision and recall. However, boosting techniques 
obtained a maximum detection rate and outperformed other algorithms. 

The hybrid approach made up of a temporal representation of data in anomaly detection techniques such as AE and IF was applied 
and evaluated in [21] for locating employee behavioral change in imbalanced data, thus obtaining the best performance while 
combining percentile representation with AE. In addition, the hybrid approach in deep learning for anomaly detection is beneficial and 
was recommended by [22], using CNN and Long-Short Term Memory (LSTM) for behavior modeling. As a result, it obtained an AUC of 
up to 94.49% using an imbalanced CERT dataset. 

Apart from SMOTE and ADASYN, a novel sampling technique, namely Conditional Generative Adversarial Network (CGAN), was 
proposed in [23] and evaluated using four ML techniques, namely RF, XGBoost, MLP and Intelligent Deep Convolution Neural Network 
(IDCNN). In this study, results proved that the performance of CGAN compromised ROS and SMOTE. 

Four pivotal restrictions have been witnessed in Table 1, which outlines contemporary analysis for MIT detection. They are (i) The 
function of CIP impacts existing classification techniques and induces misclassification, augmenting a false detection rate. Few existing 
methods complement bagging and boosting algorithms to detract a false detection rate. However, these methods contribute adversely 
to exploring alternative ML techniques. (ii) The sampling technique is endorsed to compress the CIP within classification techniques. 
Besides, attaining an uttermost performance equivalent to boosting algorithms is complicated. (iii) Perceiving new MIT is troublesome 
in a classification technique. Accordingly, anomaly detection techniques are implemented. (iv) Proposing a hybrid approach for 
detecting malicious insiders using anomaly detection with an elevated detection rate is yet oppressive. However, fulfilling a maximal 
performance in various classification and anomaly detection techniques with imbalanced data is still disputing. 

Regardless of substantial efforts in discerning malicious insiders, the previous studies have neglected existing undersampling and 
oversampling approaches to depreciate the CIP and have failed to incorporate within anomaly detection techniques for recognizing 
MIT. Despite the popularity of anomaly detection techniques, no prior study has attempted to use them as a solution to detect MIT. 

Hence, an effort has been made to resolve a research gap in managing CIP using sampling approaches in data pre-processing and 
MIT detection using anomaly detection techniques to perceive MIT in the cloud. 

3. Background studies 

MIT has become a well-known concern and is regarded as one of the most significant cybersecurity issues [24]. It defines that MIT 
needs specialized detection methodologies, systems, and tools, as well as a capacity to identify them efficiently and precisely. Much 
research on MIT detection and related fields has been conducted to counter this complicated issue. However, sampling techniques for 
CIP in MIT detection are still to be explored. 

3.1. Sampling techniques 

It is necessary to balance instances of genuine and malicious users using sampling techniques where an instance of a malicious user 
is comparatively less than a genuine user. Previous work shows that the CIP can be solved using data-level, algorithmic-level and 
ensemble learning [25]. The data level approach is a part of pre-processing techniques that seek to balance data using undersampling 
and oversampling approaches [25] by adjusting a data distribution pattern. In oversampling, the number of minority samples is 
generated until the size equals the number of majority samples. In undersampling, the numbers of majority samples are eliminated 
until the size of both a majority and a minority sample remains the same 

3.1.1. Oversampling approaches 
The procedure of oversampling is to reproduce an instance of MIT until a class size becomes proportional as an instance size of MIT 

expands unexpectedly and a model learning time advances [25]. Random Oversampling, SMOTE and ADASYN are oversampling 
approaches applied to suppress class variation. a) Random Oversampling (ROS) 

In oversampling, ROS is considered one of the familiar techniques. However, it randomly procreates an instance of MIT by reciting 
a minority class instance. Consequently, it stimulates concern about overfitting. b) Synthetic Minority Oversampling Technique 
(SMOTE) 

Artificial synthetic methods are recommended to overcome overfitting in [26]. Regular, Borderline using KNN and SVM [26] are 
considered different approaches for generating minority malicious insider instances. In Eqn. (1), a process of SMOTE is to encompass 
malicious insider instances, and xzi interpolation in KNN generates unique synthetic data to induce proportional data. 

xnew = xi + λ(xzi − xi)zi (1)  

c) Adaptive Synthetic (ADASYN) 
An enhanced version of SMOTE is known as ADASYN, which alters an artificial instance of a minority class in terms of each class 

weight. Following a size of nearby class instances, it produces discrete MIT instances [25]. The ultimate focus of this technique is 
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minority MIT instances. 

3.1.2. Undersampling approaches 
The undersampling approach’s primary constraint is removing a genuine user instance until the class is proportional. Learning time 

is reduced when an instance size of a genuine user is reduced [25]. This study focuses on five undersampling strategies for balancing 
data skewed by class. They are Random Undersampling, Nearmiss1 (NM-1), Nearmiss2 (NM-2), Tomek-Link and Edited Nearest 
Neighbor. a) Random Undersampling (RUS) 

RUS is one of the most prevalent undersampling approaches. It randomly reduces genuine user instances until a size equals minority 
MIT instances [27]. Consequently, critical knowledge is lost in a significant genuine user instance. It results in misinterpretation during 
classification. b) Nearmiss 

Nearmiss works by resampling a genuine user instance required to distinguish every class. Instances of a genuine user in NM-1 are 
chosen when N nearby MIT instances meet a minimal intermediate gap. Meanwhile, in NM-2, a respective instance of genuine users is 
chosen unless N outermost MIT instances fulfil the smallest average distance. 

(c) Tomek-Link (T-L) 
The primary goal of T-L [27] is to perform like a classifier to diminish a majority instance by eradicating an outlier, and an equation 

is formulated below. From an Eq. 2, it is observed that the connection occurs if two instances of different classes are close to each other, 
an interval amid two instances is denoted as d. 

d(x, z) < d(x, y) or d(y, z) < d(x, y) (2)  

d) Edited Nearest Neighbor (ENN) 
The idea behind the ENN is to remove occurrences that do not fulfil a neighbour in KNN. The varieties of undersampling and 

oversampling approaches and their operating requirements are detailed in Table 2. 
Therefore, various undersampling and oversampling relevant techniques for revealing MIT are examined for anomaly detection. 

The performance of various sampling techniques is evaluated using performance metrics to select the best sampling method for 
anomaly detection. 

3.2. Machine learning-based anomaly detection techniques 

The anomaly detection techniques applied using ML methods in balanced data are discussed in this section to differentiate the 
malicious insider from the genuine user. They are One-Class Support Vector Machine, Robust Covariance, Isolation Forest, Local 
Outlier Factor, Lightweight on-line detection of Anomalies and K-Nearest Neighbor. 

3.2.1. One-Class Support Vector Machine (OCSVM) 
To squelch the challenge of classification model training adopting just one class of instances, an enhanced traditional SVM tech

nique, namely OCSVM, is used for a key pattern generation from target class distribution, considered as a principal advantage of 
OCSVM. The OCSVM algorithm is outlined below. (a) From dataset X, identify training and test samples such as Xa and Xb. (b) 
Normalization is utilized to shorten training time and ensures model convergence. (c) To identify the optimum parameter combination 
(g, υ), always choose the function as an RBF kernel and apply a grid search for cross-validation. (d) Construct, build and train the 
OCSVM model for anomaly detection. 

3.2.2. Isolation Forest (IF) 
IF is a kind of ensemble technique that isolates abnormal data points to compute an isolation tree (iTree) for anomaly detection with 

maximum precision and computation rates. A major challenge is a less anomalous detection rate when data distribution becomes 
complex. The combination of more iTree is known as IF. 

Let T be a single node in iTree. An internal node may consist of two daughter nodes (Tl, Tr) and one test. Assuming Q and P are 

Table 2 
Sampling techniques and their working criteria.  

Sno Sampling 
technique 

Sampling type Sampling mechanism Working pattern 

1 ROS Oversampling Prototype selection (controlled oversampling) Random based 
2. SMOTE Oversampling Prototype selection (controlled oversampling) KNN interpolation 
3. ADASYN Oversampling Prototype selection (controlled oversampling) Adjacent class instance 
4 RUS Undersampling Prototype selection (controlled 

undersampling) 
Random based 

5 NM-1 Undersampling Prototype selection (controlled 
undersampling) 

distance-based on minimum average (N adjacent MIT 
instances) 

6 NM-2 Undersampling Prototype selection (controlled 
undersampling) 

distance-based on minimum average (N extreme MIT 
instances) 

7 T-L Undersampling Prototype selection (cleaning undersampling) Link based 
8 ENN Undersampling Prototype selection (cleaning undersampling) KNN based  
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attributes from dataset X to construct iTree and repeatedly segregate by its property xi(Q) unless either requirement embodies: (a) On 
the nodes, there seems to be single data; (b) The same constraints have to be followed by a node data; (c) Boundary for the tree height is 
attained. If and only if the value of P is more than xi(Q), the value of xiis placed in the left subtree and vice versa. (b) For dataset X, the 
average tree path length, c(n), is calculated. (c) An anomalous score is calculated using Eq. 3 for the data point x. 

s(x, n) = 2− E(h(x))
c(n) (3) 

Where, the chance of being recognized as an outlier is high whenE(h(d)) → 0, s → 1. However, the possibilities are slim 
whenE(h(d)) → n, s → 0. 

3.2.3. Robust Covariance (RC) 
The algorithm applying Mahalanobis distance in an unsupervised technique to detect an outlier is called Robust Covariance. The 

process is described below: (a) initially, identify a subset that has minimum determinant and h samples from dataset X. (b) 
Furthermore, construct an average value estimator of Xi data points. (c) The covariance measure of Xi is calculated using a propor
tional factor. (d) Consequently, calculate a Mahalanobis distance between a centre and the data point. (e) The data is considered an 
outlier if the confidence coefficient is 97.5%. Some advantages of RC are high robustness and high efficiency. 

3.2.4. Local Outlier Factor (LOF) 
LOF applies unsupervised density methods for easy local outlier identification. The working of LOF is depicted below with eqn.8: 

(a) k-distance measure of p is defined as Nk(p), between point p and point o is calculated. (b) The k-distance reachability is calculated 
by |Nk(p)| ≥ k, reach − distk(p,0) (c) Calculate the local-reachability density (lrdk(p)), and the formula is defined in Eq. 4. (d) If the 
value of LOFk(p) is more than 1, point p might be identified as an outlier. 

LOFk(p) =
∑

o∈Nk(p)

(lrdk(o))
lrdk(p)

/|Nk(p)| (4) 

Table 3 
Specification for six machine learning based anomaly detection algorithms.  

Algorithm Parameter Value 

OCSVM Kernel RBF 
polynomial kernel function’s Degree 3 
Gamma value Auto 
Nu value 0.12 
Maximum iteration -1 

IF Number of estimators 100 
Maximum number of samples Auto 
Contamination 0.1 
Maximum features 1.0 
Bootstrap False 
Number of jobs None 
Random state None 
Verbose 0 

RC Stored estimated precision True 
Assume center point False 
Support the fraction None 
Contamination 0.5 
Instance of random state None 

LOF No of neighbors 35 
Algorithm Auto 
Size of leaf 30 
Metric Minkowski 
Metric parameter 2 
Metric function arguments None 
Contamination 0.1 
Number of jobs in parallel None 

LODA Contamination 0.1 
No of histogram bins 10 
No of random cuts 100 

KNN No of neighbors  
Weights Uniform 
Algorithm Auto 
Size of leaf 30 
Minkowski power parameter 2 
Metric Minknowski 
Parameter for metric function None 
No of parallel jobs None  
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3.2.5. Lightweight on-line detection of Anomalies (LODA) 
LODA is a type of ensemble approach [14] that creates a robust classifier acquired by combining the collection of weak anomaly 

detector classifiers with fewer error rates. The working of LODA is explained below with Eq. 5 

wi ∈ R
dk

i=1 (5) 

(a) Where, k one-dimensional vector creates non-zero components √d to compute probability density per data point. (b) Compute a 
histogram per k vectors. (c) The distance between a variation of original data distribution per histogram is used for outlier identifi
cation. (d) Repeat the process to update a histogram bin and vectors. (e) The logarithm of probabilities is utilized to compute an 
anomaly score for data points based on single projection vectors. 

3.2.6. K-Nearest Neighbor (KNN) 
The KNN is a non-parametric lazy learning classification approach using Euclidean distance measures and requires no training time. 

As a result, it is seen as a significant benefit of KNN. 
The following exemplifies the KNN algorithm: (a) Using data points, the approximation distance is calculated from input vectors. 

(b) The KNN has been mapped into unlabeled data points. (c) The selection of a k-parameter for the KNN classifier is required. (d) 
Choose an ideal number of neighbors for categorization. (e) To detect an abnormality, create and train a KNN classifier. An outlier is a 
data point that ultimately fails the k-neighborhood. 

The parameter specification for six ML-based anomaly detection techniques, as above mentioned earlier, is demonstrated in 
Table 3. 

4. Proposed double layer architecture 

The working principle of a proposed double-layer architecture is developed to alleviate the risk of class disparity for MIT detection 
utilizing sampling methods. Fig. 1 illustrates the overview of a proposed double-layer architecture. The two primary purposes of a 

Fig. 1. Proposed double layer architecture.  
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proposed architecture are: (i) In the first layer, evaluating variants of sampling methods using an SVM classifier based on performance 
evaluation metrics and, thus, selecting a more effective sampling method. (ii) In the second layer, ML-based anomaly detection is 
applied to recognize malicious behavior using well-balanced data obtained from the first layer. 

4.1. Layer 1: Pre-processing and sampling system 

The sampling methods mentioned earlier have been explored to determine an efficient sampling approach. Therefore, the sub
section discusses preprocessing techniques, such as data aggregation, data encoding or transformation, and selected sampling ap
proaches used to unravel class dissimilarity issues in double-layer architecture. 

4.1.1. Data Aggregation 
In the baseline dataset described in Section 5.2, employee behaviors are kept in diverse records: logon, device, and HTTP. MIT 

detection in each table is time-consuming, so incorporating dissimilar tables into a single homogeneous table is necessary to perform 
anomaly detection. A simple feature concatenation technique can be applied to concatenate different tables [25,26]. 

4.1.2. Data transformation 
Integrated data has six features: Insider Threat, Vector, Date, User, Pc and Activity. The variable types of these features are cat

egorical and ordinal; date is the ordinal variable, and others are categorical. An ML method recognizes information solely in digital 
format. Consequently, the features in categorical format are converted into numerical ones using a categorical encoding technique 
[23]. The date can be transformed into several epochs. This study uses categorical encoding in data transformation to alter merged 
categorical information into numeric. 

4.1.3. Data sampling system 
Variants of the sampling approach have been employed in modeling data sampling systems using transformed data. Eight sampling 

approaches, among undersampling and oversampling, have been widely used to manage class disparity issues in classification tech
niques. The sampling methods include ROS, SMOTE, ADASYN, RUS, ENN, NM-1, NM-2 and T-L. 

From the sampling techniques mentioned above, NM-2 generates well-balanced data by eliminating instances of a genuine user, 
which fails to achieve an intermediate interval between the N outermost instance of a malicious class. Accordingly, it performs well 
than other sampling techniques in the data sampling system. 

However, no previous study has recognized the significance of any sampling method, raising a practical challenge in preferring a 
considerable optimal sampling approach. 

4.1.4. Evaluation metrics 
Numerous performance evaluation metrics have been used for evaluating the data sampling system. A confusion matrix with 

projected output is created for binary classification: False Negative (FN), False Positives (FP), True Negatives (TN), and True Positives 
(TP). Where TP is the number of precisely categorized MITs, TN is the amount of accurately classified genuine user behavior, and FP is 
the amount of mistakenly categorized genuine user behavior. FN is the size of incorrectly classified malicious behavior. Table 4 
represents the performance metrics utilized for evaluating the performance of sampling methods. 

4.1.5. SVM for Evaluation 
The classification model, an SVM classifier, is modeled using sampled data from various sampling techniques mentioned earlier and 

evaluated for its performance. The precise classification results in diminishing class disparity issues. The balanced data needs to be 
assessed using an ML model that measures classification level. Since the present research satisfies binary classification, an SVM 
classifier is adopted to estimate the working of sampling methods in a data sampling system. Table 5 explains the simulation pa
rameters of SVM. The sampled data is split into two main parts: train and test data to build a classification model. The SVM classifier 
was trained and tested using the train and test data. 

The performance evaluation of an SVM classifier using sampled data depends upon evaluation metrics such as accuracy, precision, 

Table 4 
Performance metrics applied in this study.  

Formula Description 

Precision =
TP

(TP + FP)
A fraction of MIT samples is considered a malicious insider. As a result, it indicates a malicious insider. 

Recall =
TP

(TP + FN)

Recall, also called sensitivity, is a fraction of the threat samples strictly distinguished as a malicious insider. 

F − score =

2*
(

(precision*recall)
(precision + recall)

)
Also named F-measure is specified as a harmonic mean between recall and precision. 

Accuracy =
(

(TN + TP)
(TN + TP + FN + FP)

)
It is considered a general significance of a classifier and is defined as a fraction of correctly classified positive and negative entries.  
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recall and f-score. The SVM classifier is applied in sampling approach evaluation requirements, considered as attributes, and a data 
sampling approach that has been developed is assessed as an alternative in an SVM classifier. The optimal performance of an SVM 
classifier using a distinct sampling approach is considered an ideal sampling approach that successfully balances majority and minority 
instances with respect to the metrics, as mentioned earlier. 

4.2. Layer two: Machine learning-based anomaly detection 

Fig. 1 indicates that a superior outcome sampling approach is selected and used for anomalous MIT detection in the second layer, 
depending on outcomes from the previous layer. The balanced data utilized by various ML-based anomaly detection techniques, i.e., 
OCSVM, RC, LOC, LODA, KNN and IF, are trained to individualize malicious and genuine users in an AMITD model are examined as 
follows. 

4.2.1. Anomalous MIT Detection (AMITD) 
An anomalous MIT detection model effectively detects MIT using balanced data. This model applies six ML-based anomaly 

detection techniques using genuine and malicious behavior in balanced data to build an AMITD model. Subsequently, depending on 
the proportion of abnormal behavior of users, MIT is identified that differs from a genuine user. If the difference exceeds a certain level, 
that behavior is considered an outlier, and the user who performs such behavior is regarded as a malicious insider. 

4.2.2. Evaluation metrics for decision making 
The working of an AMITD model is analyzed using several performance evaluation metrics. Table 3 represents the performance 

metrics utilized for measuring the throughput of implemented anomaly detection techniques using ML algorithms. 

5. Performance Discussion 

This section examines the obtained results of double-layer architecture. Section 5.1 illustrates the execution environment. The 
information regarding a utilized dataset is described in Section 5.2. Section 5.3 elaborates on the experimental results of a proposed 
double-layer architecture. Section 5.4 compares the performance of anomaly detection techniques using the most acceptable sampling 
approach. Section 5.5 analyzes the performance of a proposed architecture with other existing state-of-the-art methods. 

5.1. Execution Environment 

When conducting experiments, the information regarding execution environments is specified. Used an anaconda platform for 
training and testing a proposed double-layer architecture that enforces sampling approach and ML-based anomaly detection tech
niques. It is free and open-source software and equips an environment for ML techniques using Jupyter Notebook. It has preconfigured 
basic libraries in Python 3.6, such as pandas and math, whereas others require preinstallation in an operating machine for later 
research. 

5.2. Details of datasets 

The benchmark data for this research was obtained from the CERT division of Carnegie Mellon University, which combines in
formation from diverse sources to generate a synthetic MIT dataset [28]. However, this study applies the publicly available CERT v3.2 
benchmark dataset with the condition that satisfies scenario1 and scenario2 in MIT [29]. It incorporates activity information that 
generated 135117169 log events from 1000 users with an interval of 516 days among two employees performed maliciously based on 
MIT scenarios. 

Table 5 
Simulation parameters of SVM.  

Parameters Values 

Kernel RBF 
Gamma 0.001 
Nu 0.02  

Table 6 
CERT MIT scenario.  

Scenario Description 

1 Personal who works after wage-hour carries a portable device and upload sensitive details via unauthorized websites, namely wikileaks.org. Tries to 
resign from the organization. 

2 Personal visits a career portal website to examine a business opponent’s recruitment possibilities. The personal’s anomalous activity increases the use of 
a portable device and resigns an organization in the future.  
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Logon activity and information related to browsing, file accessing, mailing, usage of removable drive, psychological measures, and 
lightweight directory access protocol (LDAP) are all included in the CERT dataset. As a result, this study was conducted utilizing data 
relating to the cyber activities of users in an attempt to determine MIT using existing synthetic data. This study considers a CERT 
dataset that satisfies scenario-1 and scenario-2 as baseline data. In this study, information in baseline data is combined and encoded 
using data aggregation and data encoding in the first layer. 

5.2.1. MIT Scenarios 
Table 6 depicts two satisfied situations for MIT in a CERT dataset. With respect to the scenarios mentioned above, a dataset has been 

categorized into genuine users and malicious insiders in a CERT dataset. The following procedure is carried out using a CERT dataset to 
characterize the behaviors of a genuine and malicious insider. 

The well-sampled dataset is separated into a training-testing set for examining the proposed MIT detection model. The training set 
contains behaviors of genuine users and malicious insiders, satisfying two MIT scenarios in a CERT dataset. In contrast, the testing set 
confines the user activities of genuine and malicious insiders known in a training set. The working of an AMITD model using training 
and testing set from a balanced CERT dataset is mentioned below:  

• The equalized CERT data was split into two subsets: a training set represents the first subset for model learning, and a testing set 
represents the second subset for MIT detection.  

• A complete training subset is utilized for instructing an AMITD model to generate patterns for genuine user working behavior and 
abnormal malicious user behavior. Later, a testing set is utilized to test a model to identify the MIT.  

• Later, a testing set is utilized to examine a model that could identify genuine and malicious behavior. If a particular behavior 
slightly seems abnormal and considered an MIT. 

5.3. Experimental Results 

The preliminary results from layer one and layer two in double-layer architecture are discussed in the following. Section 5.3.1 
describes the selection of a sampling system by applying an SVM classifier based on performance metrics in Section 4.1.4. Section 5.3.2 
defines the result of an anomalous MIT detection. 

5.3.1. Results of first layer 
The experimental result of data preprocessing and sampling systems in the first layer from the proposed double-layer architecture 

that includes data integration, data transformation and data sampling system is explained in the following subsections. 
(i) Results of data integration 
Table 7 shows the result of a data integration method using a simple feature concatenation technique for three tables mentioned in 

Section 4.1.1. The integrated table of baseline data corresponds to selected scenarios in a daily log such as http.csv, logon.csv and 
device.csv. In integrated data, the standard features of the three tables are date, user, pc, and activity. In contrast, the feature named 
’vector’ denotes the origin of data, and ’InsiderThreat’ denotes activity either in the form of malicious or genuine. 

(ii) Results of data transformation 
The values of the data were gathered from integrated data. However, categorical features, namely ’InsiderThreat’, ’vector’, ’user’, 

’pc’ and ’activity’, are encoded into numerical data. ML models only consider numerics as input. For instance, in this study, ’date’ is a 
timestamp value and should be converted into numerics. The values of the vector feature represent the origin of user behavior, such as 
logging status, device connectivity behavior and internet browsing behavior. Considering five distinct behaviors of a user in features 
mentioned earlier, they were encoded as numerics [30], i.e., log-in (0), log-out (1), connect (2), disconnect (3), and HTTP (4). Table 8 
demonstrates an encoded value of a categorical variable during pre-data and post-data transformation. 

(iii) Performance evaluation of SVM classifier 
Based on encoded preprocessed data, the different sampling approaches using an SVM classifier in a data sampling system are 

illustrated in Table 9. The performance evaluation has been accomplished concerning four evaluation metrics in an SVM classifier. 
The table shows performance evaluation based on four metrics using an SVM classifier. The maximum detection rate is determined 

by precision, whereas a recall achieves a precise detection rate. The overall performance of an SVM classifier is determined by ac
curacy. The f-score is used to compute the harmonic mean between recall and precision. The highest f-score is considered the most 
crucial factor based on performance. The minor variance between precision and recall is notable, whereas a higher value in accuracy 

Table 7 
Performance result of a data integration method using a simple feature concatenation technique.  

Feature name Description 

Insider threat The category of activity either malicious activity or not 
Vector The source of information 
Date Date for every single event 
User An identification number that denotes the user performs a specific action 
Pc An identification number that denotes the computer where the action is performed 
Activity It denotes the particular action from every user  
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and precision is regarded as the least important. 
(iv) Results of SVM classifier in data sampling system 
The performance result of various sampling approaches in a data sampling system based on an SVM classifier is discussed in this 

subsection. An SVM classifier is evaluated using previously specified four evaluation metrics. It is noteworthy to consider accuracy, 
recall, precision and f-score. 

Table 9 demonstrates the impacts of an SVM classifier, implying distinct sampling approaches. It is noted that the outcome remains 
identical for ROS, SMOTE and ADASYN. In addition, correctly classified genuine behavior is more diminutive. Therefore, it is complex 
to confront issues of class disparity with oversampling methods. 

In contrast, the value of the f-score using the NM-1 undersampler is nearly insignificant, and the detection rate of malicious activity 
is insufficient. ENN and T-L outcomes are closer to similar and could be tolerable. However, NM-2 enhanced the creation of synthetic 
MIT instances and outperformed ROS. Consequently, it obtained maximum effect in four performance metrics as mentioned earlier 
than oversampler. 

Therefore, the best sampling approach is selected based on the above analysis. The result is compared with the outcomes of an SVM 
classifier utilizing disparate data listed in Table 10. 

Table 10 noticed that malicious activity is never witnessed by an SVM classifier using disparate data. In contrast, considering 
balanced data in an SVM classifier, it accurately signified non-malicious actions and obtained a higher recall value than disparate data. 
Meanwhile, balanced data acquired reasonable precision and f-score and exceeded disparate data, along with sufficient accuracy, to 
discover malicious actions. Hence, NM-2 is considered the best-performing sampling approach in a data sampling system using an SVM 
classifier based on the metrics mentioned above. 

5.3.2. Results of second layer 
The best sampling approach is selected, relying on its performance from the previous layer to obtain well-balanced data for 

modeling a consecutive layer of double-layer architecture for MIT detection. Corresponding to the outcome from Table 9, it is 
noteworthy that the NM-2 sampling approach outperforms other sampling approaches to crack CIP. Therefore, the architecture of the 
second layer contains a primary module: (i) An AMITD applies various ML-based anomaly detection techniques. An AMITD module 
uses a balanced sample using NM-2 from a data sampling system to build six anomaly detection methods that differentiate malicious 
from the genuine user corresponding to user behavior. The leading anomaly detection technique is selected based on performance 
metrics mentioned in Table 3 for insider threat detection. 

(i) AMITD 

Table 8 
Result of data transformation technique using categorical encoding.  

Feature name Pre-data Transformation Post-data Transformation 

Insider threat 1 1 
Vector Logon 0 
Date 07-01-2010 02:23:00 1280707200 
User CCH0959 4 
Pc PC-0588 128 
Activity http://linkedin.com/jobs/displayhome.html 750  

Table 9 
Outcome of distinct sampling approaches.  

Techniques Applied Accuracy F-score Precision Recall 

Oversampling Techniques 
ADASYN 0.680375 0.80±0.03 0.99±0.02 0.67±0.77 
ROS 0.680375 0.80±0.03 0.99±0.02 0.67±0.77 
SMOTE 0.680375 0.80± 0.03 0.99±0.02 0.67±0.77 
Undersampling Techniques 
ENN 0.680375 0.80± 0.03 0.99±0.02 0.67±0.77 
NM-1 0.319625 0.48±0.00 0.97±0.00 0.32±0.22 
NM-2 0.84325 0.91±0.02 0.99±0.01 0.84±0.28 
RUS 0.716625 0.80±0.03 0.99±0.02 0.71±0.74 
T-L 0.680375 0.80± 0.03 0.99±0.02 0.67±0.77  

Table 10 
Pre and post undersampling technique.  

Training set Pre Sampling Post Sampling 

Majority class Non-Malicious activity instance (0, 39732) (0, 268) 
Minority class Malicious activity instance (1, 268) (1, 268)  
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Initially, the working process of a suggested AMITD model is examined using sampled data, in which six anomaly detection 
techniques are trained using activities of both known MIT and genuine users. It implies that various anomaly detection techniques were 
trained and learned to generate a pattern based on the behavioral scenarios of a malicious insider. The results of a proposed AMITD 
model in a confusion matrix are given in Fig. 2. 

Fig. 2 demonstrates the confusion matrix of six anomaly detection techniques for discovering MIT. The highest values in metrics, 
namely, true positive and true negative, indicate a fair outcome, compared with their lesser values denoting the poorest outcome. The 
declining values in negative standards, i.e., false positive and false negative, suggest the most promising outcome, but their elevated 
value demonstrates an inadequate outcome. 

The performance of anomaly detection methods can be cross-verified using evaluation metrics, namely accuracy, precision, recall 
and f-score, and the result is depicted in Table 10. These metrics are considered positive evaluation criteria; the highest value denotes 
the most exemplary performance. In contrast, the declining value denotes downgrade performance. From the above noteworthy 
analysis, it is perceived that a proposed model delivers a desirable result since it has been trained using six anomaly detection al
gorithms and understood a pattern of atypical etiquette in accordance with the given scenarios of MIT. 

5.4. Performance comparison 

Fig. 2 shows that LODA and KNN provide similar outcomes and fail to detect malicious activity. i.e., a value of TN is 0. Hence, they 
are ignored. The false-negative for LOF and IF are 232 and 217. i.e., they consider numerous genuine activities as malicious and 
excluded as unsatisfying. RC highly misinterpreted both genuine and malicious activities and obtained a false positive and false 
negative rate of 119; consequently, it is cornered. The value of TN for OCSVM is 268, i.e., it predicts all malicious activities without 
misinterpretation. The comparative analysis shows that OCSVM outperforms other anomaly detection techniques in determining 
unusual actions in an organization. 

Table 11 shows the values of evaluation metrics such as accuracy, recall, precision and f-score to measure the performance of six 
detection models in AMITD. It reveals that OCSVM obtained an accuracy of 82.46%, which is higher in contrast to other techniques in 
the AMITD model. Furthermore, correctly detected instances are higher in OCSVM and achieved 100% compared to 30%, 55%, 51%, 
49.81% and 49.81% obtained by IF, RC, LOF, LODA and KNN. But, the detection rate or precision rate of OCSVM is 64.9%, which is 
lesser than 98.88%, 55.59%, 93.28%, 100% and 100% received by IF, RC, LOF, LODA and KNN. Therefore, it correctly predicted an 
entire detected instance without misinterpretation. Thus, it achieves a 78.72% f-score which is higher and outperformed other 
anomaly detection models in AMITD. 

It is confirmed that OCSVM surpasses other anomaly detection techniques using sampled data from the first layer. Based on the 
accuracy, the performance of OCSVM is 25% higher than other anomaly detection models. It is observed that the f-score is 10% higher 
than other anomaly detection models, achieved 100% recall within a less detection rate, and surpassed other models 

However, the above analysis prefers a comprehensive outcome of the OCSVM-based anomaly detection model, which is excellent to 
others. As a result, an AMITD model has been used to witness the behavior of MIT. 

5.5. Comparisons with other existing state-of-the-art methods 

The following section compares the outcome of a proposed novel AMITD model with alternate solutions from current state-of-the- 
art techniques. These outcomes were illustrated on the subject of the four evaluation metrics mentioned above and utilized to evaluate 
the AMITD model. Subsequently, an effect of a proposed AMITD model is compared with others comprised of deep learning, boosting 
techniques, and hybrid solutions for detecting malicious behavior, as portrayed in Table 12. 

Fig. 2. The outcome of anomaly detection techniques in AMITD model.  
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Table 12 adheres that a proposed method achieved 82.46% accuracy, which is lower than other methods. However, it gained 100% 
recall with a 78.72% f-score which is superior, and it successfully confronted the CIP and even excelled boosting technique. 
Accordingly, the contrast between an AMITD model and other present works reveals that a proposed novel method went beyond others 
with the utmost performance and detected an MIT precisely. 

6. Conclusion and Future scope 

In this study, an innovative double-layer architecture has been enforced to outdistance the restrictions of predominating MIT 
detection methods. The proposed architecture is assessed using CERT v3.2 dataset. A CERT dataset experiences primary preprocessing, 
i.e., data integration, transformation and sampling system during the initial layer of proposed architecture. A combined concealed data 
from the first two preprocessing techniques in the initial layer is sensible to classification using an ML model owing to the imbalanced 
number of instances between malicious and genuine users, and the CIP arises. But the sampling system in a proposed initial layer 
processes the CIP for MIT detection. 

Furthermore, in a sampling system, the uniform data generated from various undersampling and oversampling techniques, i.e., 
NM-1, NM-2, T-L, RUS, ENN, ROS, SMOTE, and ADASYN, are exploited to model an SVM classifier. Subsequently, to prefer the finest 
sampling method, determine its performance using performance metrics such as precision, recall, f-score and accuracy. A surpass 
performance of NM-2 achieves the CIP and is utilized to perform ML-based anomaly detection techniques in an AMITD model from the 
second layer. In an AMITD model, six classifiers such as OCSVM, IF, RC, LOF, LODA and KNN, are modeled employing balanced data to 
individualize malicious insiders from genuine users. The performance of an AMITD model was valuated using precision, recall, f-score 
and accuracy. An OCSVM classifier accomplished the most promising outcome concerning the performance metrics, i.e., 100% recall, 
79% f-score and 82% accuracy are considered in this work and other existing methods. 

Ultimately, the composite framework for MIT revelation using a hybrid algorithm will probably be reconnoitred to maximize a 
proposed framework’s detection rate or precision value. 
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Table 11 
Performance of ML-based anomaly detection framework.  

ML algorithms Accuracy Precision Recall F-score 

OCSVM 0.8246 0.6492 1 0.7872 
IF 0.5895 0.9888 0.3091 0.6112 
RC 0.5559 0.5559 0.5559 0.5558 
LOF 0.5335 0.9328 0.5186 0.6665 
LODA 0.5 1 0.4981 0.6649 
KNN 0.5 1 0.4981 0.6649  

Table 12 
Comparison of AMITD with other state-of-art methods.  

Study Method Dataset Results 
Precision Recall F-score Accuracy 

[5] Adaboost TWOS - 98% - 98.3% 
[7] LightGBM CERT - - 70.42% 98.03% 
[9] SOM CERT 71.77% - - 88.38% 
[11] Random Forest CERT 65.6% 80.71% 70.61% - 
[13] Random Forest CERT - - - 98% 
[15] Random Forest CERT 96.52% - 75.42% - 
[18] RF CERT 51% 50% 49% 90% 
[19] Kmeans+PCA CERT 89% - - - 
[23] CGAN CERT 79.12% 76.07% 74.85% - 
Proposed method OCSVM CERT 64.92% 100% 78.72% 82.46%  
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