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TABSTRACT
■Securing the secret data and computer systems by allowing 
[ssss access only to the authenticated users and enduring the 
!aca;ks of imposters is one of the major challenges in the 

of computer security. Traditionally, user name and 
j3ffis\vord schemes are widely used for controlling the access 
tB computer systems. But, this scheme has many flaws such 
IS Password sharing, Shoulder surfing. Brute force attack, 

.Ofctionary attack. Guessing, Phishing and many more. 
:^DDmetrics technologies provide more reliable and efficient 
SBians of authentication and verification. Keystroke 
jEwiamics is one of the famous biometric technologies, 
t n ^ h  will try to identify the authentication of a user when 
■its; user is working with a keyboard. In this paper, neural 
gpvsork approaches with keystrokes for three different 
jjKS\vords namely weak, medium and strong passwords are 
i'S^n into consideration. Neural Network algorithms are 
amended by applying normalization techniques for data 
laBsering before performing the classification on the datasets. 
Tffl; performance of normalization based neural network 
Maorithms is compared against neural network algorithms 

all different category of passwords and the accuracy 
•attained is compared.

3 Keywords
;• 3«metrics, Keystroke dynamics, Back propagation neural 
j■aK^vork, cascade forward back propagation neural network,
'■ Radial basis function, Min-max, Z-score, Tanh
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1. INTRODUCTION
Almost all the people rely on computers at certain level 

in day today life. Many of these systems store highly 
sensitive, personal, commercial, confidential or financial 
data. Unauthorized access to sueh data will lead to loss of 
money or unwanted disclosure of highly confidential data by 
threatening the Information security. The first and foremost 
step in preventing unauthorized access o f information for 
providing information security is user Authentication.
User authentication is categorized into three classes [21]: 
Knowledge - based. Object or Token — based and Biometric - 
based. The knowledge-based authentication is based on 
something one knows. The object-based authentication relies 
on something one has and the Biometric-based user 
authentication is based on something you are and depends on 
behavioral and physiological characteristics of individuals. 
The first two methods are more used but are very vulnerable.

In the first method the person can forget and can share their 
data. In the second method the object user possess can be 
lost or be stolen and in the third method the person presents a 
characteristic that cannot be forged and nor be forgotten. 
Biometrics involves something a person is or does and 
depends on the characteristics of the person. Biometrics is 
classified into physiological and behavioral biometrics [21]. 
Physiological biometric refers to what the person is and the 
Behavioral types are related to what a person does, or how 
the person uses the body. The figure 1. shows the 
classification of user authentication. Keystroke dynamics is 
considered as a strong behavioral biometric based 
authentication system [1]. It is a process of analyzing the wny 
a user types at a terminal by monitoring the keyboard in 
order to identify the users based on habitual typing rhythm 
patterns. Moreover, unlike other biometric systems, which 
may be expensive to implement, keystroke dynamics does 
not require any sophisticated hardware as the only hardware 
required is the keyboard, which is universally available. 
Keystroke analysis contains two approaches; static and 
dynamic [14]. In static approach, the system checks the user 
one time that is at authentication time or login time. In the 
dynamic approach, the system checks the user continuously 
throughout the session. The approach used here is static 
since the authentication is done only during login time.
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Figure 1. User Authentication classification.
The remaining of this paper is organized in four sections. 
Section 2 gives the works published in the area. In the 
section 3 the methodology is discussed. The experiments are 
presented and discussed in the section 4, and finally the 
conclusions are found in the section 5.

2. LITERATURE REVIEW
A number of studies [7,10,18-19,22-23,25-28,30] have 
been performed in the area of keystroke analysis since 
its inception. Table 1. illustrates a summary of the main 
research approaches performed in till date using static and 
neural network approaches.

Table 1. Keystroke approaches

Study Classification
Technique

Users FAR
%)

FRR
(%)

Brown & 
Rogers [7]

Static Neural
network

25 0 12.0

Bleha & 
Obaidat) [31]

Static Neural
network

24 8 9

Obaidat & 
Sadoun [23]

Static Neural
network

15 0 0

Cho et al. [8] Static Neural
network

21 0 1

Ord & Furnell 
[29]

Static Neural
network

14 9.9 30

Yu & Cho 
[12]

Static Neural
network

21 0 3.69

Gunetti & 
Picardi) [14]

Static Neural
network

205 0.005 5

Clarke & 
Furnell [9]

Static Neural
network

32 5 (Equal error 
rate)

Lee and Cho 
[17]

Static Neural
network

25 0.43 (Average 
Integrated Error)

Hawang et al 
[32]

Static Neural
network

25 4 (Equal error 
rate)

3. PROPOSED METHODOLOGY
In the proposed methodology, there are three impoi 
phases involved in keystroke dynamics. First, a 
registers or enrolls his/her timing Vector patterns. Second,^ 
preprocessing is done. Third, neural network classifier 
built using the timing vector patterns to measure ai6| 
accuracy.

3.1 Registration or Enrollment
During the registration phase 26 users were asked 
type three different passwords. Each user typed eaifc; 
password 10 times. Totally 780 samples were collocael|| 
within a week time. Age group of users is between 18-S.'.i 
The three passwords used are ‘pass_tie.R’, ‘.tieSRoanl 
‘nopassword’. The password-strength checker [16] 
the above passwords as strong, medium and 
respectively.

3.2 Feature Extraction
The main function of feature extraction is to e> 
important features from the collected f  raw keystroke datai^^ 
template generation. There are many types of features TBiS 
can be extracted from a human keystroke sueh as Di 
Latency, Digraph, Tri-graph, Pressure of keystroke, Foi 
Keystroke, Difficulties of typing text. Frequency of 
errors. Typing rate, etc. However, not all kinds of the 
mentioned features are useful and widely used [30]. In cnas^ 
to measure keystroke pressure, a special type of pi 
sensitive keyboard needs to be used. To measure Key® 
force, a special force sensitive resistor keyboard to be 
However, frequency of word errors, typing rate, 
difficulties of typing text is only useful on long text. 
user will be providing only username and password, 
features such as difficulties of typing text, frequency of 
errors, typing rate, etc. are not suitable for the pn 
work. Many works that were done in this area have mi 
only the Duration and Interval. In the pros 
experimentation all the timing features such as Dwell ti; 
Duration, Flight time or Latency, Digraph and Tri-grapb 
measured. The following Figure.3 shows the possible 
features that can be extracted for an 8-character password
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Figure 3. Measurement units of Keystrokes



3.3 Preprocessing
The typing pattern of the user varies from time to time even 
for the same user. The figure 4 shows the difference in typing 
pattern of same user. Four sample-typing patterns of same 
password by same user is shown.

sample4 

sampie3 

— sarrpte2 ' 

—sarTfitel

M  ̂ 9
Extracted Features

Figure 4. Difference in typing pattern of a User

The typing range of four sample-typing patterns which is 
shown is different and may not grant access to genuine user 
and provides low accuracy. Data filtering methods such as 
normalization may improve the accuracy and efficiency of 
algorithms involving neural networks classifiers. Such 
methods provide better results if  the data to be analyzed have 
been normalized to specific ranges such as [0.0, 1.0]. Many 
normalization techniques have been proposed in the 
literature [2]. It includes Min-max, Decimal scaling, z-score. 
Median and MAD, Double sigmoid, Tanh-estimators, 
Biweight estimators and were tested with Face, Hand 
Geometry images and Finger print databases. For Keystroke 
dynamics, the previous works that involves filtering 
techniques has been tabulated in [21]. Joyce & Gupta [19] 
filtered the users whose typing times were highly variable or 
inconsistent during data collection and excluded from the 
study. Cho et al. [8] processed the collected timing data with 
an outlier-handling procedure to remove extreme values and 
also excluded the users from study whose typing times were 
highly variable or inconsistent. In this study, three different 
range normalization methods are considered: z-score 
normalization, min-max normalization, Tanh normalization.

S.3.1. Z-Score Normalization
The Z-Score normalization technique uses the mean and 
standard deviation for each feature across a set of training 
data to normalize each input feature vector. This method 
transforms the scores having some Gaussian distribution to a 
standard Gaussian distributional form. The mean and 
standard deviation are computed for each feature and then 
the normalization is done as given in eq. 1

i X . - j u { x ) )
cr(x)

- (1)

where p(x) and o(x) are the mean and standard deviations of 
the feature and X; is the ith sample of the feature.

3.3.1 Min-Max Normalization 
There may be a need in neural network to constrain the range 
of each input feature or each output. This is done by 
rescaling the features of output from one range of values to a 
new range of values. Most often the features are rescaled to

lie within a range of 0 to 1 or from -1  to 1. The resca&K is 
accomplished by using min max formula as givea is  eqeadoa 
2.

^ , X. -  min
= — ---------:-----------(2)m ax- mm

3.3.2 Tanh Normalization
This method is one of the robust statistical tedmiques. It 
maps the raw scores to the (0, 1) ranee using tbe equation
(3).

tanh -Fl
L o-(^) j

’(3)n = — 
2

Tlie effect of preprocessing of sample o f a user using the 
week password is shown in figure S.From the above graph it 
is shown clearly that the preprocessing brings Ae score range 
between 0 and 1, which remove the ambiguity o f tbe 
obtained scores.

— T n is g  .Xtor

Features

Figure 5. Effect of Min-max normalization

3.4 Classification
The preprocessed timing vectors are classified using 
three different neural network approaches namely back 
propagation neural network (BPN), Cascade forward back 
propagation neural network(CFBPN) and radial basis 
function (RBF) and the obtained classification accuracy are 
compared.

4. EXPERIMENTAL RESULTS
The collected samples of all the three passwords are 
preprocessed using three different normalization methods 
and feed into BPN, CFBP and RBF for classification. The 
following Table 2, 3 and 4. shows the obtained accuracy 
using BPN, CFBP and RBF respectively



Table 2. Accuracy obtained using BPN

Normalization Methods

Password Password
category

Z-
Score

Min-
max

Tanh

Pass_tie.R Strong 78 71 72

.tie5Roanl Medium 77 69 69

nopassword Weak 69 69 69

Table 3. Accuracy obtained using CFBPN

Normalization Methods

Password Password
category

Z-
Score

Min-
max

Tanh

Pass_tie.R Strong 69 68 71

.tie5Roanl Medium 68 73 71

nopassword Weak 61 67 67

Table 4. Accuracy obtained using RBF

Normalization Methods

Password Password
category

Z-
Score

Min-
max

Tanh

Passtie.R Strong 71 70 70

.tie5Roanl Medium 63 69 76

nopassword Weak 65 63 65

From the above table it is shown that BPN with z-score 
normalization and with strong password provides higher 
accuracy i.e 78% than the other methods. The works that 
were done in this area so far has used only Duration or 
Interval as features but the proposed method uses all the 
timing measurements o f the obtained Keystroke. The 
accuracy of the proposed work can be improved by applying 
feature reduction techniques like Genetic Algorithm. A 
single password or any kind of password typed by the user 
was used in the previous studies. In this experiment 
passwords are rated as strong, medium and weak and tested 
for accuracy.

5. CONCLUSION
A system is designed for user multifactor authentication 
combining the traditional password with the keystroke 
dynamics. Keystroke of strong, medium and weak passwords 
are measured and the accuracy is calculated using neural 
network approaches by preprocessing the captured data using 
different data filtering methods and results obtained show 
that keystroke in combination with strong password, Z-score 
normalization Back propagation neural network gives better 
accuracy. Since the strong passwords are hard to remember, 
user may store it in a database or write down the

passwords, which may lead to dictionary attacks whe»| 
hacked by imposters. A password combined with keystrok 
dynamics provides more security. Even when the otherj 
person knows the passwords, he cannot steal the typirCT 
rhyme of the user, which adds more security.
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