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Course Outcomes: i
CO1: provide security of the data over the network.
CO2: implement confidentiality and modular arithmetic.
CO3: illustrate public and private key cryptography.
CO4: apply authentication algorithms.
CO5: use IP security in networking.

Part A 6x1=6
Choose the Correct Answer
1.MACisa . © COBK1
a. one-to-one mapping b. many-to-one mapping
c. onto mapping d.key code
2. Which one of the following is not an applicatioh of hash functions? CO3K2
a. one-way password file b. key wrapping
c. virus detection d.intrusion detection
3. MD5 is a widely used hash function for producing hash value of CO4K2
a. 64 bits ' b. 128 bits c. 512 bits d.1024 bits
4. Digital signature cannot provide ___for the message. CO4K1
a. Authentication b. Nonrepudiation
¢. Confidentiality ‘ ‘d.Integrity
5. In tunnel mode Psec protects the CO5LK1
a. Entire |P packet b. IP header
c. I[P payload d. Session layer
6. Which one of the following is not a public kiey distribution means COSK2
a. Public-Key Certificates b. Hashing Certiﬁ'cates
c. Publicly available directories d.Public-Key authority
PartB 3x6=18

Answer ALL questions

7. a.Explain Hash function. CO3K3



(or)
7. b. Write a short note on Cryptanalysis.

8. a. Describe an authentication protocols and their approaches.

(or)

8. b. Explain the Digital signature standard approach and algorithm.

9. a. Write an applications and benefits of [Psec.

(or)
9. b. Explain an Encapsulating Security Payload.

PartC
Answer ALL questions

10. a. Explain an authentication functions. CO3K4

(o
10. b. Explain briefly about the Message Authentication Code.
11. a. Explain Digital Signature and their types.

(or)

11. b.What is thé difference between Kerbgros version 4 and versijon 5.

12. a. Explain briefly about an authentication header and their modes.

(or)

12. b. Describe the types of Key Managementand their protocol.
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