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Abstract— Digital video watermarking has fascinated a great 
deal of research interest in the past few years in applications 
such as copyright protection, digital fingerprinting and owner 
identification. In this paper, a combined video watermarking 
scheme is proposed based on wavelet packets and block 
selection technique. The performance of the proposed video 
watermarking algorithm is measured in terms of normalized 
cross correlation. Further, this combined scheme provides 
good experimental results against temporal attacks such as 
frame averaging, frame dropping and compression.
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I. In t r o d u c t io n
In recent years, the wide spread o f  multimedia content in 

the World Wide Web has made copyright protection and 
content authentication a necessity. In order to protect the 
ownership, digital watermarking techniques have been 
employed, where the copyright information is embedded 
into multimedia data. Watermarking [1] means embedding a 
piece o f  information into a multimedia content, such as a 
video, an audio, or an image. This embedded data can later 
be extracted from the multimedia for security purposes. 
Before the advent o f digital watermarking, it was difficult to 
accomplish copyright protection and authentication, but now 
it is easy to achieve these goals. Every watermarking 
algorithm consists o f an embedding algorithm and a 
detection algorithm. In multimedia applications, embedded 
watermarks should be invisible, robust, and have a high 
capacity [2].Invisibility refers to the degree o f  distortion 
introduced by the watermark and its affect on the viewers or 
listeners. Robustness describes whether the watermark can 
be reliably detected alter media operations, format 
conversion, rotation, scaling or cropping. It means 
resistance to build, non-targeted modifications or common 
media operations. Capacity is the amount o f data that can be 
represented by an embedded watermark. It also addresses 
the possibility o f  embedding multiple watermarks.

Digital watermarking techniques can be categorized as 
text based watermarking, image watermarking, video 
watermarking and audio watermarking. Among them image 
and video watermarking are two important areas that has 
attracted many researchers. According to Gwenael and Jean 
Luc [3], video watermarking is very different from image 
watermarking.

Digital video watermarking refers to techniques for 
embedding data in to the host video frames. Video

watermarking approaches can be classified into two main 
categories based on how they hide watermark bits in the 
host video. The two categories are: Spatial domain 
watermarking and transform-domain watermarking [4, 5]. In 
spatial domain technique, the watermark is embedded in the 
source video by selecting pixel positions and replacing bit. 
The merits o f  spatial domain techniques are easy to perceive 
and it has low time complexity that does not exists in other 
domains. However, they are not robust against common 
digital signal processing operations such as video 
compression.

The above demerits can overcome by transform domain 
techniques. In transform domain watermarking systems, the 
insertion o f watermark is done by transforming the image or 
video into the frequency domain using a discrete Fourier 
transform (DFT), full-image DCT, block-wise DCT, 
wavelet, Hadamard, Fourier-Mellin, DWT, Singular Value 
Decomposition (SVD) or other transforms. Transform- 
domain watermarking techniques are robust and 
imperceptible when compared to spatial domain techniques 
since they disperse the watermark in the spatial domain o f 
video frame, making it very difficult to remove the 
embedded watermark [6, 7].

Video watermarking applications can be grouped as 
copy control, authentication, fingerprinting, ownership 
identification, and tamper resistance. Apart from these 
applications, video watermarking has also got value in 
applications like legacy system enhancement, database 
linking, video tagging, digital video broadcast monitoring 
[8] and Media Bridge.

Several algorithms have been proposed to solve the 
problem o f video watermarking. Profrock et al. [9] proposed 
an enhanced version o f algorithm for video watermarking. 
They used geometric warping method to embed watermarks, 
which did not require the original video during watermark 
extraction. The embedding procedure uses the geometric 
structure o f the video because compression algorithms try to 
maintain the geometric structure, these watermarks can be 
very robust. In this paper, this method is enhanced by 
improving the embedding approach. The improvement is 
achieved by embedding the watermark into the video 
content without the necessity o f  selection o f  content 
depended embedding position. For this purpose, wavelet 
packet based segmentation is used. The rest o f the paper is 
organized as follows: Section 2 presents the previous studies 
o f video watermarking. Section 3 reviews the wavelet 
packet transform. Proposed Watermark embedding and 
watermark extraction technique is explained in section
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4.Experimental results are explained in section 5 and finally 
conclusions are drawn in section 6.

II. PREVIOUS STUDIES
Solutions to video watermarking have been studied by 

various researchers who work with both raw uncompressed 
video data [10] and compressed video data [11]. Video 
watermarking techniques can be mainly grouped as spatial 
domain approaches and frequency domain approaches.

The spatial domain watermarking techniques embed the 
watermark by modifying the pixel values o f  the host image 
directly. Least Significant bit (LSB) technique is the most 
frequently used method [12]. Both [13] and [14] embedded 
the watermark in saturation on the HIS (Hue, Saturation, 
Intensity) color space. A  variable block size based adaptive 
watermarking in spatial domain was proposed by [15]. In a 
later period, [16] proposed a probability block based 
watermarking method for color image with fixed block size. 
Recently, an algorithm based on chaotic maps was proposed 
by [17] to determine the pixel bit for embedding. The main 
advantages o f pixel based methods are that they are 
conceptually simple and have very low computational 
complexities. However, they also exhibit some major 
limitations. The need for absolute spatial synchronization 
leads to high susceptibility to de-synchronization attacks; 
lack o f consideration o f the temporal axis results in 
vulnerability to video processing and multiple frame 
collusion; and watermark optimization is difficult using 
only spatial analysis techniques.

Frequency domain approaches use transformation 
techniques to embed the watermark into a video sequence. 
Discrete Cosine Transformation (DCT), Discrete Fourier 
Transformation (DFT) and Discrete Wavelet 
Transformation (DWT) are the three main methods o f data 
transformation. A  subsample based watermarking technique 
was proposed by [18], where the DCT coefficients o f  the 
subimages were utilized to store the watermark. The authors 
o f [19], proposed an algorithm which was based on 
embedding the watermark image three times at three 
different frequency bands, namely, low, medium and high 
and the results proved that the watermark cannot be totally 
destroyed by either low pass, medium or high pass filter. In 
[20], two complementary watermarks were embedded into 
the host image in order to make it difficult for attackers to 
destroy both o f them. The main benefit obtained from 
frequency domain techniques is that they can take advantage 
o f properties o f alternate domains to address the limitations 
o f  pixel-based methods. Besides, analysis o f  the host signal 
in a frequency domain is a prerequisite for applying more 
advanced masking properties o f the HVS to enhance 
watermark robustness and imperceptibility. Generally, the 
main drawback o f  transform domain methods is the high 
computational requirement.

Another field where scientists focus is on embedding 
into a compressed domain which can be done during or after 
the encoding process [21, 22]. Alternatively, techniques to 
work on raw format have also received attention. In general, 
invisible watermark is embedded into irrelevant information 
o f video data which can not be perceived by human eyes.

This results in problems because compression algorithms, 
which also try to remove irrelevant information, might 
remove watermark accidentally. In [23], this problem was 
solved by embedding watermark in the relevant information 
o f  videos in an imperceptible manner. This approach is 
based on geometric warping o f  blocks. This approach 
through very efficient produced visible artifacts and video 
quality after extraction was low. Method to prevent these 
artifacts and improve the video quality was proposed by [9]. 
They used geometric warping method to embed watermarks, 
which did not require the original video during watermark 
extraction. This method improved [23] by removing 
artifacts and video quality, but was slow for applications 
where time was significant. This paper proposes a solution 
to solve this problem.

III. W a v e l e t  P a c k e t  T r a n s f o r m
The wavelet packet transform is a generalization o f  the 

wavelet transforms. Only the low pass filter is iterated in 
wavelet transform because it is assumed that lower 
frequencies contain more important than higher frequencies. 
This assumption is not true for many signals. DWPT differs 
from DW T by decomposing the high pass filtered output 
along with the low pass filtered output, thereby providing 
more sub bands for data hiding. In the wavelet packet 
transform domain procedure, the sub-band information is 
represented by approximation coefficients (LLl) and three 
sub-bands o f detail coefficients (LHl -  HLl -  HHl). The 
approximation coefficient sub-band and each detail 
coefficients sub-band are further decomposed in to four sub­
bands, which will generate the total o f 16 sub bands.

L L 2 L L 1 H L 2 L L I L L 2 H L , H L z H L ,

L H 2 L L , H H 2 L L , L H 2H L I H H jH L ,

L L 2 L H I H L 2 L H , L L 2H H I H L2H H 1

L H 2L H I H H 2L H , LH 2H H I H H 2H H 1

Figure 1: Two level Discrete Wavelet packet transform
The DWPT for two levels is shown in Figure (I). It 

generates 16 sub-bands o f  coefficients comprising LL2LL1 

through HH2 HH|. The advantages o f further decomposition 
are that the time frequency plane is partitioned more 
precisely. The wavelet packet transform gives a huge 
amount o f  sub-bands o f wavelet coefficients at different 
resolutions and thereby increases the robustness and 
imperceptibility o f  the watermarking scheme. This will also 
increase the watermarking security [24, 25]. Hence, in this 
paper a combined approach o f block selection technique and



wavelet packet based transform is proposed and 
implemented.

IV . PROPOSED METHOD
A. Watermark embedding

Watermark embedding algorithm makes use o f wavelet 
packets and block selection technique to embed watermark 
in the host video. First the host video is transformed using 
wavelet packets. Using block selection technique, the blocks 
are selected in the transformed video. Once the blocks are 
selected, the watermark will be embedded and inverse 
transform is performed to obtain watermarked video.

In block selection technique, the selected blocks should 
maintain minimum distance d to each other in order to 
prevent artifacts and flickering effects. The minimum 
distance can be calculated using the following equation 

[di = L l o g ( d . ( w - l ) + l )  +  0,.5j (1)
where d = distance and i = dimensions (x, y or t).

The outline o f the block selection algorithm is given as 
follows:

(i) The block group is chosen which is o f arbitrary 
forms.

(ii) The minimum distance dx, dy and dt is computed 
for each dimension x, y and t o f the block group 
using the equation 1.

(iii) The numbers o f blocks inside an ellipsoid are 
counted for each block. The semi-axes o f the 
ellipsoids are defined by dx, dy and dt. The current 
block defines the center o f  the current ellipsoid.

(iv) The blocks with the least neighbors ai'e chosen for 
watermarking. Are more than one chosen blocks 
inside an ellipsoid, only one o f them (the first) is 
used for watermarking. This process is 
unambiguous.

(v) The chosen blocks and all blocks within the 
ellipsoids around the chosen blocks will not be 
considered in the next steps.

(vi) The steps 3-4 are repeated until all blocks are 
chosen for watermarking or have a distance lower 
than the minimum to a chosen block.

The blocks chosen using the above algorithm are used 
for watermark embedding. The watermarking information is 
embedded by moving the x, y-coordinates on the 
quantization lattice to minima/maxima. This is done by 
geometric wai'ping.
B. ' Watermark Extraction

The watermark extraction procedure is described in the 
following steps.

Stepl: Decompose the watermarked video using wavelet 
packets.
Step2: Find the right blocks.
Step3: Using quantization table determine the watermark 
bit.
Step4: After extracting the watermark, normalized 
correlation is calculated between the original and 
extracted watei'mark sequence.

V . E x p e r i m e n t a l  Re s u l t s
Several experiments were conducted to evaluate the 

performance o f  the proposed system. During 
experimentation several samples were used which included 
standard test videos and commercially-available movies. 
The results observed had similar pattern. The results 
projected in this paper is based on a video clip having 1526 
frames (352 x 289 frame size) is used. The experiments 
were conducted on a Pentium IV with 512 MB memory. 
The attacks taken into consideration are frame dropping, 
frame averaging and compression. After extracting and 
refining the watermarks, a similarity measure, called 
Normalized Correlation (NC) is used (Equation 2), which 
gives the cross-correlation normalized by the reference 
watermai'k energy giving unity as the peak correlation.

E i S j W i j  * RW jj
 ̂ J (2)NC^ ZiEjW.2.

where Wjj is the original watermark and RWij is the 
extracted watermark.

Number o f  frames dropped is a common attack 
encountered by video watermarking. The reason behind this 
is the large amount o f redundancies that exists between the 
frames. The effect o f  this attack is projected in Figure 2a 
when tested with different percentage o f frames dropped. 
From the results, it could be seen that the proposed 
watermarking scheme is better with this type o f attack.

Frame averaging and statistical analysis is another 
common attack to the video watermark. When attackers 
collect a number o f  watermarked frames, they can estimate 
the watermark by statistical averaging and remove it from 
the watermarked video. Figure 2b shows the results obtained 
while taking the li'ame averaging attack into consideration. 
The results show that fact that the proposed scheme can 
resist statistical averaging quite well than the base model.

Figure 2c shows the NC values o f the extracted 
watermarks with different quality factors. From the 
experiment, it is noted that the proposed scheme improves 
the robustness for watermark protection. It can further be 
noted, with high quality factor, the algorithm is better in 
resistance.

From the various results obtained, it can be concluded 
that the proposed watermarking scheme is superior to the 
existing system.

V I. C o n c l u s io n
This paper introduces a combined video watermarking 

scheme based on wavelet packets and block selection 
technique. By using the wavelet packets and block selection 
technique, watermai'king signal is embedded into the host 
video and it also prevents artifacts and flickering effects. 
The experimental results showed that this watermarking 
system not only can keep the video quality well, but also 
can be robust against temporal attacks such as frame 
dropping, statistical averaging and compression. This 
algorithm has strong capability o f  embedding signal and 
anti-attack.



Re f e r e n c e s
[1] I. J. Cox, M. L. Miller, and J. A. Bloom, Digital Watermarking, 

Morgan Kaufmann Publishers, 2002.
[2] F, Hartung and M. Kutter, “Multimedia Watermarking 

Techniques,” Proceedings o f the IEEE, Vol. 87, No. 7, July 1999, 
pp. 1079-1107.

[3] Gwenael, D. and Jean-Luc, D. (2003) A guide tour o f  video 
watermarking. Signal Processing Image Communication, Vol. 18, 
No. 4, Pp. 263-282.

[4] D. Mukherjee, S. Maitra, and S. Acton, 2004. "Spatial Domain 
Digital Watermarking o f Multimedia Objects for Buyer 
Authentication", IEEE Trans. Multimedia 6, pp. 1-15.

[5] R. Shah, A, Argawal, and S, Ganesan, 2005. "Frequency Domain 
Real Time Digital Watermarking", in Proc. of the IEEE 2005 Int. 
Conf. on Elector Info. Tech, pp. 1 -6.

[6] M. Herandez, M. Miyatake, and H. Meana, 2005. "Analysis o f a 
DFT-based watermarking algorithm", in Proc. o f the IEEE 2nd Int. 
Conf.on Electrical and Electronics Eng, pp 44-47.

[7] Reddy, A., and B. Chatterji, 2005. “A New Wavelet Based Logo­
watermarking Scheme”, Pattern Recognition Letters 26, pp. 1019- 
1027.

[8] C. I. Podilchuk and E. J. Delp, “Digital watermarking: algorithms 
and applications,” IEEE Signal Processing Magazine, vol. 18, 
no.4,pp. 33-46, July 2001.

[9] PrOfrock D., Schlauweg M. and MUller E. “Video Watermarking 
by Using Geometric Warping Without Visible Artifacts” Proc. o f  
Information Hiding (8“'IH 2006), Alexandria,USA,2006.

[10] Ejima, M. and Miyazaki, A. (2001) A wavelet-based 
watermarking for digital images and video. Proceedings 
International Conference on Image Processing (ICIP-2000), 
Vancouver, Canada, Vol. 3, Pp. 678-681.

[11] Arena, S. and Caramma, M. (2000) Digital watermarking applied 
to MPEG2 coded video sequence exploiting space and frequency 
masking. Proceedings International Conference on Image 
Processing (ICIP-2000), Vancouver, Canada, Vol. 3, Pp. 438-441.

[12] Lee, Y.K. and Chen, L.H. (2000) High capacity image 
steganographic model. Vision, Image and Signal Processing, IEEE 
Proceedings, vol. 147, Pp. 288-294.

[13] Ren-Junn, H., Chuan-Ho, K. and Rong-Chi,C. (2002) Watermark 
in color image," Proceedings o f the first International Symposium 
on Cyber Worlds, Pp. 225-229.

[14] Huang, P.S., Chiang, C.S., Chang, C.P. and Tu,T.M. (2005) 
Robust spatial watermarking technique for colour images via direct

saturation adjustment. Vision, Image and Signal Processing, IEEE 
Proceedings, vol. 152, Pp. 561-574.

[15] Kimpan, S., Lasakul, A. and Chitwong, S. (2004) Variable block 
size based adaptive watermarking in spatial domain, IEEE 
International Symposium on Communications and Information 
Technology, ISCIT 2004, vol. 1, Pp. 374-377.

[16] Verma, B., Jain, S., Agarwal, D.P. and Phadikar, A. (2006) A New 
color image watermarking scheme, Infocomp, Journal o f computer 
science, vol. 5,N.2, Pp. 37-42.

[17] Wu, X. and Guan, Z.H. (2007) A novel digital watermark 
algorithm based on chaotic maps. Physics Letters A, vol. 365, Pp. 
403-406.

[18] Lu, W., Lu, H. and Chung, F.L. (2006) Robust digital image 
watermarking based on subsampling. Applied Mathematics and 
Computation, vol. 181, Pp. 886-893.

[19] Cheng, L.M., Cheng, L.L., Chan, C.K. and Ng,K.W. (2004) Digital 
watermarking based on frequency random position insertion, 
Control, Automation, Robotics and Vision Conference, vol. 2, Pp. 
977-982.

[20] Chun-Shien, L., Shih-Kun, H., Chwen-Jye, S. and Mark, L.H. 
(2000) Cocktail watermarking for digital image protection," IEEE 
Transactions on Multimedia,vol. 2, Pp. 209-224.

[21] 2. Qui, G., Marzillano, P., Ho, A.T.S., He D. and Sun Q. “A hybrid 
watermarking scheme for H.264/AVC video”, Proc. of the ICPR 4 
(2004), Pp. 865-868

[22] 3. Profrock, D., Richter, H., Schlauweg M. and Muller E., 
“H.264/AVC video authentication using skipped macroblocks for 
an erasable watermark, Proc. o f Visual Communications and 
Image Processing - VCIP 5960, 2005.

[23] Proffock, H., Schlauweg M. and MTiller E., “A New 
Uncompressed-Domain Video Watermarking Approach Robust to 
H.264/AVC Compression, Proc. o f Signal Processing, Pattern 
Recognition and Applications -  SPPRA,2006.

[24] Dietl W, Uhl A. “Watermark security via secret rvavelet packet 
subband structures”. In; Lioy A, Mazzocchi D, editors. 
Communications and Multimedia Security; Proceedings o f the 
Seventh IFIP TC-6 TC-11 Conference on Communications and 
Multimedia Security; Turin, Italy. 2003. Oct, pp. 214-225. Lecture 
Notes on Computer Science

[25] Kumhom P, On-rit S, Chamnongthai K. “Image watermarking 
based on wavelet packet transform with best tree” ECTI Trans. 
Electr. Eng. Electron Common. 2004, Feb; 2(1 );23-35.

Figure 2 ; a) Number o f Frames Dropped Figure 2: b) Statistical Averaging
-  Proposed Svsiem I

Figure 2: c) Compression


