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The use of finger veins as biometric authentication is becoming increasingly popular. 
However, low-quality finger vein images pose challenges, necessitating innovative 
approaches for accurate authentication. This research investigates the potential of 
deep learning techniques in addressing this issue, focusing on two prominent 
architectures: U-Net and the proposed Sequential Model. The study conducts a 
comparative analysis of the performance of these models in low-quality finger vein 
image authentication scenarios. U-Net, known for its image segmentation capabilities, 
is explored for feature extraction, while the Sequential Model, incorporating a modified 
VGG16 architecture, brings temporal context through LSTM layers. The research 
presents an in-depth evaluation of both models based on accuracy, recall, precision, 
and other relevant metrics. The findings shed light on the suitability of each approach 
for enhancing the reliability of finger vein authentication in challenging data quality 
contexts. 
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1. Introduction 
 

A finger vein authentication system uses patterns of veins beneath the skin to verify an 
individual's identity. A unique vein pattern on each finger makes it a secure biometric authentication 
method, even if they are identical twins. Since the veins are inherent to our bodies, they cannot be 
faked or stolen. In addition, the finger vein authentication system, being a contactless authentication 
system, reduces the spread of epidemic diseases compared to the widely used fingerprint system. It 
is not necessary to re-register finger vein patterns during the adult years because they remain 
relatively constant, and they are less affected by age or physical condition. Changes in the weather 
or an individual's physical condition have less effect on finger veins. 

Due to hygiene-related issues, contactless biometrics like finger veins have been predicted to 
serve best in the future.  Biometrics based on finger veins can be used in a variety of scenarios. The 
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finger vein biometric authentication method allows access to various networks, web applications, 
web portals etc. without the need to remember long passwords for each application. Furthermore, 
it can be used in the banking domain for credit card authentication, and online transactions to 
improve security and customer convenience. In addition to reducing the time it takes to log in, and 
eliminating the need to type usernames and passwords, it also reduces the financial burden of 
password resets. Physical access control can also be made possible by finger vein authentication 
including passenger verification at airports, attendance tracking, home security, school security, 
building access, automobile security, etc. This helps to avoid problems associated with lost, 
fraudulent, or stolen keys, cards, etc. [1]. 

The haemoglobin in veins changes colour when exposed to infrared light or visible light, which 
can be captured with an infrared scanner or a visible light camera. This can be utilised for acquiring 
finger vein images for enrolment and authentication [2]. 

In this study initially, a U-Net [3,4] architecture was employed for finger vein recognition. As 
authentication mechanisms are intended to grant access to legitimate individuals and prevent 
unauthorized imposters, achieving an accuracy close to 100% is crucial. To attain this goal a novel 
Sequential model is proposed in this study, which was able to achieve an accuracy close to 100. In 
the sequential model, a modified VGG16 architecture was used by removing the final fully connected 
layers and incorporating a time-distributed layer, an LSTM layer, and a dense layer instead. This 
innovative architecture significantly enhances the accuracy and reliability of the finger vein 
authentication system. This method works well with high-quality finger vein images as well since it 
was demonstrated with low-quality finger vein images.   

The paper's structure is outlined as follows: Section 2 presents a discussion of related literature. 
Section 3 details the finger vein authentication system. The configuration of experiments and deep 
learning architectures is explained in Section 4. Section 5 evaluates the outcomes of comparative 
tests, and the paper concludes with Section 6. 
 
2. Related Works 

 
Deep learning approaches have shown promise in enhancing the effectiveness of finger vein 

recognition. However, they have limitations and face several challenges. While some systems 
propose robustness against noise and deformation [5], others claim to handle misalignment and 
shading [6], and some aim to address image quality variations [7]. However, none of these solutions 
are universally robust, and the performance may suffer in real-world scenarios with multiple 
challenges simultaneously. 

Many of the proposed systems rely on deep learning models, such as CNNs [5,8], FCNNs [9], and 
capsule models [10]. However, obtaining a diverse and extensive dataset with image-level 
annotations is challenging, leading to limited training samples, and potentially affecting the system's 
performance. The absence of pixel-level texture labels in public finger vein databases further hinders 
the development of accurate recognition models. The multistage transfer learning used to address 
the lack of labelled training samples introduces dependencies on pre-trained models, potentially 
limiting the system's adaptability to new environments [11]. By combining deep learning, specifically 
semantic segmentation CNNs, with automatic label generation, Jalilian et al., improved finger vein 
recognition performance compared to classical techniques. Their study demonstrates that certain 
FCN architectures, such as U-Net and RefineNet, outperform classical methods and highlight the 
significance of label quality [12]. 

The recognition issues caused by misalignment and illumination variations by introducing a 
biometric system. However, the integration of multiple sensors and the complexity of deep 
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convolutional neural networks can increase the computational burden and raise practical 
implementation challenges [13]. Tamilarasi et al., used convolutional and recurrent neural networks 
in capturing temporal information and has shown promising results. But the sensitivity to hand 
movements and variations in behaviour can still affect the system's identification accuracy [14]. 
While the capsule model proposed by Yagoub, et al., outperforms certain ANN models, its 
implementation is more complex and resource-intensive, making it less suitable for certain 
applications with limited computational resources [15]. 

Several proposed systems rely on preprocessing techniques, such as bias field correction, spatial 
attention mechanisms, and feature block fusion. These techniques may be sensitive to parameter 
tuning and might not be robust to unseen data [16]. The challenge of limited public finger vein 
datasets for training effective convolutional neural networks (CNNs) utilizing a pre-trained CNN 
model to extract vein features. Chiranjeevi, et al., proposed a light weight deep-learning framework 
for real-time sentiment analysis, addressing the computational and dataset limitations associated 
with neural networks. They also mention the need for improved preprocessing to address rotation 
and displacement issues, addressing the insufficient number of training samples, and refining the 
topological structure for a more complete end-to-end framework [17]. 

While deep learning approaches hold great promise for enhancing finger vein recognition 
systems, the existing solutions face challenges in robustness, data availability, and integration 
complexity, reliance on preprocessing techniques and transfer learning, as well as performance 
issues. Addressing these disadvantages is essential for developing efficient and reliable 
authentication systems based on finger vein recognition. Deep learning-based authentication is 
influenced by a variety of factors. These factors include the learning architecture, the training 
strategies, and the feature extraction methods. 
 
3. Architecture of Deep Learning-Based Finger Vein Recognition System 

 
A finger vein recognition system using a deep model includes two phases, model generation and 

recognition: 
 

i. Model Generation Phase: The steps involved in the model generation phase are data 
collection, preprocessing, data augmentation (if required), model training, and model 
evaluation. The first step is to collect a database containing finger vein images. Then pre-
process the dataset by normalizing the images, crop vein part of the image, and resizing 
the images to improve the quality of the input data. The dataset size can be increased by 
performing data augmentation techniques such as translation, rotation, flipping etc.  The 
augmented images are divided into training, validation, and testing sets. Design a deep 
learning model architecture suitable for finger vein recognition. Utilize an appropriate 
optimizer to optimize the model's weights based on the training data. Determine a loss 
function to train the model and monitor the training using metrics such as accuracy or 
loss. The performance of the model should be evaluated using a separate data set that 
was not used during the model's training or validation. Assess the accuracy of the model 
by examining metrics such as accuracy, precision, recall, and F1 score. Once the model has 
achieved satisfactory performance, deploy it in a production environment where it can be 
utilized for real-time finger vein recognition. 

ii. Recognition Phase: During the recognition phase, the trained finger vein model takes the 
image of a person's finger vein as an input and outputs a prediction of whether the image 
belongs to the individual whose finger vein is being authenticated or not. This involves the 
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following steps. The input image is pre-processed to normalize, crop, and resize the image 
to match the input size of the trained model. The pre-processed image is fed into the 
model that has been trained. Based on the possible classes, a probability distribution is 
computed. If the probability score is above the threshold, the user is accepted as 
authenticated, and if it falls below the threshold, the user is rejected. The threshold for 
the probability score in finger vein authentication is typically set by the system 
administrator or the developer of the system based on the desired level of security, rate 
of false acceptances and rejections. Figure 1 shows the architecture of the finger vein 
authentication system employing deep learning techniques. 

 

 
Fig. 1. Finger vein authentication system 

 
4. Experimental Setup 
4.1 Database 

 
This study uses the SDUMLA-HMT finger vein database captured by Shandong University which 

contains finger vein images of 106 persons. The ring, middle and index fingers of the right and left 
hand of all these persons are captured repeatedly 6 times which adds up to 3816 images. The images 
are of size 320*240 and are available in bmp format. The images are captured without using any 
guide bar. Since the images are prone to misalignments and shading, we can consider this to be a 
low-quality finger vein database. 

 
4.2 Pre-Processing  

 
The vein region is extracted from the captured image using a set of pre-processing operations. 

First the contrast of the original image was enhanced through histogram equalization. Then, the 
intensity values are blurred using bilateral filtering, which maintains sharp intensity changes while 
blurring the intensity values similar to the central pixel. Then, the image is divided horizontally, and 
separate masks are created for each half. The “canny edge detection method” is used to separate 
the region of interest (ROI), which contains the actual finger veins. Then dilation and erosion 
operations are applied to ROI to refine it [20]. ROI is transformed into an image with dimensions of 
200x200. The original images from the “SDUMLA-HMT” database and the pre-processed and ROI 
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extracted images are shown in Figure 2. 

 
(a) 

 
(b) 

Fig. 2. (a) Original images from the “SDUMLA-HMT” 
finger vein database (b) Images after preprocessing 
and ROI extraction 

 
4.3 Data Augmentation 

 
In image augmentation, different transformations are applied to original images, resulting in 

multiple transformed copies. It helps in increasing the diversity of the dataset and can lead to better 
generalization and improved performance of machine learning models [18,19]. Depending on the 
augmentation technique, each copy differs in certain aspects. The dataset comprises only four images 
for each individual, which is insufficient for training a deep-learning model. To address this limitation, 
we employ various transformations such as shifting, rotation, brightness adjustments, and zooming 
[20].  

 

 
Fig. 3. Architecture of U-Net 

 
These augmentation techniques can be mathematically denoted as follows: 

 
Shifting or Translation: x=x+dx                  (1) 
 
y’ = y+dy                     (2)
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In Eq. (1), x, x' are the original and shifted horizontal pixel coordinates, respectively. In Eq. (2) y, 
y' are the original and shifted vertical pixel coordinates, respectively. dx, dy represents the shift in x, 
y directions, respectively. The value of dx and dy may range from [-10,10] pixels. 
Rotation: x' = x*cos(θ) - y*sin(θ)                   (3) 
 
y= x*sin(θ)+ y*cos(θ)                                             (4) 

 
In Eq. (3), ‘x’, ‘x'’ corresponds to the original and rotated horizontal pixel coordinates, 

respectively. Similarly in Eq. (4) ‘y’, ‘y'’ refer to the original and rotated vertical pixel coordinates, 
respectively. θ represents the angle of rotation. The value of θ may range from [-15, 15]. 

 
Brightness adjustment: np=op+bf                       (5) 

 
In Eq. (5) np is the new pixel value, op is the old pixel value and bf is the brightness factor which 

may vary between [-0.2, 0.2]. 
 

Zooming or Scaling: x' = x * sf                                   (6) 
 
y' = y * sf                       (7) 

 
In Eq. (6), x, x' are the old and new horizontal pixel coordinates respectively. In Eq. (7) y, y' are 

the old and new vertical pixel coordinates respectively, and sf is the scaling factor which lies between 
[0.8,1.2]. 

By using the above augmentation techniques 40 augmented images per finger per person are 
generated. Hence a total of 240 images were available for each person and this can be used as the 
sequence of images which are to be input to the model. The augmented images are shown in Figure 
4. 

 

 
Fig. 4. Images after applying augmentation techniques 

 
4.4 U-Net 

 
U-Net can be used for computer vision applications, including biometric recognition. Feature 

extraction and matching can be performed with U-Net. The network's ability to learn to identify and 
extract unique patterns and features present in finger vein images can be used for matching and 
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authentication [21]. 
U-Net architecture consists of two paths: a contracting one and an expanding one. Information 

from the input image is obtained through the contracting path, which involves extracting both 
context and features, while the expanding path up samples the features and produces a 
segmentation mask. In finger vein recognition, the segmentation mask can be used to identify and 
extract vein patterns and features. 

The structure of the model is described below. Several layers undergo encoding and decoding via 
a pair of convolutional layers, each accompanied by Batch Normalization and activated by ReLU. After 
a convolutional block, a max-pooling block follows within the encoder segment. Through max 
pooling, the spatial dimensions can be reduced, and while augmenting the count of feature channels. 
The decoder block performs up-sampling using Conv2DTranspose to increase the spatial dimensions 
and concatenates it with the corresponding skip features from the encoder block. The concatenated 
features are then processed by a convolution block. The encoder blocks capture hierarchical features 
at different scales, while the decoder blocks use skip connections to help recover spatial information 
lost during max pooling. 

The optimizer used is Adam optimizer which uses regularization technique to prevent overfitting. 
The employed loss function is “binary cross entropy” which can be defined as follows. 
 
Binary Cross Entropy = − !

"
∑ (Y ∗ log(p(y)) 	+ 1 − Y ∗ log(1 − p(y)))	"
#$!        (8)   

 
In Eq. (8), N corresponds to total count of instances (persons), Y represents class 1, P(Y) stands 

for the probability associated with class 1, while 1-Y refers to class 0, 1-P(Y) signifies the probability 
for class 0. Figure 4 shows the details of U-Net architecture. The implementation details of different 
layers of the U-Net model with the number of parameters are shown in Figure 5. 

It is necessary to train the U-Net to learn to extract unique vein patterns and features, to use it 
for finger vein recognition. During testing, an input finger vein image can be passed through the 
trained U-Net, which would extract the vein patterns and features and produce a segmentation mask. 
This mask can then be used for matching and identification [22]. 
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Fig. 5. Details of different layers of U-Net Model 

 
4.5 The Proposed -Sequential Model 

 
The proposed sequential model uses VGG16 as a feature extractor, followed by a Time Distributed 

layer, LSTM layer, and dense layer for classification. The images in the finger vein dataset are 
organized into sequences, where each sequence contains a series of finger vein images for an 
individual. 

 VGG16 architecture is used due to its strong feature extraction capabilities and the ability to 
learn intricate patterns from images. With VGG16 architecture, the finger veins can be extracted 
more effectively for proper finger vein biometric authentication because of its strong feature 
extraction capabilities. In this architecture, 13 convolutional layers are followed by ReLU activation 
for each of them, using 3x3 filters and stride 1 with zero padding. Max pooling layers with a 2x2 
window and stride 2 are applied after every two convolutional layers, reducing spatial dimensions 
while preserving key features. The fully connected layers from VGG16 architecture are removed. For 
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each input image, a fixed-size feature vector is generated using the convolutional layers of VGG16 
[23]. 

A Time Distributed layer with a flatten layer inside it is used to treat each frame of the finger vein 
sequence separately, while the flatten layer reshapes the data for the subsequent LSTM layer. This 
layer will create a sequence of feature vectors that represents the temporal information for the LSTM 
[24]. Figure 6 illustrates the structure of the sequential model put forth in this study. 
 

 
Fig. 6. The proposed Sequential model for finger vein authentication 

 
The LSTM model will take in this sequence of feature vectors as input and learn to capture 

temporal dependencies between vectors. An LSTM layer with the 32 hidden unit neurons and a 
flatten layer is then added. A Dense layer with 106 neurons representing the 106 classes (person) 
and a SoftMax activation function is added for classification. The model is trained for 25 epochs, and 
it could produce an accuracy of 99.76%. Figure 7 displays distinct layers within the Sequential model 
along with their corresponding parameter counts. 
 

 
Fig. 7. Details of different layers of Sequential Model 

 
5. Results and Discussion 

 
Table 1 presents a comparison of various parameters utilized in both models. The loss function 

used in both cases is binary cross entropy. The optimizer used in U-Net is Adam with an initial learning 
rate set as 0.001 and the Sequential model utilizes the optimizer RMS prop with the initial learning 
rate set as 0.0001. Adam combines the features of both RMSprop and momentum-based approaches 
whereas RMS prop uses second order momentum only for adjusting the learning rates. RMSprop has 
fewer hyperparameters which makes it easier to tune and use.  

Layer Output Shape Param# 

VGG16 (Functional) (None, 7, 7, 512) 14714688 

Time Distributed (None, 7, 7, 512) 0 

LSTM (None, 7, 100) 245200 

Flatten (None,700) 0 

Dense (None,106) 74206 
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It is important to note that the U-Net model underwent a lengthy training period of 40 epochs, 
during which time it consistently achieved an accuracy of 95.7% from the 20th epoch to the 40th 
epoch. The sequential model, in contrast, provided a significantly higher level of performance by 
achieving an accuracy of 99.76% across 25 epochs, outperforming the U-Net model by a considerable 
margin by training through 25 epochs. Being a biometric finger vein authentication technique, it is 
crucial to achieve this high level of accuracy to authenticate genuine and imposter in the real time 
scenarios. 

 
Table 1 
Comparison of parameters in U-Net and Sequential 
Model  

U-Net Sequential 
Model 

Loss function “Binary Cross 
Entropy” 

“Binary Cross 
Entropy” 

Optimizer “Adam 
Optimizer” 

“RMSprop 
optimizer” 

Initial Learning Rate 1e-3 1e-4 
No of Epochs Trained 40 25 
Evaluation Metric Accuracy 

95.7% 
Accuracy 99.7% 

 
A comparison of the count of parameters in both models are displayed in Table 2. Total 

Parameters refer to both trainable and non-trainable parameters, including weights and biases. 
Trainable Parameters are a subset of total parameters that undergo learning and updates during the 
training process to optimize the model. Non-trainable parameters encompass the remaining 
parameters that remain unaltered during the training process. 

The U-Net model has a relatively large number of total parameters, indicating that it is a complex 
model with a significant number of learnable weights and biases. Around 31,793,480 of these 
parameters are trainable, which means they can be updated during training to enhance the model’s 
efficiency. The remaining 5,440 parameters are not trainable, whose values are fixed throughout 
training. 

The Sequential model has a total parameter count of 15,034,094, which is smaller than the U-Net 
model. The trainable parameters amount to 319,406, while the non-trainable parameters are much 
larger, at 14,714,688. 

 
Table 2 
Comparison of parameters in U-Net and Sequential model 
 Total Parameters Trainable Parameters Non-Trainable Parameters 
U-Net 31,798,920 31,793,480 5,440 
Sequential Model 15,034,094 319,406 14,714,688 

 
The large count of parameters to be trained in the U-Net model indicates a more complex model. 

The smaller count of non-trainable parameters in the Sequential model suggests faster training and 
resource efficient operation. 

Figure 8 shows the accuracy and loss graph for the U-Net model. The plot indicates that the model 
has been converged with a validation accuracy of 95.7% as the accuracy remains stable from 18th 
epoch to 40th epoch which indicates that further optimization may not lead to significant 
improvement in the accuracy. 
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(a)  (b) 

Fig. 8. U-Net Model: (a) Accuracy Vs Number of Epochs plot (b) Loss Vs Number of Epochs plot 
 
The accuracy and loss graph for the Sequential model is plotted in Figure 9. The plot indicates 

that the model has been converged with a validation accuracy of 99.7%. 
An authentication system's effectiveness and reliability can be evaluated by considering the 

evaluations metrics like accuracy, Precision, Recall, F1-Score, Kappa Score and Matthews Correlation 
Coefficient as defined below. 

Accuracy is computed by dividing the count of accurate predictions by the total number of 
predictions made. 

 
Accuracy = %&'(	*+,#-#.(,	/%&'(	"(01-#.(,

%+-12	*&(3#4-#+5,
              (9) 

 

 

 

 
(a)  (b) 

Fig. 9. U-Net Model: (a) Accuracy Vs Number of Epochs plot (b) Loss Vs Number of Epochs plot 
 

Precision measures the correctly predicted true positives to the total positive predictions. 
 

Precision = %&'(	*+,#-#.(,
%+-12	*+,#-#.(		*&(3#4-#+5,

                    (10) 
 
The proportion of correctly predicted positive instances relative to the total number of actual 

positive instances is referred to as recall, sensitivity, or true positive rate. 
 

Recall = %&'(	*+,#-#.(,
%&'(	*+,#-#.(,	/	612,(	"(01-#.(,

                     (11) 



Journal of Advanced Research in Applied Sciences and Engineering Technology 
Volume 47, Issue 1 (2025) 230-243 

241 
 

In the F1-Score, precision and recall are combined to form a harmonic mean. 
 

F1-Score =7(*&(4#,#+5∗:(4122)
*&(4#,#+5	/:(4122

                       (12) 
 
The Kappa Score, also referred to as Cohen's Kappa Coefficient, quantifies the agreement 

between predicted and actual labels, considering the potential for random agreement. It provides 
insight into the quality and reliability of the model. 

 
Kappa=		(*+	$	*()

(!	$	*()
                        (13) 

 
“Po” denotes the fraction of observed agreement and “Pe” denotes the fraction of expected 

agreement by chance. 
The Matthews Correlation Coefficient evaluates the effectiveness of binary classifications, 

considering true positives (TP), true negatives (TN), false positives (FP), and false negatives (FN). 
 

MCC=			 (%*	∗	%"	$	6*	∗	6")
<(	(%"	/	6")(%*	/	6*)(%*	/	6")	(%"	/	6*))

                             (14) 

 
Table 3 shows various metric values for the different deep learning models. The sequential model 

exhibits better performance compared to other models, suggesting its suitability for finger vein 
authentication.  

 
Table 3 
Comparison of evaluation metrics for U-Net and Sequential Model 
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AlexNet [25] 0.7020 0.7010 0.9030 - - - 

ResNet18 [24] 0.9713 0.9837 0.9587 - - - 

VGGNet16 [24] 0.9710 0.9861 0.9554 - - - 

VGG19 
[25] 

0.8757 0.88 0.78 - - - 

U-Net 0.9571 0.9702 0.9750 0.973 0.664 0 . 9 7 3 

Sequential 0.9976 0.9742 0.9976 0.986 0 . 9 8 9 0.990 

 
The graphical representation of the basic evaluation metrics has been provided in Figure 10 for 

better comparison. 
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Fig. 10. Comparison of evaluation metric for different models 

 
5. Conclusion 

 
As the finger vein biometric authentication gains more importance in the scenario of contactless 

authentication system, the significance for accurate and reliable authentication is evident. This study 
addresses the challenges posed by low quality finger vein images through a comparative analysis of 
two deep learning architectures: U-Net and the proposed sequential model. The investigation brings 
out the capability of deep learning models to overcome the limitations of low-quality images. U-Net 
demonstrated its capacity to extract relevant features from noisy inputs, whereas the sequential 
model with modified VGG16 architecture and integration of LSTM layers introduced temporal 
context further enhancing accuracy and reliability. This research sheds light on the effectiveness of 
finger vein authentication using low quality images. The primary challenge faced in this work is the 
training time required to find an optimal architecture for achieving this accuracy, which could be 
improved by future researchers. 
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The unique and secure nature of Finger Vein Recognition (FVR) has attracted considerable attention in the
field of biometric authentication. However, challenges such as limited data availability and the complexity of
vein patterns necessitate innovative approaches to improve recognition performance. A novel approach to
FVR is proposed using Pix2Pix style Generative Adversarial Networks (GANs) for finger vein dataset augmen-
tation providing synthetic images for training VGG16 model. The main objective of the paper is to enhance
the quality and diversity of Finger Vein (FV) datasets while improving the robustness of the recognition sys-
tem. Our approach involves training a GAN to generate realistic finger vein images that encapsulate the
intricate vein patterns present in real-world scenarios. The study evaluates the proposed approach on the
THU-FVFDT1 dataset, considering conventional augmentation and GAN-based augmentation. The results
demonstrate that transfer learning from a conventionally augmented dataset to one augmented with GANs
yields superior performance, as evidenced by the evaluation metrics. The experimental findings illustrate the
effectiveness of dataset augmentation and transfer learning in the realm of finger vein recognition for biometric
identification.

Keywords: Biometric Systems, Finger Vein Recognition (FVR), Generative Adversarial Networks (GAN), Dataset
Augmentation, VGG16.

1. INTRODUCTION
Biometric technology finds applications in various sectors
including access control, financial transactions, healthcare,
government, technology, education as well as private orga-
nizations. The biometrics has significantly contributed to
reducing corruption, enhancing the cost-effective delivery
of public services, and minimizing intermediaries. Finger
Vein Recognition has emerged as a promising biometric
authentication method, offering a highly secure and non-
intrusive means of verifying individuals’ identities. Finger
vein biometric relies in the fact that veins absorb infrared
light differently than the surrounding tissues, creating a
complex and distinct pattern that can be captured using
near infrared light to illuminate the finger. The unique
nature of vein patterns makes it highly secure, as the
likelihood of two individuals having identical finger vein
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patterns is extremely low [1]. Since the veins are located
below the skin, it is less susceptible to spoofing or tam-
pering compared to surface level biometrics like finger-
prints. The effectiveness of such systems heavily relies on
the excellence of feature extraction and its representation.
FVR is a good research area, aiming to exploit the unique
and complex patterns of blood vessels beneath the skin’s
surface for accurate identification.
Traditional methods in finger vein recognition have

predominantly relied on handcrafted features and con-
ventional machine learning algorithms like k-nearest
neighbours (k-NN) [2–4] and Support Vector Machines
[5–7]. While effective to a certain extent, these meth-
ods often need help to capture the intricate details of
finger vein patterns and might be susceptible to vari-
ations in image acquisition conditions. In recent years,
researchers have explored deep learning techniques for
improved FVR. Convolutional Neural Networks (CNNs)
demonstrated encouraging results in automatically learn-
ing discriminative features from raw finger vein images
[8, 9]. Transfer learning is how pre-trained CNN models
are fine-tuned on specific finger vein datasets and has also
demonstrated enhanced performance.
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Most of the deep learning algorithms shows poor perfor-
mance due to the lack of data, with diverse features. Insuf-
ficient data can lead to poor model performance. While
training a deep learning model with finger vein images
most of the database consists of images of different subject
with less image per subject. The number of images utilized
for training per subject significantly impacts the verifica-
tion performance of the model. To withstand this disadvan-
tage, two approaches were considered for augmentation.
The first involves traditional transformation methods such
as rotation, shifting, brightness variations, and zooming. In
the second approach, we leveraged Generative Adversarial
Networks (GANs) for augmentation, which has proved to
be efficient in generating images in various other domains.
In recent years, GANs have gained significant attention for
their exceptional ability to generate data for dataset aug-
mentation [10–13]. Our approach involves addressing the
challenges of data scarcity and varying features in a finger
vein image dataset by leveraging GANs to generate syn-
thetic images. These generated images are then combined
with the original dataset for training a CNN model, with
the overall goal of improving the model’s performance in
identification and verification tasks.

We have considered the THU-FVFDT1 data which con-
sists of two images taken in two different sessions for a
single individual. Hence only one image per individual can
be used for training as the other one is reserved for testing.
But training a deep model using this single image shows
poor performance which is not acceptable for a recogni-
tion task in a real-world scenario. In this work GANs are
used to augment FV images, aiming to enhance the accu-
racy and robustness of FVR systems. GANs comprise two
parts: generator and discriminator. The generator network
is tasked with producing images that are indistinguishable
from genuine finger vein samples, while the discriminator
network learns to differentiate between real and fake data.
This adversarial interplay leads to the creation of highly
realistic and authentic images. During training GAN learns
the underlying patterns and intricacies of vein structures.
As a result, the generator becomes proficient in crafting
synthetic vein patterns that are visually convincing and
coherent. This process inherently aids in creating com-
prehensive and diverse representations of finger vein data.
By leveraging GANs to generate representative finger vein
images, it becomes possible to address data scarcity issues
and enhance the generalization capabilities of recognition
models. The synthesized images can capture the variabil-
ity present in real-world scenarios, leading to improved
performance under various conditions.

Our work is distinguished by the following key features:
1. The training of GAN for image generation requires
meticulous balancing to prevent the discriminator from
overpowering the generator. Addressing these challenges
is critical to ensure that the generated representations are
accurate and effective for authentication purposes.

2. The experimental methodology discusses the dataset,
the network architecture of the GAN, and the performance
metrics utilized for assessing the quality of the generated
FV representations.
3. To evaluate the performance of the augmented dataset,
we utilize a VGG16 convolutional network with vari-
ous training methods, including training with the original
dataset, conventional augmented dataset, GAN augmented
dataset, and the transfer learning method.

The overall objective is to enhance the dataset using
conventional method and GANs, utilizing it for training
purposes to improve the effectiveness of biometric systems
based on FV recognition. In the subsequent sections of this
paper, the associated literature are explored in Section 2,
Section 3 details the methodology for augmenting the
dataset, evaluation methods and results of augmentation
are discussed in Section 4, and Section 5 gives the con-
clusion and future works.

2. RELATED WORKS
FVR can be deemed more secure than other hand-based
biometric characteristics like fingerprints and palm prints,
primarily because its distinguishing features are within the
human body. Several researches are conducted to explore
and advance various methodologies, algorithms, and tech-
nologies striving to improve efficiency of FV authentica-
tion system.
Rosdi et al. [14] present a finger vein personal verifi-

cation mechanism in which the local line binary pattern
(LLBP), is used as a feature extraction tool. In contrast
to the local binary pattern (LBP), where the neighbour-
hood shape is square, the local shape in LLBP is a straight
line. Kumar et al. [15] put forward a method for enhanc-
ing finger-vein recognition systems’ performance where
the system concurrently collects low-resolution finger vein
and finger-print images, then combines them using score-
level combination method. The low-resolution fingerprint-
matching performance of images and their usability are
determined. Wu et al. [16] provide an SVM technique
for identifying FV patterns. The FV pattern is difficult to
see in visible light. Therefore, the device uses an infrared
LED and a CCD camera to capture it. The verification
system consists of pattern classification and picture pre-
processing. The study reduces the dimensionality of the
images and retrieves their properties using principal com-
ponent analysis (PCA) and linear discriminant analysis
(LDA). This system combined an SVM and an adaptive
neuro-fuzzy inference method to categorise patterns. The
significant feature is retained with LDA, while noise is
decreased in the disregarded dimensions using the PCA
approach. The characteristics are then employed to cate-
gorise data and find patterns.
Peng et al. [17] presented a technique that is put forward

for biometrically validating infrared finger-vein patterns.
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They initially configured a Gabor to utilise the FV net-
work. They obtained vein patterns by combining results
from two distinct orientations and incorporated SIFT fea-
tures to mitigate the influence of image rotation and shift-
ing. The number of features that match the enrolled and
test FV patterns is the basis for personal identification
verification. Qin et al. [18] describe a novel technique
for upgrading FVR systems with a method for extract-
ing finger-vein shape and orientation data using vein pat-
tern extraction. To effectively consider inherent variations,
a region-based matching strategy is studied utilising the
Scale Invariant Feature Transform (SIFT) approach. The
SIFT features, FV shape, and orientation are merged to
improve performance even more.
A finger-vein recognition system utilizing CNN that

demonstrates resilience to misalignment and shading chal-
lenges associated with finger veins was proposed in
Ref. [8]. The research also emphasizes the significance of
lack of abundant training data for the successful training
of the deep CNN model. Shao et al. [19] presented Palm-
GAN, a method designed to augment a palmprint dataset
containing associated labels. The researchers employed an
auto-encoder structured model to perform domain adap-
tation [20]. The increasing global concern over contact-
transmitted diseases such as COVID-19 emphasize the
need for a more resilient touchless biometric recognition
system [21]. The Table I shows more existing works based
on the finger vein representation with their advantages and
limitations.
Existing works on finger vein recognition have made

significant advancements in biometric authentication, but
they still face several limitations:
1. The accuracy of recognition can be changed according
to variations in finger position, lighting conditions, and
the quality of imaging devices, leading to potential false
positives or false negatives.

2. Collecting finger vein data can be intrusive and
uncomfortable for users, hindering widespread adoption.
The need for standardized datasets and evaluation met-
rics makes comparing different algorithms and systems
challenging.
3. The vulnerability of FVR to spoofing attacks, where an
attacker uses fake vein patterns, underscores the need for
robust anti-spoofing techniques to enhance security.

Overcoming these limitations is crucial for the continued
development and deployment of finger vein recognition
systems.

3. METHODOLOGY
3.1. Proposed System: Overview
We explored different approaches for evaluating the impact
of data augmentation in improving the performance of the
classification model using the VGG16. Initially VGG16
is trained using the original dataset without using any
augmentation techniques. The performance of this model
can be used as a baseline for comparison with augmented
datasets. Then dataset1 is created using conventional aug-
mentation methods by applying different transformation
operations on the original dataset. The VGG16 model
is then trained using dataset1 to observe improvements
in performance. Subsequently dataset2 is generated using
GAN that mimics the distribution of original dataset and
capturing more diverse patterns. The VGG16 model is
trained using the dataset2 which includes realistic syn-
thetic samples created by GAN. In the transfer learn-
ing approach, the VGG16 model is initially trained on
Dataset1, and the pre-trained model undergoes further fine
tuning using Dataset2 to leverage knowledge gained from
the first training phase. Figure 1 illustrates the conceptual
framework of the proposed system.
The study is focused on enhancing the representation

and recognition of finger vein patterns and provide a safe

Table I. Prior Studies: Strength and weakness.

Author Methodology Advantages Limitations

Zhange et al. [22] Lightweight and fully convolutional
GAN architecture.

Improved recognition accuracy
and enhanced data diversity.

Complexity in GAN training.

Wei-Feng Ou et al. [23] Employed GANs to synthesize
finger vein images. Leveraged
generator-discriminator interplay
for realistic data creation.

Expanded dataset for training and
reduced overfitting.

Balance between real and synthetic
data. Possible mode collapse in
GAN.

Jiho Choi et al. [24] Modified conditional GAN and
CNN

Improved feature learning Complexity in GAN-based feature
extraction

Qiong Yao et al. [25] Siamese network framework
(Siamese Gabor residual network)

Robustness against limited data Dependency on adequate positive pairs

Jalilian et al. [26] Fully Convolutional Network (FCN) Enhanced generalization. Unsatisfactory when tested in a
cross-domain setting.

Dabouei et al. [27] Conditional Generative Adversarial
network (CGAN)

Evaluated the effectiveness in a
cross-sensor environment.

Limited to available vein patterns.

Nogueira et al. [28] Visual Geometry Group16 (VGG16) Robustness to variations. Ineffective when applied in a
cross-data, cross-sensor environment
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Fig. 1. Proposed system: Overview.

method of biometric identification, by utilizing the capa-
bilities of GANs for augmenting the dataset.

3.2. Dataset and Experiment Environments
The original data used in our research is from THU-
FVFDT1 [29] which contains 220 different subjects’ raw
FV images. The images are obtained from Tsinghua Uni-
versity Graduate School students and staff. Raw images
have a resolution of 720×576 pixels. Two images per sub-
ject captured in two sessions are available in this dataset.
We used THU-FVFDT1 in our experiments because it
includes images of nonuniform illumination and has been
widely used in previous research on FV recognition.

The computational for this study used a PC with an Intel
I5-8300H CPU-2.30 GHz, 16 GB of RAM, NVIDIA GTX
1050 graphic processing unit card and 8 GB of graph-
ics memory. TensorFlow 2.8, Keras 2.7 and other neces-
sary libraries were used to implement the algorithms and
models.

3.3. Preprocessing
The images from the dataset are pre-processed. The back-
drop is eliminated during preprocessing to identify the fin-
ger region of interest. The mean pixel value along the
x-axis is used to determine the finger’s left and right end-
points. This is achieved by summing all the pixel values
along the y-axis relative to the x-axis. When the com-
puted average pixel value equals or surpasses a predefined
threshold, the two boundary lines of the finger region are
established based on these values. The finger area’s upper
and lower boundary lines are then identified through a

4×20 mask applied as a filter operation. If the bound-
ary lines are incorrectly identified, a corrective method
is employed. A comparison is made between the y-axis
boundary line coordinates and the average value of the
x-axis boundary line coordinates. When a significant dis-
crepancy exists between the detected value and the mean
value, the points are then eliminated. The remaining points
are utilized update the boundary line. Finally, bilinear
interpolation is utilized to resize the determined finger
Region of Interest (ROI) to 256×256 [30].

3.4. Dataset Augmentation
We have used two methods of augmentation. The first
one is augmentation using conventional transformation
methods and the second one uses a Pix2Pix GAN for
image augmentation which are explained in the following
sections.

3.4.1. Conventional Augmentation
A combination of Local Maximum Curvature (LMC) algo-
rithm, Repeated Line Tracking (RLT) algorithm, and Wide
Line Detector (WLD) algorithm is utilized for extract
baseline finger vein patterns and the resulting images are
combined to get optimal vein pattern [31]. The merged
image is augmented using traditional transformation meth-
ods such as rotation, shifting, brightness variations and
zooming. The utilization of baseline extracted finger vein
images accelerates the training of deep learning algo-
rithms, thereby reducing the overall training duration. Ten
image per individual is created using transformation from
the original image.

J. Nanoelectron. Optoelectron., 19, 1042–1052, 2024 1045
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3.4.2. Augmentation Using GAN
GAN comprises a discriminator model that can tell the
difference between actual and fake images produced by
the generator model. Both models are trained to compete
against one another while maintaining an adversarial rela-
tionship. So, they may create an unreal image that looks
real. The typical GAN design is depicted in Figure 2 [28].
The manually labelled vein images are provided as addi-

tional information, which allows to condition the image
generation process on specific class. This additional infor-
mation helps to maintain specific vein patterns in the aug-
mented images. Thus, this helps to generate variations
of labelled images for expanding dataset by keeping the
semantic meaning intact. This work employs the Pix2Pix
style GAN for image augmentation. Pix2Pix GAN is a
type of conditional GAN (cGAN) which utilizes additional
information to condition the generator and discriminator to
create correct images of finger veins that reflect the variety
and complexity of actual finger vein patterns. The gen-
erator’s output is improved over iterative training by the
discriminator, which is skilled at identifying actual images
from produced ones [32]. The generated finger vein images
are subsequently assessed using VGG16 for finger vein
recognition.
The images in the dataset are manually labelled. These

manual labels are used as ground truth images for

conditioning the GAN. Figure 3 shows sample original
images from the dataset and the corresponding manually
labelled images.
The Pix2Pix style GAN, which generates an image from

another image is shown in Figure 4. Here, we are training
two models against each other in which one is the genera-
tor, and the other is the discriminator. The generator model
generates fake images using an autoencoder; the activation
function is tanh which is calculated using the Eq. (1). The
tanh has an output ranging from −1 to 1, which squashes
the output to a specific range making it easier to learn
and reconstruct the input data. Since it is zero centered, it
helps to mitigate vanishing gradient problem and thus aids
in better convergence of the model.

f �x�= ex − e−x

ex + e−x
(1)

The discriminator is a standard model with the leaky
ReLU and sigmoid activation function. The leaky ReLU
activation is calculated using the Eq. (2),

f �x�=max �0�01∗x� x� (2)

This function returns x for a positive value and small
value for a negative number which ensures the network
can still learn from negative inputs.

Fig. 2. Typical GAN architecture.

Fig. 3. (i) Original image (ii) manually labelled image.
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Fig. 4. GAN for finger vein image augmentation.

The discriminator’s role is a binary classification of real-
istic and fake finger vein images. The sigmoid activation
function shown in Eq. (3), squashes the discriminator out-
put to the range �0�1�. The output can be interpreted as
real if closer to 1 and fake if closer to 0.

f �x�= 1
1+ e−x

(3)

The discriminator model has two inputs: one is the
labelled image, and the other is a fake image generated
by the generator; then, it checks whether the fake image
matches with the required output or not and returns true or
false as the output. The generator model has been trained
to create the best fake image so that the decrease in loss of
the model will show how efficient the generator is. These
models are trained one at a time. The generator will be

Fig. 5. Generator and discriminator loss for 200 epochs.

trained first, and the output will be stored. Then, the dis-
criminator is trained, compares the actual output with the
fake image, and checks the loss value. Then again, the
generator is trained to improve its performance and goes
in a loop. Finally, the model performance is evaluated.
Through adversarial training, the GAN learns the intricate
mapping between source images and the corresponding
target images.
The training process of GAN involves training one

model at a time. The generator is fixed when training
the discriminator. The discriminator is updated using the
Eq. (4),

�	d

1
m

m∑
i=1

[
logD

(
x�i�

)+ log
(
1−D

(
G
(
z�i�

)))]
(4)

Where “x” is the real data, “z” is the latent vector,
“G�z�” is fake data, “D�x�” signifies the discriminator’s
evaluation of real data, “D�G�z��” also represents the

Table II. Loss values for different epochs.

Epochs d_loss1 d_loss2 Generator loss

1 0.3360 0.3610 4.8100
25 0.1930 0.2130 4.4360
50 0.2560 0.1450 4.7540
75 0.3530 0.3410 1.8093
100 0.2560 0.1450 2.3400
125 0.2560 0.2130 3.4360
150 0.1750 0.1450 3.5900
175 0.2450 0.2130 2.4360
200 0.2560 0.1450 1.7540
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discriminator’s evaluation of fake data. The generator is
updated using Eq. (5), which is calculated as,

�	d

1
m

m∑
i=1

log
(
1−D

(
G
(
z�i�

)))
(5)

In this, z represents the Latent vector. The generator
and discriminator are two separate models that interact to
form the GAN, and each model will have a unique loss
function. The discriminator’s loss function is represented
using Eq. (6):

LD = Loss �D �x� �1�+Loss �D �G�z�� �0� (6)

The generator is also treated in the same way. The dis-
criminator must be as perplexed as possible for the gen-
erator to succeed in mislabelling produced images as real.
The generator loss is represented in the Eq. (7).

LG= Loss �D �G�z�� �1� (7)

The loss values represent key indicators of the training
progress and performance of the GAN. They are integral
for evaluating the GAN’s ability to generate realistic finger
vein images from source images effectively. So here we are
considering three loss values which are explained below.

Fig. 6. Augmented images using conventional transformations.

Fig. 7. GAN generated images: (i) Input image (ii) sample GAN generated images.
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d_loss1 (Discriminator Loss on Real Images): This loss
quantifies how well the Discriminator distinguishes real
images (ground truth) from fake ones. A lower value indi-
cates improved real image classification.

d_loss2 (Discriminator Loss on Fake Images): This loss
measures how effectively the Discriminator recognizes
generated (fake) images as distinct from real ones. A lower
value signifies better fake image classification.

generator_loss (Generator Loss): This combined loss
assesses the performance of the generator network in pro-
ducing convincing FV images. It consists of adversarial
loss, encouraging realistic images, and L1 loss, promoting
similarity to target images.

The d_loss1, d_loss2 and generator_loss at different
epochs of trainings are shown in Table II. The loss val-
ues seem to fluctuate which is common in GAN train-
ing as the generator and discriminator is in a constantly
competing. The low discriminator values indicate the dis-
criminator is having difficulty in distinguishing real and
generated samples which means the generator is perform-
ing well in generating realistic samples. The lower loss
values of generator also indicate better performance. The
graph depicting the d_loss1, d_loss2 and generator loss for
200 epochs are shown in Figure 5.

4. EVALUATION OF THE AUGMENTED
DATASETS

We are considering two methods to evaluate the qual-
ity and diversity of the augmented datasets which are
described in the following sections.

4.1. Visual Inspection
The sample augmented images using conventional trans-
formations are shown in Figure 6. The images appear in

Table III. Details of dataset for various approaches.

Conventional GAN Transfer
Original augmentation augmentation learning

No: of images per 1 10 30 40
individual

Total images 220 2200 6600 8800

Table IV. Performance metrics calculation.

Performance metric Equation

Accuracy
TP +TN

TP +FP +TN +FN

F1 score 2×
(

TP

TP +FP +FN

)

Recall
TP

FN +TP

Precision
TP

TP +FP

different orientations and lighting scenario. The systematic
rotation helped in creating images from various angles,
shifting introduces spatial variability, simulating changes
in finger placement, brightness variations reflect adaptabil-
ity to different lightning conditions. The visual observation
of the created images underscores the success of transfor-
mations in creating more comprehensive dataset.
A set of sample images generated by the Pix2Pix GAN

are showcased in Figure 7. These images are the result of
the GAN’s ability to autonomously produce synthetic fin-
ger vein images based on the patterns it has learned during
the training process. Each image in Figure 6 is a visual
representation of the network’s creative output, reflecting
its capacity to generate diverse and realistic variations of
finger vein patterns.
Upon closer inspection of the displayed images, one can

discern noticeable variations and nuances within the gener-
ated dataset. Through visual observation, we gain insights
into the GAN’s proficiency in introducing subtle changes,
creating a spectrum of unique finger vein patterns. This
demonstrates the GAN’s effectiveness in not only mimick-
ing the input data but also in producing a diverse array of
synthetic images contributing to the augmentation of the
original dataset and subsequently enhancing the robustness
of the finger vein recognition.
The successful deployment of a Pix2Pix-style GAN

architecture has showcased its adaptability to the domain

Table V. Performance of various approaches.

Approach Accuracy Recall Precision F1 score

VGG16 0.925 0.9409 0.9764 0.9583
VGG16 + Conventional 0.953 0.9693 0.977 0.9731

augmentation
VGG16 + GAN 0.974 0.9875 0.983 0.9852

augmentation
Transfer learning 0.9867 0.9886 0.9961 0.9923

Fig. 8. Accuracy plot for various approaches.
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Table VI. Comparison with other methods.

Traditional machine learning Deep learning

CFFR KNN kNCN SVM AlexNet Patch-DNN + DNN + VGG19 CNN Proposed
Method [33] [34] [35] [36] [37] P-SVM [38] P-SVM [39] [37] [40] method

Accuracy 22.3% 69.7% 78.64% 71% 70.2% 79.9% 81.98% 87.57% 95.13% 98.67%

of FVR, enabling the translation of source finger vein
images into highly authentic representations. By harness-
ing adversarial training and the interplay between gener-
ator and discriminator networks, the GAN has learned to
produce images that align with the unique characteristics
of FV patterns.

4.2. Evaluation of Recognition Performance Using
VGG16

To assess the effectiveness of our GAN-augmented dataset
in enhancing the recognition of the individuals, we used
a VGG16 architecture, known for its robust performance.
Initially, we trained the VGG16 model on the original
dataset, featuring one image per individual across 220 sub-
jects. Subsequently, we conducted training and evaluation
using a dataset augmented through conventional transfor-
mation methods, incorporating ten images per individual.
Following this, the GAN-augmented dataset, comprising
30 images per individual, was utilized for training. Addi-
tionally, we employed a transfer learning by retraining
the model initially trained on the conventional augmented
dataset with the GAN-augmented dataset. The details of
the datasets used for different training strategies are shown
in Table III.
The effectiveness of various methods’ is evaluated by

calculating the following metrics as detailed in Table IV.
• F1 Score: It reflects the harmonic mean of the recall
and precision, capturing the trade-off between the two.
• Recall: This metric calculates the proportion of actual
positive cases correctly identified by the model.
• Precision: it signifies the fraction of positive predictions
that are truly positive.

Here, TP = True Positive, FP = False Positive, TN =
True Negative, FN = False Negative. The performance
metrics for the various approaches considered are shown in
Table V. Conventional and GAN augmentation techniques
shows better the performance, compared with the model
trained using original dataset. Transfer learning leveraging
knowledge gained from conventional augmented dataset
and retained on GAN augmented dataset shows highest
performance across all metrics. The high precision and
recall values indicate a well-balanced model capable of
accurate individual recognition.
The combined accuracy graph for various approches

are plotted in Figure 8. The graph clearly indicates that
both augmentation strategies contribute towards increasing

accuracy, amongst GAN augmentation shows better perfor-
mance. Transfer learning excels over the other approaches,
owing to it’s utilization of pretrained knowledge.
Our proposed model is compared with the existing

methods in Table VI. Deep learning methods shows
higher accuracy than traditional machine learning meth-
ods. Among the deep learning approaches the proposed
model, combining dataset augmentation and transfer learn-
ing approach outperforms both traditional and deep learn-
ing methods.
Using GANs for finger vein augmentation is consid-

ered advantageous compared to other models. GANs offer
a powerful framework for generating realistic finger vein
patterns, making them a strong choice for augmenting
dataset especially for biometric authentication task when
only few images are available for training the deep mod-
els. The adversarial training process enables GANs to cap-
ture intricate vein patterns, improve recognition accuracy,
and enhance security against spoofing attacks, ultimately
making them a promising and effective approach for FV
recognition.

5. CONCLUSION
In this work, we systematically assessed the effective-
ness of different data augmentation approaches for fin-
ger vein pattern recognition in biometric identification
using VGG16 architecture. The study was conducted
using the THU-FVFDT1 dataset. Initial training on the
original dataset without augmentation served as a base-
line. Dataset1 created using Conventional augmentation
and Dataset2 generated using GAN augmentation demon-
strated improved model performance, with GAN augmen-
tation showing particularly promising results. The visual
inspection of results, showcasing source images and gener-
ated images side by side, has underscored the GAN’s pro-
ficiency in capturing the intricate vein patterns present in
finger vein images. The transfer learning approach, where
the model was initially trained on Dataset1 and fine-tuned
on Dataset2, yielded the highest recognition accuracy of
98.67%. Precision, recall, and F1 score measurements also
indicate that the model is well-balanced and is capable
of accurate individual identification. The comparison with
existing models highlighted the superiority of our pro-
posed model, combining dataset augmentation and trans-
fer learning, over traditional machine learning approach.
Our proposed model consistently outperformed other deep
learning approaches also, emphasizing the effectiveness
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of augmenting datasets and leveraging transfer learning
for finger vein pattern recognition in biometric identifica-
tion. Although the methodology and experimental findings
showcased notable achievements, there are still opportu-
nities for additional exploration and fine-tuning. Enhance-
ments to the VGG16 architecture could potentially achieve
higher recognition performance. Additionally, the dataset
augmentation strategy deserves investigation with diverse
datasets, varying in quality, to comprehensively assess its
effectiveness and generalizability.
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Abstract: Finger vein authentication offers enhanced security due to the unique and internal nature of vein patterns. However, real-world 

applications encounter significant issues from motion artifacts and varying image capture conditions, impacting performance and 

reliability. This study addresses these challenges by utilizing image labelling, dataset augmentation, and a motion-tolerant deep learning 

architecture. Pixel-wise labelling of finger vein images enhances the model's sensitivity to vein patterns, facilitating data augmentation at 

the pixel level and improving robustness to environmental variations. The data is enhanced using extensive data augmentation 

techniques. The proposed methodology combines “Convolutional Neural Networks (CNN)” and “Long Short-Term Memory (LSTM)” 

for feature extraction and handling motion artifacts. CNN effectively captures spatial features while the LSTM processes temporal 

information, making the model more resilient to motion artifacts. The model is designed to adapt to different lighting conditions and 

handle variations in finger positioning, ensuring accurate recognition. This comprehensive approach significantly improves the reliability 

and performance of finger vein authentication systems in diverse real-world environments. 
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1. Introduction 

Biometric authentication is a critical field focused on ensuring 

robust security and precise identity verification systems. 

Traditional methods like fingerprint, facial recognition, and iris 

scanning are widely adopted but encounter issues such as 

susceptibility to spoofing, sensitivity to environmental conditions, 

and variability in user cooperation. In contrast, finger vein 

authentication has emerged as a promising alternative within 

biometrics due to the unique and internal nature of vein patterns, 

which are inherently resistant to forgery and alteration. However, 

implementing finger vein authentication in real-world scenarios 

presents challenges, particularly concerning motion artifacts and 

variations in image capture conditions, which can compromise 

system performance and reliability. To mitigate these challenges, 

this study investigates the application of image labelling, dataset 

augmentation techniques, and the development of a motion-

tolerant deep learning architecture. Using these approaches, 

finger vein authentication can be made more robust and accurate, 

thereby improving their effectiveness in diverse and dynamic 

operational environments. [1-3]. 

The proposed methodology uses the VGG16 architecture, a well-

established CNN model, for feature extraction [4]. LSTM 

networks, known for their capability in handling sequential data 

and learning temporal dependencies, are incorporated to mitigate 

the impact of motion artifacts [5-7]. 

Finger vein image labelling involves identifying and marking 

specific patterns within the images that correspond to the vein 

structure. During the labelling process, each pixel is categorized  

 

 

as either vein or background. This detailed labelling allows the 

deep learning model to capture the intricate complexities of 

finger vein patterns. It enhances the model's sensitivity to subtle 

changes in vein patterns, which is critical for applications 

requiring high accuracy, such as biometric authentication. In 

pixelwise labelling, the model learns features that are unique to 

the vein and background regions, improving robustness to 

variations in lighting, pose, and other environmental factors. It 

facilitates the application of data augmentation techniques at the 

pixel level. Augmenting labelled images with variations in pixel 

values (e.g., brightness, contrast, or rotation) helps models 

generalize better to data that is unknown. Labelled images reduce 

ambiguity during training, leading to faster convergence and 

enhanced model performance [8-9]. 

To address the limited availability of finger vein images per 

individual, extensive data augmentation techniques are applied. 

We have used conventional transformations and deep learning-

based augmentation techniques to enhance the existing dataset 

[10-14]. 

The proposed model is designed to adapt to different lighting 

conditions and other environmental factors that affect the quality 

of the vein images. It also handles variations in the movement or 

positioning of the user's finger during the scanning process, 

ensuring accurate recognition even if the finger is not perfectly 

still [15]. VGG16 is used to extract features, followed by Time 

Distributed, LSTM, and a dense layer. 

The paper is further structured as follows. The research 

emphasizing the need for image labelling, augmentation, and 

motion-tolerant deep learning models for precise recognition is 

reviewed in section 2.  The proposed model is discussed in 

Section 3 followed by the results obtained from various 

configurations in section 4. Section 5 gives the conclusion.  
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2. Related Work 

The authors of [16] investigated the use of CNNs for feature 

learning in finger vein authentication, highlighting that while 

CNNs are effective, they require substantial computational 

resources and sufficient training data, posing challenges in their 

practical application. 

The research conducted in [17] using CNN with a stochastic 

diagonal Levenberg- Marquardt   algorithm found that CNNs 

robustness to noise and misalignments in the acquired images, 

which enhances their effectiveness for biometric identification. 

In [18] CNNs are used for labelling and training while the 

missing vein patterns are recovered using a Fully Convolutional 

Network (FCN). However, their approach struggled with 

imbalanced local illumination, presenting a significant challenge 

for accurate finger-vein verification. 

The finger-vein recognition using CNNs with data augmentation 

was explored in [19], specifically using translation techniques for 

augmentation. They found that relying solely on translation for 

augmentation was insufficient, indicating the need for more 

diverse augmentation strategies to improve recognition 

performance. 

In a study involving deep fully convolutional neural semantic 

segmentation networks for finger vein recognition, automatic 

labels significantly increased the network's recognition accuracy, 

demonstrating the importance of quality training data for model 

performance [20]. 

A two-stream convolutional network learning proposed in [21] 

identified that the limited number of training samples hindered 

effective training for learning invariant features. Additionally, 

they noted that preprocessing steps failed to adequately address 

the change in angles and positioning of fingers, further 

complicating the training process.  

Multimodal biometric recognition by fusing finger-vein and 

finger-shape data, based on a deep CNN was examined in [22]. 

They found that most false rejection cases were due to improper 

alignment of finger-vein images, caused by position changes of 

fingers during enrollment and recognition phases, highlighting a 

critical issue in practical biometric systems. 

The research in [23] demonstrated that GAN-generated synthetic 

images can significantly improve the classification accuracy of 

CNNs by providing additional training examples that capture the 

variability of real medical images. The authors found that the 

augmented dataset improved the network's generalization ability, 

leading to better performance on unseen data than traditional 

augmentation techniques. The study findings in [24] underscore 

the potential of GANs to address data scarcity issues which 

contribute towards improving the robustness and performance of 

deep models in diverse applications. 

The researchers in [25] introduced a method for real time 

verification of finger-vein biometrics using CNNs and LSTM 

networks. Their study demonstrated that this approach effectively 

handles variations in finger movement or positioning during 

scanning, thereby developing an accurate and robust system.  

3. Proposed Method 

After extracting the region of interest from the raw dataset, a 

hybrid algorithm is used to label the dataset. The labelled images 

are then used to augment the dataset. Conventional 

transformations and GAN based augmentation are used to 

expand the database. Deep learning models become more robust 

and generalizable with augmentation by providing it with a more 

diverse set of training examples. Using the augmented dataset, a 

motion-tolerant deep learning model is trained. This model is 

designed to handle variations and inconsistencies in the input 

images that might arise from motion, ensuring reliable 

performance even when the fingers are not perfectly still. A new 

image, which is not used for training or augmentation, is 

provided to the trained model for evaluation. The model then can 

be used to authenticate or reject a person. classifies it as genuine, 

authentic person or imposter. 

3.1 Dataset 

The experimentation is conducted with two datasets and the 

details are given in Table 1. The first dataset is sourced from the 

“SDUMLA-HMT” database, compiled by Shandong University. 

A total of 3816 images were scanned from 106 persons. Images 

of three fingers from both the hands, excluding thump and small 

finger were captured six times. These images are sized at 

320x240 pixels [26]. The second dataset is from “THU-

FVFDT1” [27] comprising images from 220 individuals. Each 

individual has two images, with a resolution of 720x576 pixels 

for the raw images.  
 

Table 1. Details of dataset 

 

Dataset 

No. of 

classes or 

Individu

al 

No. of 

fingers 

per 

individu

al 

No. of 

image

s per 

finger 

Total images 

SDUML

A- HMT 
106 6 6 

381
6 

THU FV 220 1 2 440 

 

 

 

 

 

 

 

 

 

Fig 1. Overview of the motion tolerant finger vein recognition model 
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3.2 Finger Vein Image Labelling 

Labelling finger vein images involves identifying and marking 

distinct patterns within the images that correspond to the vein 

structure. Each pixel in the image is labelled as either vein or 

background. This allows the deep learning (DL) model to learn 

the intricate characteristics of the finger vein patterns and 

enhances the model's sensitivity to subtle changes in vein 

patterns, which is crucial in applications where high accuracy is 

required, such as biometric authentication. Pixel-wise labelling 

ensures that the model learns features specifically related to the 

vein and background regions, making it more robust to variations 

in lighting, pose, and other environmental factors. It also 

facilitates the application of data augmentation techniques at the 

pixel level; augmenting labelled images by introducing variations 

in pixel values (e.g., brightness, contrast, or rotation) which helps 

the model to predict images with variations in enrolled images. 

Labelled images help reduce ambiguity during training, leading 

to faster convergence and improved model performance. 

We have used automated labelling, which assigns labels or 

annotations to data automatically without manual intervention. 

This approach reduces the time and effort required for manual 

labelling, which is crucial when dealing with vast amounts of 

data. It is also cost-effective and ensures consistency across the 

dataset, as the algorithms or rules used to assign labels are 

applied uniformly. 

After extracting the vein region from the original image, a hybrid 

algorithm that integrates the “Local Maximum Curvature” 

algorithm, the “Wide Line Detector” algorithm, and the 

“Repeated Line Tracking” algorithm is used to label the images 

in the pixel level [6].  

The resultant images contain more features compared to those 

produced by each individual algorithm alone. Sample ROI image  

and the final labelled image are displayed in Fig. 2. 

 

 

  

(a)                                                  (b) 
Fig 2.  (i) ROI extracted FV image (ii) Labelled FV image 

3.3 Finger Vein Dataset Augmentation 

Most finger vein image databases consist of images from 

different subjects with few images per person. The number of 

images used for training per person significantly impacts the 

verification performance of the model. To capture the variability 

in vein patterns among individuals, a larger dataset is required. A 

diverse dataset can improve generalization by making the model 

more robust to different conditions such as rotation, 

displacement, and lighting variations. 

The dataset has been augmented using two strategies. First, using 

conventional transformations like rotation, shifting, brightness 

variations, and zooming. Secondly using Generative Adversarial 

Networks (GAN). Conventional transformations rely on 

predefined rules and geometric operations, while GANs are deep 

learning-based methods that require more computational power 

and complex implementation but can create highly realistic and 

diverse images. Combining both methods can enhance the dataset 

for the effective training of deep learning models. Among the 

transformation methods, systematic rotation helped in creating 

images at various angles and aids in recognizing images at 

different angles due to slight variations in finger positioning. 

 

 

 

 

 

Fig 3.  Architecture of cGAN for finger vein dataset 

augmentation 
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Shifting helps in making the system less sensitive to small 

positional shifts of the finger within the capture device. 

Brightness variations reflect adaptability to different lightning 

conditions. Zooming helps when the finger may appear at 

varying distances from the camera. For augmenting using GANs, 

we employed conditional GANs (cGANs) [28-30]. In cGANs, 

additional information is provided to the generator and 

discriminator during training. Manually labelled vein images are 

given as additional information to the discriminator, helping to 

maintain the semantic meaning. This approach creates new 

samples based on the learned features of the dataset, capturing 

more intricate and complex features of the data distribution, 

resulting in more realistic and diverse augmented samples. Figure 

3 illustrates the architecture of cGAN implemented for finger 

vein dataset augmentation. The labelled image is inputted as 

latent vector to the generator. The generator then generates fake 

images initially and gradually real images after upon training 

with the feedback from discriminator. The discriminator is also 

provided with manually labelled images as additional 

information. If the discriminator output is ‘fake image’, the 

feedback is fed to generator and discriminator for training, 

otherwise the image is added to the dataset. 

 

Algorithm1: Finger Vein Image Dataset Augmentation 

Start Algorithm 

1. Load Original Dataset: 

   1.1 Load the original dataset 

2. Apply Conventional Augmentation: 

   2.1 For each image I in the dataset: 

       2.1.1 Apply rotation transformations to generate images at 

various angles: I_rot = rotate (I, θ) for θ in A 

                A: Set of angles used for rotating the images 

       2.1.2 Apply shifting transformations to generate images with 

positional shifts: 

                I_shift = shift (I, δx, δy) for (δx, δy) in S 

                S: Set of shift values for x and y directions. 

       2.1.3 Apply brightness variations to simulate different 

lighting conditions: 

               I_bright = adjust_brightness (I, β) for β in B 

               B: Set of brightness adjustment factors 

       2.1.4 Apply zooming transformations to simulate varying 

distances: 

                I_zoom = zoom (I, z) for z in Z 

               Z: Set of zoom factors. 

   Combine the augmented images to form D_conv 

3. Apply Augmentation using cGANs: 

   3.1 Initialize cGAN model components:Generator G, 

Discriminator D 

   3.2 For each image I labelled as L in the dataset: 

       3.2.1 Input labelled image L as latent vector to generator G 

       3.2.2 Generator G generates initial fake image I_fake 

       3.2.3 Provide labelled image L to discriminator D 

       3.2.4 Discriminator D evaluates generated image: 

                output = D (I_fake, L) 

       3.2.5 If output is ‘fake image’: 

           3.2.5.1 Provide feedback to G and D for further training 

       3.2.6 Otherwise if output is ‘real image’: 

           3.2.6.1 Add I_fake to D_cGAN 

4. Combine Augmented Datasets: 

   Combine D_conv and D_cGAN to form the final augmented    

dataset D_aug 

End Algorithm 

 

3.4 Proposed Deep Learning Model 

The proposed model uses finger vein image sequences for 

classification. The dataset is pre-processed with image labelling 

and augmentation techniques. Each sequence groups finger vein 

images of a single individual. The features are extracted using a 

VGG16 model, retaining only the convolutional layers of the 

model. As the fully connected layers are removed, the model 

becomes lighter and more computationally efficient and focuses 

solely on feature extraction, without being constrained by the 

specific task of classification. These layers generate fixed-size 

feature vectors for each input image. A Time Distributed layer 

with flattening incorporates temporal information. It processes 

each image in the sequence independently, reshaping the data for 

a successive LSTM layer. LSTM layer, with 32 hidden units, 

learns the relationships between these feature vectors across the 

sequence. Finally, the sequence is classified by a dense layer 

with neurons matching the count of classes and a softmax 

activation function. Fig. 4 shows the architecture of the motion 

tolerant model. 

 

 

 

 

 

Fig 4.  Architecture of motion tolerant deep learning model for finger vein authentication 
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Algorithm 2: Proposed Deep Learning model 

Start Algorithm 

1. Data Pre-processing: 

1.1. Group the labelled and augmented images into sequences     

Sj for each individual j: Sj= {Ij,1, Ij, 2…,Ij,T} ,  

T : count of images in the sequence 

Ij,t : tth image in the sequence of the jth individual 

2. Feature Extraction using pre-trained VGG16: 

2.1. Initialize the pre-trained VGG16 model.  

2.2. Remove the fully connected layers from the VGG16 

model.  

2.3. For each image Ij,t in sequence Sj: 

   Fj,t=VGG16_Conv(Ij,t) 

3. Incorporate Temporal Information: 

3.1. Apply a Time Distributed layer with flattening to each 

feature vector  

  Fj,t′=Flatten(Fj,t)  

4. Learn Temporal Relationships using LSTM:  

4.1. Initialize an LSTM layer with U=32 hidden units.  

4.2. For each sequence Sj with flattened feature vectors {Fj,1', 

Fj,2′…,Fj,T:  

  Hj=LSTM ([Fj,1′, Fj,2′…,Fj,T′])  

5. Classification:  

5.1. Initialize a dense layer with c neurons and a SoftMax 

activation function. (c:number of classes) 

 5.2. For each hidden state sequence Hj, classify the sequence: 

yj=Softmax (WHj+b) 

6. Model Training and Evaluation: 

6.1. Compile the model with the loss function categorical 

cross-entropy and Adam Optimizer.  

6.2. Train the model on the pre-processed and augmented 

dataset:  

       model.fit(sequences, labels, validation_split =0.2, epochs 

= num_epochs)  

6.3. Evaluate the performance on a validation set: 

model.evaluate (validationset) 

End Algorithm 

 

4. Results and Discussion 

Different approaches are adopted to assess the model 

performance on the SDUMLA and THUFV databases. The first 

approach utilized the VGG16 model with the original dataset. 

The second approach involved the VGG16 trained on a labelled 

dataset. The third approach uses the labelled and augmented 

dataset, to improve model robustness and accuracy. Lastly, the 

proposed model was evaluated using the labelled and augmented 

dataset to compare its performance against the VGG16 

configurations. These approaches assess the impact of labelling, 

data augmentation, and model architecture on training time and 

accuracy.  

Table 2 compares performance metrics across different 

configurations of models trained on two datasets, SDUMLA and 

THUFV. The results highlight that while augmentation increases 

training time, the proposed model effectively utilizes labelled and 

augmented datasets to achieve significantly higher accuracy with 

reduced training times compared to VGG16, showcasing its 

robustness and efficiency in finger vein authentication 

applications. 

 

 

 

Table 2.  Comparison of performance for various approaches 

Data

base 

Comparison 

Factor 

VGG16 

+ 

Original 

Dataset 

VGG16 

+ 

Labelled 

Dataset 

VGG16 

+ 

Labelled 

and 

Augmen

-ted 

Dataset 

Proposed 

Model 

+ 

Labelled 

and 

Augment- 

ed 

Dataset 

S
D

U
M

L
A

 Training 

Time (min) 
54 36 110 72 

No. of 

images 
424 424 16960 16960 

Accuracy 94.30% 95.45% 97.11% 99.76% 

T
H

U
F

V
 

Training 

Time (min) 
35 25 85 56 

No. of 

images 
220 220 8800 8800 

Accuracy 92.50% 96.34% 98.60% 99.89% 

 

Comparison of accuracy for various approaches is shown in 

Table 3. For the “SDUMLA” dataset the accuracy of VGG16 on 

the initial dataset was 94.30%, which improved to 95.45% with 

the labelled dataset. With the labelled and augmented dataset, the 

accuracy further increased to 97.11%. The proposed model 

achieved 99.76% accuracy with the labelled and augmented 

dataset, indicating superior performance. For the THUFV dataset 

the accuracy of VGG16 on the original dataset was 92.50%, 

improving to 96.34% with the labelled dataset. Using the labelled 

and augmented dataset, the accuracy increased to 98.60%. The 

proposed motion tolerant model achieved an accuracy of 99.89% 

on the labelled and augmented dataset, demonstrating the best 

performance among all configurations.  

 

Table 3. Accuracy obtained on SDUMLA and THUFV Database 

 

Database 

VGG16  

+ 

 Original 

Dataset  

VGG16 

+  

Labelled 

Dataset 

VGG16 

+  

Labelled 

and 

Augment

ed 

Dataset 

Proposed 

Model 

 + 

 Labelled 

and 

Augmented 

Dataset 

SDUMLA 94.3% 95.45% 97.11% 99.76% 

THUFV 92.5% 96.34% 98.6% 99.89% 

 

Figure 5 shows the accuracy graphs for the proposed model 

trained on the THUFV dataset over 40 epochs and the SDUMLA 

dataset over 25 epochs. For the THUFV dataset, the model's 

accuracy began to stabilize around the 20th epoch, showing a 

clear trend towards convergence. By the end of training, the 

model achieved a remarkable accuracy of 99.89%. Similarly, on 

the SDUMLA dataset, the model's convergence was observed 

slightly earlier, starting to stabilize around the 10th epoch. 

Despite a shorter training duration of 25 epochs, the model 

attained a high accuracy of 99.76%. This underscores the 

robustness of the proposed motion tolerant model architecture 

and its capability to handle variations in finger vein patterns 

across different datasets. This indicates that the model effectively 

learned the intricate patterns within the finger vein images from 

both the dataset, showing its ability to generalize and make 

accurate predictions. 

 



International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(4), 2407–2413  |  2412 

 

 

 

 

 

 

 

 

                                                  (a) 

 

 

 

 

 

 

 

 

 

 

                                                (b) 
Fig. 5.  The accuracy graph for the proposed motion tolerant model using 

labelled and augmented dataset (a) THUFV Dataset (b) SDUMLA 

Dataset 

 

Figure 6 shows the plot of Receiver Operating Characteristic 

(ROC) plotted at varying threshold settings to evaluate the 

model's performance. “Equal Error Rate (EER)” represents the 

point where false rejection and acceptance rates are equal, 

indicating when positives and negatives are equally likely. “Area 

Under the Curve (AUC)” is a measure of how well the model 

differentiates between positive and negative classes. The ROC 

for the proposed model using labelled and augmented dataset is 

depicted in Fig. 6. The EER for SDUMLA and THUFV dataset 

are 1.73% and 1.42% respectively. The area under the curve for 

SDUMLA and THUFV are 0.993 and 0.991 respectively, which 

are close to 1. Both the EER and AUC metrics indicate a highly 

effective classification system for both databases. 

 

   Table 5. EER and AUC vales for SDUMLA and THUFV Database  

Database EER AUC 

SDUMLA 1.73% 0.993 

THUFV 1.42% 0.991 

 

 

The proposed model also demonstrates better efficiency in 

training time compared to VGG16 under similar conditions 

which is detailed in table 4.  For the SDUMLA database, training 

the VGG16 model on the original dataset took 54 minutes, while 

using the labelled dataset reduced this time to 36 minutes. 

Training on the labelled and augmented dataset increased the 

time to 110 minutes. The proposed model with the labelled and 

augmented dataset required 72 minutes. Similarly, for training 

original THUFV database on VGG16 took 35 minutes, and on 

the labelled dataset, it reduced to 25 minutes. Training on the 

labelled and augmented dataset took 85 minutes, while the 

proposed model with the labelled and augmented dataset needed 

56 minutes. Overall, while augmentation increases training time, 

the proposed model offers a balance with improved performance 

over the VGG16 with labelled and augmented datasets. 

 

 

 

 

 

 

 

 

 

Fig 6. ROC for the proposed motion tolerant model using labelled and 

augmented dataset for SDUMLA Dataset and THUFV Dataset 

 

Table 4. Training time (in minutes) on SDUMLA and THUFV Database 

Database 

VGG16  

+ 

 Original 

Dataset 

VGG16 

+ 

 

Labelled 

Dataset 

VGG16 

+ 

Labelled 

and 

Augmented 

Dataset 

Proposed 

Model + 

Labelled 

and 

Augmented 

Dataset 

SDUMLA 54 36 110 72 

THUFV 35 25 85 56 

5. Conclusion 

The study demonstrates that finger vein authentication systems 

can significantly benefit from image labelling, data 

augmentation, and advanced model architectures to improve 

performance and robustness. Evaluations on the SDUMLA and 

THUFV databases reveal that while the VGG16 model performs 

well on original datasets, its accuracy substantially improves with 

labelled datasets and further with labelled and augmented 

datasets. The proposed model, incorporating a combination of 

VGG16 and LSTM networks, achieves the highest accuracy and 

demonstrates superior performance over VGG16 configurations, 

achieving 99.76% accuracy on SDUMLA dataset and 99.89% 

accuracy on THUFV dataset. Moreover, the proposed model 

exhibits better training efficiency, balancing increased training 

time due to augmentation with enhanced accuracy and 

robustness. The ROC and AUC metrics confirm the high 

effectiveness of the proposed system, underscoring its potential 

for reliable biometric authentication in real-world applications. 
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Overall, the integration of labelling, augmentation, and a motion-

tolerant deep learning architecture represents a significant step in 

the development of secure and accurate finger vein 

authentication systems.  
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