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                                                                         PART A                                       10 x 1 = 10       
           	Choose the Correct Answer

1.   ____________ is the science and art of transforming messages to make them secure and  
     immune to attacks. 											 
     a. Cryptography  		b. Cryptanalysis 		c. Scalability 		d. Authentications	
2.  The Acronym DES stands for _____________							
     a. Digit Encryption Standard				a. Digital Evaluation Standard
     c. Digital Encryption Standard				d. Digital Encryption System

3.  The _________ is the original message before transformation		 			
     a. Cipher text 			b. Plain Text         		c. Secret-text		d. Machine code 

4.  RSA stands for __________________								
     a. Rivest–Shamir–Adleman				b. Rivest–System–Adleman       
     c. River–Shamir–Adleman 				d. Rivest–Standard–Adleman

5.  Which of the following is the Anti-Virus program?						
     a. Nortran 			b.K7				c. Quick heal 	d. All of these    

6.  A Digital Signature is a mathematical technique which validates? 				
     a. Authenticity			b. Integrity			c. Non-repudiation	d. All of these    

7.  _________ is the hiding of messages within the digital encoding of a picture or graphic.	
     a. Cryptography			b. Encipher			c. Decipher		d. Steganography

8.  IP stands for _________ 										
     a. Internet Principles					b. Internet Properties	
     c. Internet Programs 					d. Internet Protocol

9.  __________ are public functions that create a hash value by converting variable-length  
     messages into a single fixed-length value.								
     a. Algorithms						b. Hash algorithms			
     c. Cryptography 						d. Steganography 
10.  _________ is a malicious program that replicates itself constantly, without another program 
    environment.
    a. Virus	  			b. Algorithm			c. Worm	  	d. Micro Virus

 



Part B		                                5 x 6 = 30
Answer ALL questions
Each answer should not exceed 400 words or two pages

11.a. Define Attack. And explain the types of attacks.						 
(or)
11.b. Demonstrate the applicability of Triple DES Algorithm. 					

12.a. Explain about Elliptic Curve Cryptography.							 
(or)
12.b. Discuss the role of Euclid Algorithm in the encryption process. 		         			
13.a. Review the applicability of Hash Function.						
(or)
13.b. Express the steps involved in Digital Signature Algorithm 													 
14.a. Examine the process of Internet Protocol Security.					 
(or)
14.b.  Design the steps to create an Electronic Mail Security.					                                                   					 		
15.a. Discuss about the Malicious Software in brief.						
(or)
15.b. Implement the Concept of Key Management Process.					
											 

								 

						    Part C                                           5 x 12 = 60
 Answer ALL questions
Each answer should not exceed 800 words or four pages

16.a. Summarize the Classical Encryption Techniques.						 
(or)
16.b. Illustrate the process involved in Advanced Encryption Algorithm (AES). 	
	
17.a. Explain about the RSA Algorithm.								
(or)
17.b. Analyze the Diffie Hellman Key Encryption Method with suitable example.		 
18.a. Discuss about the message authentication. 						
(or)
18.b. Generalize the concept of Authentication Protocols with Kerberos.
				
19.a. Examine the Web Security process with Electronic transaction.	   			 
				(or)
19.b. Visualize the Internet Protocol Security .					   		 

20.a. Describe the Role of Intruders and explain Intrusion Detection 				 
(or)
20.b. Revise the Wireless security.							
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Seek and Ye Shall Find





