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Synopsis

Synopsis

The project entitled ‘Developing Mobile Agents for Remote Monitoring’ is a system developed both to provide information in heterogeneous, often dynamic environments on the basis of emerging technology that promises to make it very much easier to design, implement and maintain remote communication.

Since this system is developed with the naïve user in mind, it enables the end-user to access data at ease and to have a reliable data at any point of instant.  This project eliminates the tedious job of manual processing and management of network transactions. 
Thus it provides a means for consistent data flow with added features such as automatic analysis on the type of the system, password based security, generation of future reply and so on.
It involves the modules such as 

(
Login Information

(
Mobile Agent Entities

(
Messaging in Mobile Agent

· Life Cycle Behavior of Mobile Agents

· Event Modeling of Mobile Agents

· Mobile Agent Design Patterns

· Application in Proxy Monitoring

The main objective of this project is to provide user-friendly system by using Java1.4, J2EE and Net Beans.
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Introduction

1. INRTODUCTION

This chapter traces a brief note on the Mobilet Application that can be implemented in a LAN environment of any topology. It contributes to the development of an efficient and successful means of network communication which commands greater flexibility in enabling persons at different level of processing to manipulate records and details of the systems on network.

1.1 Objective
As the users of computers have grown enormously this software allows the users to communicate with an easy hand even if they do not posses knowledge about Networking.  Obviously it has special features such as cost effective, speed, better interaction and flexibility.
Traditional Network Communication system is overruled here, so that obscure errors could be avoided and moreover the transactions can be made in a safer manner.  Moreover the technical persons could have a detailed report on the system details such as System status, System Configuration, Ongoing Process Details and so on. 

1.2   Organization Profile
· Ashwini IT, an information Technology Solutions provider offers quality and cost effective software development.

· It also renders Technical and Man power consultancy, online marketing and corporate training service.

· Ashwini IT provides its solution and services to all the areas of software to satisfy the needs of global client maintaining operations in Hyderabad, Pune and Nagpur.

· All the professionals are given extensive training on the various platforms. 

· They work on programming methodologies, programming standards and quality systems.

· Ashwini IT provide following services,

· Application Development

· Business Analysis

· System Development

· Web Programming

· System/Desktop support

· Ashwini IT has secured ISO 2000 certificate and also provide Sun Microsystems Certificate and Microsoft certificate for students.

2.  System Configuration
This project ‘Developing Mobile Agents for Remote Monitoring’ works better in user system with the following minimal requirements.

2.1 Hardware Requirements:

Processor
: 
Pentium II and above.

RAM 

: 
128 MB and above.



Hard Disk 
: 
8GB and above.

Monitor
:
Color VGA with 800x600 resolutions.

Keyboard
:
104 keys and above.

Network
:
LAN or any compatible network environment
 2.2 Software Requirements:


 
Platform

      :     Linux, Windows 2000 and above.
             
Web Development Tools  :
Java 1.4, J2EE and NetBeans 1.6 
  
Communication Protocol  :
TCP/IP

3. System Study and Analysis

3.1 Existing System

The system of Remote Monitoring needs to be introduced in any network based environment. So, it becomes unavoidable to implement such features. In the existing system, the network traffic across the systems becomes high and causes time delay. Moreover the Network Administrator needs to manually check the systems on network in case of any fault in data transmission. Thus the all these drawbacks are expected to overcome in the proposed system. 

3.2 Proposed System

This project ‘Developing Mobile Agents for Remote Monitoring’ is a network-based application. The system has been designed by incorporating the protocols and regulations defined for maintaining network.  It helps the users to monitor the network from his desk and to generate a report on the fault being occurred. 

 Thus the proposed system works better by reducing the network traffic with the features specified earlier which will surely make the user comfortable to use the system and stand as a remarkable alternative for the traditional system.
4. System Design
4.1 Modules Decomposition:-

This system has got following modules to achieve the above process.

· Login Information – Mobilet stores for each users a few configuration files in the home directory.They create a directory called Mobilets with sub directories such as Cache, Security, Spool, etc.,

· Mobile agent Entities – The various mobile agent entities such as Mobilet, Mobilet identifier, Proxy, and Context are dealt with in this module.

· Messaging in Mobile Agent - Messages in form of objects can be exchanged in form of mobilets.Also it enhances the system with Future Reply. 
· Life-cycle Behavior of Mobile Agent – This module involves with different phases  of the mobile agent such as Creation, Cloning, Dispatching, etc.,
· Event Modeling of Mobile agent – The event based mobilet programming model allows programmer to plug-in customized listeners into a mobilet that will catch particular events in the life-cycle of mobilet. 
· Mobile Agent Design Patterns – This module is used to identify the elements of good and reusable designs and to start formalizing people’s experience with these designs.

· Application of Proxy Monitor – This module implements a Proxy Watcher and a Watcher Slave Mobilet.
4.2 Form Design

The Mobilet Menu: 

This menu allows the admintrator to handle the Mobilet life-cycle, creating new agents, disposing other agents,etc.,Each entry of the menu is detailed in the following:

· Create: 
Allows admintrator to create new agent instances. Once selected, a dialog window will appear, requesting to insert the agent name fully qualified, with the name of the package), the URL and other options.


In the creation dialog window the user has to specify the class name of the mobilet they want to create. This can be specified either manually writing the class name in the mobilet name field or selecting an existing class from the list of known agents. Once the user have inserted the mobilet name, the user can click the create button to create the new agent. The Add to list and Remove from list buttons allow users to insert and remove new agent names from the known agent list. The Reload class and create button forces an instantiation of the agent class without using the class loaders cache. This can be useful if the user have modified the agent class and have already loaded it.


The Source URL field can be useful to load agent which classes are not in the mobilet root. The user can specify the location starting from which the class name should be found, thus the agent name results fully qual;ified from the URL and the class name.

· Dialog: 
Sends the message of the kind Dialog to the selected agent. This can be useful to display user windows on request. For example, he HelloMobilet shows a dialog window only if the dialog option is activated, as shown in the following code:

Public void dialog Message msg){

If my_dialog==null) {

my_dialog=new Mydialog(this);

my_dialog.pack( );

my_dialog.setSize(my_dialog.getPreferredSize( ));

}

my_dialog.setVisible(true);

}

Public Boolean handleMessage(Message msg) {

If(msg.samekind(“atHome”)) {

atHome(msg);

} else if (msg.samekind(“startTrip”)) {

startTrip(msg);

} else if (msg.samekind(“sayHello”)) {

sayHello(msg);

} else if (msg.samekind(“dialog”)) {

dialog(msg);

} else {

return false ;}

· Dispose: 
The Dispose entry Allows administrator kill a running agent. Once the user has selected an agent in the agent list, and have clicked the dispose button, the server will ask the confirmation before it proceeds. If the surely want to kill that mobilet, click on the dispose button in the dialog window otherwise click on close.

· Clone: 
The clone entry Allows  admintrator to create an identical copy of a running agent. The server will show a confirmation dialog where the user can click the Clone button in order to proceed. If the user do not want to clone the agent, click on close. After cloning the selected agent, the server will show a new row in the agent list, since a new agent has been created.

· Mobilet Info: 
This entry opens a dialog window with different data related to the agent,as the key, the owner id, the creation date, class name, etc. 

All information about security comes from the certificate stored in the keystore database, while agent class info are those specified at the creation time. The dialog window does not allow users to modify the agent information.To close the window click the close button.

· Kill: 
This option is present in the menu only, and is  similar to the Dispose one, except it forces an agent to shutdown without waiting its disposing operations.

· Exit:
 The Exit option causes the server to shutdown, disposing each agent that is running.

(Depicted in Appendix B – Fig 1)
The Mobility Menu


The Mobility Menu allows control over the migration of agents and their activation/deactivation. Each entry of the menu is detailed in the following:

Dispatch: 
This entry orders an agent to migrate to another Mobilets platform. First the user has to select the agent instance to migrate, and to select the dispatch option. A dialog window will popup, asking for the destination URL; 

URL for server should use the ATP (Agent Transfer Protocol) as protocol, for example atp://somehost. If a user running a couple of server instances on ports 4434 and 5000, the user can move the example agent Display Agent to the latter platform using a URL as atp://localhost:5000. When the user click on the Dispatch button the user mobilet will send to the destination platform.

The Dispatch dialog window offers to you the capability to store the URL to which the user is sending an agent to a list of known URLs, called Address Book. The buttons Add to address Book and Remove gives the capability to add and remove entries from the list.

· Retract: 
The Retract menu entry makes the opposite of Dispatch one, it forces a migrated agent to come back home. To do this the user need to know where the agent is currently, thus the platform can send a message to the other platform forcing the agent to come back home. Once selected, the Retract option will show a dialog window. The user needs to select the remove agent server from the Address Book List, and then the agent among those available on the remote host. After the agent is selected to come Back, the user can click the retract button.

· Deactivate: 
This option forces server to stop the execution of the selected agent, serializing it locally, and de serializing when the agent is reactivated. The servers will popup a dialog window where the user can insert a sleeping time for the agent. Clicking on this Deactivate button causes the agent to be deactivated.

· Activate:
 This option makes the opposite of the Deactivate one: activate a sleeping agent. The agent will be deserialized and its execution will start again. This command runs silently, and the only thing is a message will be seen in the status bar, that notifies the activation of the agent.

(Depicted in Appendix B – Fig 2)
The View Menu:

· Memory Usage:
 This option opens a dialog window with a program bar that shows the memory usage respect the Java run-time system. The red part of the bar represents the memory used by the mobilets platform, while the blue bar represents the memory still available from the Java run time environment. The dialog window is managed by a separate thread, thus the progression bar updates itself every second.

· Log: 
This option opens the dialog window a brief log of operations done by the Mobilets platform; The Clear Log button causes the flush of the log content and its reset, thus a new clean log is used.


(Depicted in Appendix B – Fig 3)
The Options Menu

· General Options: 

· This entry opens a dialog window that allows to setup global preferences related to the start server. The Font section allows the user to select which font should be used to display information, with its style and its size. The effective use of selected fonts depends on which fonts are available to the Java system. The List View section allows setup how the server has to show agents in agents list. The order can be ascent/decent, and can be done by the agent class name, the creation time, the event order, etc.

· The Startup section allows the user to select a specific agent to be loaded at the server start time. The user has to click on the On Startup check button and then to enter the fully qualified agent class name in the following text field.

· The Clear Class Cache Now button of the Class Cache section, allows administrator to reset class loaders, caches, thus new instances of already loaded agents will be created after a reload of their class. This can be useful if the user is testing an agent which class is changing frequently.

· To apply all modifies the user done through the above dialog, the user has to click the OK button, while the Close one will not apply modifies. The Restore Defaults button reset any changes to the server default.

· Network Preferences:
 This entry opens a dialog window that allows users to manage network settings, like the use of proxies, HTTP tunneling, authentication requests, and so on.

· The HTTP tunneling section allows the user to specify if mobilets should accept http requests, if it must send agents through the http protocol, and which proxy should be use. The user can specify either a DNS host name or an IP address, along with the port the proxy is accepting connections on. The user can also specify a domain to which dispatch agents without passing through the proxy that means with a direct connection.

· The Authentication section contains several buttons to configure security on incoming connections. The Do Authentication on ATP Requests checkbox forces, if checked, Authentication on each incoming connection over ATP that means on each incoming agent.

· The Create a new shared secret button allows users to create new secrets for the specific domain. The user has to enter a domain and couple username and password that must match a couple in the Keystore database.

· The Remove a new shared secret button allows the user to remove a secret selecting it from the list of registered secrets.

· The Export a new shared secret button allows the users to select the domain the secret is associated to, and to store it in a file which name is written in the File name text field. Once the user have saves the secret in the file, server will shows a dialog window with the absolute path of the secret file, thus the user can easily find it.

· The Import a new shared secret button opens a dialog window, which asks for the user for the file name of the secret to import.

· Security Preferences: 
· This entry opens a dialog window that allows administrators to set up Java permission for agents and other Java classes.

· The window is splitted into two main parts: on the left the user can select the code base of Java classes, on the right the user can assign permissions. The use of this window is very similar to the use of the Java policytool program. 

· Server Preferences:

· This entry opens a dialog window that allows users to set a few parameters like the server public root that is the directory where server searches for agents.

(Depicted in Appendix B – Fig 4)

The Tools Menu

This menu gives users access to a few tools more related to the Java Virtual Machine than to the mobilets platform itself. The detailed description of each entry is as follows:

· Invoke GC:
 The selection of this entry will force a call to the Java Garbage Collector, in order to force a memory check and to free no more used objects/agents. 

· Threads: 
This option causes server to dump brief information about all existing threads in the JVM.
· Debug: 
The only visible thing is the showing of the string “Debug off” in the Java terminal.

· Ref table: 
It is a dump mechanism for the Mobilets internal reference table. (Depicted in Appendix B – Fig 5)

5. SYSTEM DEVELOPMENT
5.1 Detailed Description of the Project
Introduction to Mobile Agents:


Mobile Agents are the basis of an emerging technology that promises to make it very much easier to design, implement, and maintain distributed systems. Mobile agents reduce network traffic, provide an effective means of overcoming network latency, and perhaps most importantly, through their ability to operate asynchronously and autonomously of the process that created them, help us to construct more robust and fault-tolerant systems.

The agents can be described as that they live in some environment and have the ability to interact with their execution environment to act asynchronously and autonomously upon the system’s environment. No one is required either to deliver information to the agent.

An agent possesses the following mandatory properties:

· Reactive -- senses changes in the environment and acts in accordance with those changes;

· Autonomous -- has control over its own actions;

· Goal-driven -- is pro-active;

· Temporally continuous -- executes continuously;

·and may possess one or more of the following orthogonal properties:

· Communicative -- can communicate with other agents;

· Mobile -- can travel from one host to another;

· Learning -- adapts in accordance with previous experience;

· Believable -- appears believable to the end-user.

Mobility is an orthogonal property of agents. That is, all agents do not necessarily have to be mobile. An agent can just sit there and communicate with its surroundings by conventional means. These means include various forms of remote procedure calling and messaging. The agents that do not or cannot move stationary agents. In contrast, a mobile agent is not bound to the system where it begins execution. The mobile agent is free to travel among the hosts in the network. Created in one execution environment, it can transport its state and code with it to another execution environment in the network, where it resumes execution. A mobile agent is not bound to the system where it begins execution. It has the unique ability to transport itself from one system in a network to another. The ability to travel allows a mobile agent to move to a system that contains an object with which the agent wants to interact, and then to take advantage of being in the same host or network as that object. 
Why Mobile Agent? 

So here are seven good reasons to start using mobile agents:
( They reduce the network load. 
Distributed systems often rely on communication protocols that involve multiple interactions to accomplish a given task. This is especially true when security measures are enabled. The result is a lot of network traffic. Mobile agents allow us to package a conversation and dispatch it to a destination host where the interactions can take place locally. Mobile agents are also useful when it comes to reducing the flow of raw data in the network. When very large volumes of data are stored at remote hosts, these data should be processed in the locality of the data rather that transferred over the network. The motto is simple: move the computations to the data rather than the data to the computations.
· They overcoming network latency.
 Critical real-time systems such as robots in manufacturing processes need to respond to changes in their environments in real time. Controlling such systems through a factory network of a substantial size involves significant latencies. For critical real-time systems, such latencies are not acceptable. Mobile agents offer a solution, since they can be dispatched from a central controller to act locally and directly execute the controller's directions.
( They encapsulate protocols. 
When data are exchanged in a distributed system, each host owns the code that implements the protocols needed to properly code outgoing data and interpret incoming data, respectively. However, as protocols evolve to accommodate new efficiency or security requirements, it is a cumbersome if not impossible task to upgrade protocol code properly. The result is often that protocols become a legacy problem.  Mobile agents, on the other hand, are able to move to remote hosts in order to establish "channels" based on proprietary protocols.
· They execute asynchronously and autonomously. 
Often mobile devices have to rely on expensive or fragile network connections. That is, tasks that require a continuously open connection between a mobile device and a fixed network will most likely not be economically or technically feasible. Tasks can be embedded into mobile agents, which can then be dispatched into the network. After being dispatched, the mobile agents become independent of the creating process and can operate asynchronously and autonomously. The mobile device can reconnect at some later time to collect the agent.
· They adapt dynamically.
 Mobile agents have the ability to sense their execution environment and react autonomously to changes. Multiple mobile agents possess the unique ability to distribute themselves among the hosts in the network in such a way as to maintain the optimal configuration for solving a particular problem.
· They are naturally heterogeneous.
 Network computing is fundamentally heterogeneous, often from both hardware and software perspectives. As mobile agents are generally computer- and transport-layer-independent, and dependent only on their execution environment, they provide optimal conditions for seamless system integration.
· They are robust and fault-tolerant.


 Ability of mobile agents to react dynamically to unfavorable situations and events makes it easier to build robust and fault-tolerant distributed systems. If a host is being shut down, all agents executing on that machine will be warned and given time to dispatch and continue their operation on another host in the network.
Development Techniques

Suitability of JAVA :

Java is an object-oriented network-supportive programming language. Some call it a Better C++ that omits many rarely used, confusing features of C++. Others call it the language of the Internet. We think of as jet fuel for mobile agents. Let us view some of the properties of Java that make it a good language for mobile agent programming.

Platform-independence. 

Java is designed to operate in heterogeneous networks. To enable a Java application to execute anywhere on the network, the compiler generates architecture-neutral byte code, as opposed to non-portable native code. For this code to be executed on a given computer, the Java runtime system needs to be present. There are no platform-dependent aspects of the Java language. Primitive data types are rigorously specified and not dependent on the underlying processor or operating system. Even libraries are platform-independent parts of the system. For example, the window library provides a single interface for the GUI that is independent of the underlying operating system. It allows us to create a mobile agent without knowing the types of computers it is going to run on.

Secure execution. 

Java is intended for use on the Internet and intranets. The demand for security has influenced the design in several ways. For example, Java has a pointer model that eliminates the possibility of overwriting memory and corrupting data. Java simply does not allow illegal type casting or any pointer arithmetic. 

Programs are no longer able to forge access to private data in objects that they do not have access to. This prevents most activities of viruses. Even if someone tampers with the byte code, the Java runtime system ensures that the code will not be able to violate the basic semantics of Java. The security architecture of Java makes it reasonably safe to host an untrusted agent, because it cannot tamper with the host or access private information.
Dynamic class loading. 

This mechanism allows the virtual machine to load and define classes at runtime. It provides a protective name space for each agent, thus allowing agents to execute independently and safely from each other. The class-loading mechanism in extensible and enables classes to be loaded via the network.

Multithread programming. 

Agents are by definition autonomous. That is, an agent executes independently of other agents residing within the same place. Allowing each agent to execute in its own lightweight process, also called a thread of execution, is a way of enabling agents to behave autonomously. Fortunately, Java not only allows multithread programming, but also supports a set of synchronization primitives that are built into the language. These primitives enable agent interaction.

Object serialization. 

A key feature of mobile agents is that they can be serialized and deserialized. Java conveniently provides a built-in serialization mechanism that can represent the state of an object in a serialized form sufficiently detailed for the object to be reconstructed later. The serialized form of the object must be able to identify the Java class from which the object's state was saved, and to restore the state in a new instance. 

Objects often refer to other objects. Those other objects must be stored and retrieved at the same time, to maintain the object structure. When an object is stored, all the objects in the graph that are reachable from that object are stored as well.

Reflection. 

Java code can discover information about the fields, methods, and constructors of loaded classes, and can use reflected fields, methods, and constructors to operate on their underlying counterparts in objects, all within the security restrictions. Reflection accommodates the need for agents to be smart about themselves and other agents.
Although the Java language system is highly suitable for creating mobile agents, we should be aware of some significant shortcomings. Some of these shortcomings can be worked around; others are more serious, and have implications for the overall conceptual design and deployment of Java-based mobile agent systems.

Inadequate support for resource control. 

The Java language system provides no means for us to control the resources consumed by a Java object. For example, an agent can start looping and waste processor cycles. The agent can also start consuming memory resources. These two examples relate to a specific type of security attack termed denial of service. This is the most feared type of attack by mobile agents: Agents swarm into a computer and take over all its resources, making it impossible for the owner to control his or her own computer. Unfortunately, Java provides no ways for the host to limit the processor and memory resources allocated by a given object or thread. 

A related issue is the ability of the agent to allocate resources external to the program, for example by opening files and sockets, and creating windows. The agent's allocation of these resources can be controlled but once the agent is disposed of or dispatched to another host, these resources must be released. However, it is difficult to do so, because there is no way of binding such resources to a specific object. So what we may see is a mobile agent that “forgets” its GUI and leaves behind an open window on our display when it leaves for another host.
No protection of references. 

A Java object’s public methods are available to any other object that has a reference to it. Since there is no concept of a protected reference, some objects are allowed access to a larger set of public methods in the Java object’s interface than others. This is important for the agent. There is no way that it directly can monitor and control which other agents are accessing its methods. 

We have found that a practical and powerful solution to this problem is to insert a proxy object between the caller and the callee to control access. This not only provides protection of references, it also offers a solution to the problem mentioned in the next item and provides location transparency in general.

No object ownership of references. 

No one owns the references to a given object in Java. For an agent, this means that we can take its thread of execution away from it, but we cannot explicitly void the agent (object) itself. This is a task for the automated garbage collector. At present, the garbage collector will not reclaim any object until all references to the object have been voided. So if some other agent has a reference to our agent, it will unavoidably open a loophole for that agent to keep our agent alive against our will. 

All we can do is to repeat the warning against giving away direct references to agents in Java. The upcoming Java Development Kit (JDK) 1.2 provides support for weak reference, which will solve this problem.

No support for preservation and resumption of the execution state. 

It is currently impossible in Java to retrieve the full execution state of an object. Information such as the status of the program counter and frame stack is permanently forbidden territory for Java programs. Therefore, for a mobile agent to properly resume a computation on a remote host, it must rely on internal attribute values and external events to direct it. An embedded automaton can keep track of the agent's travels and ensure that computations are properly halted and properly resumed.
Project Features:-

To help the Network Administrators in tracking the various status of the system and their process, this project has been designed and developed for Ashwini IT services. Thus the system has been developed after understanding the networking topology, its principles and communication patterns.
This project involves development of Mobile Agent that can be used to pass across the network for tracking information to create reliable means of communication.
This system has the following features.
· User-friendly System - The system has been developed keeping the user level of computer awareness in mind. Any user with minimum training can easily operate the software. It has been added with number of lists and search mechanism.
· Incorporated with Networking Protocols – This software has been designed and developed abiding the network logic for implementation of communiation  using TCP/IP Protocol.

· On-line and Workflow based system – This system has been built with workflow process. The application initialized by the user will flow automatically to next level as defined by the system. The result will be provided appropriately with minimum interaction.
· Secured system - The system is built with strong login authentication. Username and password are of alphanumeric. This makes it difficult for using or guessing the password of others unless otherwise that user has given the password to others.
(    Automatic generation of Future Reply - It assists the users in generating future reply based on various queries submitted by them.
5.2 Module Description
Login Information:-

The Mobilet platform uses default username and password for user authentication also it allows the user to create the new login or modify the password of existing account using the “Keytool” command. The information in the Keystore is managed using a Keystore Password. The sub-directories called .mobilets will be created to maintain users configuration files with the following sub-directories.

· Cache : It will be used by a running platform to cache information about agents and agents themselves (For Eg: When they will be Deactivated)

· Security: It contains a policy file and the secrets created with server.

· Spool:  It contains a directory for each combination port/host the platform has been bound too. In each directory a few files used by the run time system (such as platform properties) are stored.

· Uses:  It contains a directory for each registered users(that is each user with an alias in the Key store).Each directory stores preferences of the user such as Mobilet window size, agent lists., etc
Mobile Agent Entities:-
The various mobile agent entity abstractions are Mobilet, Mobilet Identifier, Proxy, and Context. This module implements these entities.

· Mobilet. It is a mobile Java object that visits Mobilet-enabled hosts in a computer Network. It is autonomous, since it runs in its own thread of execution after arriving at a host, and reactive, because of its ability to respond to incoming messages.

·  Mobilet Identifier . An identifier is bound to each Mobilet. This identifier is     globally unique and immutable throughout the lifetime of the Mobilet.

·  Proxy. A proxy is a representative of a mobilet. It serves as a shield for the  Mobilet that protects the Mobilet from direct access to its public methods. The proxy also provides location transparency for the Mobilet; that is, it can hide the Mobilet’s real location of the mobilet.

·  Context. A context is a Mobilet's workplace. It is a stationary object that provides a means for maintaining and managing running Mobilets in a uniform execution environment where the host system is secured against malicious Mobilets. One node in a computer network may run multiple servers and each server may host multiple contexts. Contexts are named and can thus be located by the combination of their server's address and their name.
Messaging in Mobile Agent: 

Mobile agent messaging entity abstractions are Message and Future Reply. This module implements these entities.

Message: 

· A message is an object exchanged between Mobilets.

· It allows for synchronous as well as asynchronous message passing between Mobilets.

· Message passing can be used by Mobilets to collaborate and exchange information in a loosely coupled fashion.

Future reply:

· A future reply is used in asynchronous message-sending as a handler to receive a result later asynchronously.
Life cycle Behavior of Mobile Agent:-
Behavior supported by the Mobilet object model is based on a careful analysis of the "life and death" of mobile agents. There are basically only two ways to bring an Mobilet to life: 

· it is instantiated from scratch (creation) or 

· it is copied from an existing Mobilet (cloning). 

To control the population of Mobilets one can of course destroy Mobilets (disposal). Mobilets are mobile in two different ways: active and passive. The first is characterized by an Mobilet pushing itself from its current host to a remote host (dispatching). A remote host pulling an Mobilet away from its current host (retracting) characterizes the passive type of Mobilet mobility. 

When Mobilets are well and running they take up resources. To reduce their resource consumption, Mobilets can go to sleep temporarily, releasing their resources (deactivation), and later be brought back into running mode (activation). Finally, multiple Mobilets may exchange information to accomplish a given task (messaging). 

This is just about the minimal set of operations required to create and manage a distributed mobile agent environment. When we created the Mobilet API, one of our goals was to create a lightweight API that would be both easy to learn to use and sufficiently complete and robust for real applications.
The mobilet’s fundamental operations, namely, creation, cloning, dispatching, retraction, deactivation, activation, disposal, and messaging. 

Creation. 

The creation of a mobilet takes place in a context. The new Mobilet is assigned an identifier, inserted into the context, and initialized. The mobilet starts executing as soon as it has been successfully initialized.

Cloning. 

The cloning of a mobilet produces an almost identical copy of the original mobilet in the same context. The only differences are the assigned identifier and the fact that execution restarts in the new mobilet. Note that execution threads are not cloned.

Dispatching.

 Dispatching an Mobilet from one context to another will remove it from its current context and insert it into the destination context, where it will restart execution (execution threads do not migrate). We say that the mobilet has been “pushed” to its new context.

Retraction.

The retraction of a mobilet will pull (remove) it from its current context and insert it into the context from which the retraction was requested.

Activation and deactivation. 

The deactivation of a mobilet is the ability to temporarily halt its execution and store its state in secondary storage. Activation of an Mobilet will restore it in a context.

Disposal. 

The disposal of a mobilet will halt its current execution and remove it from its current context.

Messaging. 

Messaging between mobilets involves sending, receiving, and handling messages synchronously as well as asynchronously.
Event Modeling of Mobile Agent:
The Mobilet programming model is event-based. The model allows the programmer to "plug in" customized listeners into a mobilet. Listeners will catch particular events in the lifecycle of a mobilet and allow the programmer to take action when the mobilet is being dispatched, for instance.

Three kinds of listener exist:

Clone Listener.

 Listens for cloning events. One can customize this listener to take Specific actions when a mobilet is about to be cloned, when the clone is actually created, and after the cloning has taken place.

Mobility Listener.

 Listens for mobility events. One can use this listener to take action when a mobilet is about to be dispatched to another context, when it is about to be retracted from a context, and when it actually arrives in a new context.

Persistence Listener. 

Listens for persistent events. This listener allows the programmer to take action when a mobilet is about to be deactivated and after it has been activated.
Mobile Agent Design Patterns:
A very important part of the Mobilet programming model is the idea of agent design patterns. During the early work on the Mobilet API, we recognized a number of recurrent patterns in the design of Mobilet applications. Several of these patterns were given intuitive meaningful names such as 

· Master-Slave
· Messenger
· Notifier
 They were implemented in Java and included in the first release of the Mobilets Workbench. 

These early patterns were found to be highly successfully for jump-starting users who were new to Mobilets and the mobile agent paradigm. This experience tells us that it is important to identify the elements of good and reusable designs for mobile agent applications and to start formalizing people’s experience with these designs.

This is the role of agent design patterns. The concept originated with software engineers and researchers in the object-oriented community, and has been recognized as one of the most significant innovations in the object-oriented field.

The patterns we have discovered so far can be conceptually divided into three classes: 

· Traveling
· Task

· Interaction 

This classification scheme makes it easier to understand the domain and application of each pattern, to distinguish different patterns, and to discover new patterns.
Application of Proxy Monitor:
In this module, we will implement a Proxy Watcher, which is a mobilet that dispatches a Watcher Slave Mobilet and monitors proxies of the remote context. The Watcher Slave takes up the job on behalf of the user request and reports it to the Proxy Watcher and also spots out the faults on the network if the communication channel cannot be established. 

This application uses the following features of mobilets:

(Remote Messaging

(Delegation event model

(Concurrency Control

(Persistency

(Activation by Message

(Remote Control of a Mobilet

6. SYSTEM TESTING AND IMPLEMENTATION
The network based software ‘Developing Mobile Agents for Remote Monitoring’ is tested to uncover all bugs to make it error-free.  Tests are chosen in order to unearth a yet to be discovered error. Some of the testing strategies implemented on the project are as follows.
6.1 System Testing
Unit Testing:


Each module of the project is split into several units where each unit is a separable part of the program.  Each unit such as login, Mobile Agent Entities, Messaging Mobile Agent and so on are tested individually for their functionality and are found to be as per the requirement.
Module Testing:

The tested units are integrated into modules and each module such as the Login Information Module, Entity Creation Modula, Mobile Agent Life Cycle Module are tested for the specification and is verified to function promptly.
Integration and System Testing:


After the modules are tested they are integrated systematically by incremental building and testing in steps.  First the Login Informations module and the Mobile Agent Entity Creation Module were integrated to test for bugs, then the Mobile Agent Life Cycle Module was integrated and the same procedure was followed through the entire project for testing.

User Acceptance Testing:


This Package is tested and verified with the users of the network. A team is so formed to test with the client’s requirements and is developed stage by stage to verify with their needs.
Destructive Testing:


This type of testing is done by giving irrelevant input that differs by data type or data size. The System is tested with entering unmatched inputs to test whether it with stands errors and in no way crashes on an error.  

Though several testing strategies are followed this project cannot be assured to be entirely error free and so several Exception Handling mechanisms are used to stay as a fault-tolerant application.
6.2 Feasibility of the System:

  6.2.1 Operational Feasibility:

         There is no difficulty in implementing the system. The user is aware of the internal working of the system. Therefore, it is assumed that he will not face any problem in running the system. Thus the system is found to be operationally feasible.

6.2.2 Technical Feasibility

          The system is designed to fit the available software and hardware. The storage requirements are constant and available. The system is so designed that the existing resources can meet even the expansion of the system in future.

6.2.3 Financial Feasibility

          The existing resources available are sufficient for implementing the proposed system and hence no extra cost has to be incurred to run the system developed.

6.3 System Evaluation:

       Evaluation of the system is performed to identify its strengths and weaknesses. The evaluation of this system occurred along the following dimensions.

Operational Evaluation:

       This is very beneficial since it concentrates much on performance issues of the system.

User Assessment:

       The users are satisfied with this system, as it is user-interactive.

6.4 Implementation:

Implementation is the stage which is crucial in the life cycle of the newly designed system.  This application is made operational by replacing the existing system.



Several activities are carried out to make this project implemented. Since this is a network based project, this project needs an existing network of any topology that provides access to the rest of user nodes to acquire details.  And functionalities are made available appropriately to the different users to enable suitable and necessary features.

Installation:


This project is implemented in the system that has a compatible hardware for networking peripherals to connect to the rest of the nodes on the network.

Training Activities:


The users and the Administrator of the network are trained to work with the project and the procedures for entering the details are explained and the manner of generation of responses and future reply are given in detail.

Conversion:

          A direct over to the new system was set.  The demonstration is made at the user side to prove that the new system is fully functional.
7. Conclusion


This project ‘Developing Mobile Agent for Remote Monitoring’ is highly interactive and the process is found to follow the desired data flow.  It is expected that the user friendly input screens and future reply features will be a pleasure for the users to work with.  


The Mobilets event-based programming model emphasizes delegation and re-use of components such as listeners that efficiently define agent behaviour. The first real Internet applications based on mobile agent technology namely, the Tabican Electronic Marketplace in Japan has been very successful and proves that the Mobilet project can exceed even our widest imagination.
8. SCOPE FOR FURTHER DEVELOPMENT
  Future enhancements to this system envisage replacement of existing system, by an integrated new system that would have a robust architecture and so be future – proof. Let us briefly look at the user requirements of fresh to get an insight into the type of new robust architecture that would be more desirable.
1. The system is basically an object based where the clients are the nodes of the network. 
2. In the present the user was not able to use the cloned system because some features may not be cloned from the original mobile agent. Now the present system can be cloned with all features.

3.  The existing system can be configured to check the error nodes by proxy watcher. But now the affected nodes are watched by slave program on behalf of proxy watcher. If any error found in any node in a network the slave program will be finding the error and reporting to the proxy watcher. 
4. Then the proxy watcher will be moving to the node and will find the type of error and it will report to the user. The Debug methods are also informed to the user to correct the error.
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10. APPENDICES

APPENDIX -A


The System Flow Diagram for the login process which is common to all users is shown in figure1.
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The diagrammatic representation for Messaging in Mobile Agent Module is shown in figure 2.
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The diagrammatic representation for Life Cycle of Mobile Agent Module is shown in figure 3.
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The overall process diagram for the ‘Developing Mobile Agents for Remote Monitoring’ is shown in figure 4.
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Appendix - B
Screen Shots
Login Information Module:
Login Form:

[image: image5.png]in,

Mobilets Login

Narme:

Password

anorymou]

Login | Cancel





Mobile Agent Entities Module:
Main Page:
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Life Cycle of Mobile Agent Module:

Mobilet Creation:
[image: image7.png]Create Mobilet.

Mobiletname  [examples mdispatcher Hellol

Source URL

Mobilets List Addto List

~simple.Displaylobilet
-hello.Hellolobilet

- itinerary. Circulateliobilet
-ndispatcher. Helloobilet
-http. UebServerliobilet
_talk. Talklaster

Gieate]| cancel | Reisag ciass an create




Cloning of a Mobilet:

[image: image8.png]Clane Mailet

examples mdispatcher HelloMobilet

Sfare] cancel




Dispatching a Mobilet:
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Mobilet Retract:
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Mobilet Design Patterns Module:

General Preferences Screen:
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Network Preferences Screen:
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Security Preferences Screen:
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Mobilet Information Screen:
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Log Information screen:
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Hello World Mobilet result Screen:
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Memory Usage Screen:
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Server Shutdown Screen:
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Mobilet Menu:
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Fig - 1
Mobility Menu:
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Fig - 2
View Menu:


Fig - 3
Options Menu:
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Tools Menu:
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