CERTIFICATE

This is to certify that the thesis entitled “Complexity Aware Intelligent
Intrusion Detection For DDoS Attacks” submitted to Avinashilingam Institute for
Home Science and Higher Education for Women, Coimbatore, in partial fulfilment of the
requirements for the award of the Degree of Doctor of Philosophy in Computer
Science, is a record of original research work done by M. Kalaivani during the period
of her study in the Department of Computer Science at Avinashilingam Institute for
Home Science and Higher Education for Women, Coimbatore, under my Supervision and
Guidance and the thesis has not formed the basis for the award of any Degree/ Diploma/

Associateship/ Fellowship or other similar title to any candidate of any University.

L4 e T T

; ! IR AN ;
Signature of the 22! Signature of the
Head of the Department Supervisor

f

Dr. G.PADMAVATHI
M.Sc. M Phil Ph.D. MISTE ,MCSI.,

Or.B.Kalpana,M.Sc., M.Phil.,Ph.D. BRI, Sehosl o Fhusiedl Scidiiceang
Professor and Head . #Awinashilingam Institute for Home Science

Department of Computer Science and Higher Education for Women
Avinashilingam Institute for Home Science (Deemed to be University)
and Higher Education for Woman Gaithatare <501 080 ¥l

{Deemed University), Coimbatore - 641 043
M‘Mw/mﬂf

Signature of the Dean

Dr. G.PADI ]
M.Sc..M Phil J’%V{\iﬂﬁVA P

T
Jean, School of Physc. 5’.2"&5'1
Computational Scier “es =R
fwvinashilingar jnsyty  for H 'NT.S ien
and Highe' [ ducation f F Warman &

Wo
i Dabn LT udnan
« e Y)

Y-k . )

ii



DECLARATION

I, Kalaivani M, hereby declare that the thesis entitled “Complexity Aware
Intelligent Intrusion Detection For DDoS Attacks” submitted to Avinashilingam
[nstitute for Home Science and Higher Education for Women, Coimbatore, in partial
fulfilment of the requirements for the award of the Degree of Doctor of Philosophy in
Computer Science, is a record of original research work done by me during the period of
my study under the Supervision and Guidance of Dr. G. Padmavathi, M.Sc., M.Phil.,
Ph.D., Dean & Professor, Department of Computer Science at Avinashilingam Institute
for Home Science and Higher Education for Women, Coimbatore, and it has not formed
the basis for the award of any Degree/ Diploma/ Associateship/ Fellowship or other

similar title to any candidate of any University.

G s -
e e e
Signature of the Supervisor Signature of the Research Scholar

Dr. G.PADMAVATHI
# Sc.,M.Phil. .Ph.D. MISTE. MCSI.,
Jean, School of Physical Science and
Computational Sciences
winashilingam Institute for Home Science
and Higher Education for Women
(Deemed to be University)
Coimbatore - 641 043



ACKNOWLEDGEMENT

With heartfelt gratitude and praise, | thank God Almighty for His grace and
blessings, which energizes me with strength and perseverance to successfully pursue my

Ph.D. research program.

| express my gratitude to (Late) Dr. P. R. Krishnakumar, Former Chancellor,
Avinashilingam Institute for Home Science and Higher Education for Women,
Coimbatore, for providing the academic infrastructural facilities for the conduct of the

research study.

| record my sincere thanks to Prof. Dr. S. P. Thyagarajan, Former Chancellor,
Avinashilingam Institute for Home Science and Higher Education for Women,
Coimbatore, for granting me permission and providing me the opportunity to pursue my
Ph.D.

| express my sincere gratitude to Dr. T.S.K. Meenakshisundaram, M.A., M.Phil,
Ph.D, Chancellor, Avinashilingam Institute for Home Science and Higher Education for
Women, Coimbatore, for providing encouragement and unwavering research support

during this programme.

My sincere thanks to Dr. (Mrs). Premavathy Vijayan, M.Sc., M.Ed.,
Dip.Spl.Edn. (U.K), M.Phil., Ph.D, Former Vice Chancellor, Avinashilingam Institute

for Home Science and Higher Education for Women, Coimbatore, for all her support.

My acknowledgement and sincere thanks to Dr. (Mrs). V. Bharathi
Harishankar, M.A., M.Phil, Ph.D, FRSA, Vice Chancellor, Avinashilingam Institute for
Home Science and Higher Education for Women, Coimbatore, for all her support towards

to achieve my academic aspirations.

| thank Dr. (Mrs). S. Kowsalya, M.Sc, M.Phil, Ph.D, Former Registrar,
Avinashilingam Institute for Home Science and Higher Education for Women,
Coimbatore, for all the amenities and sharing her knowledge during research convergence

programmes.



My sincere thanks to Dr. (Mrs). H. Indu, M.Sc, M.Ed, M.Phil, Ph.D, M.B.A,
SLET Registrar, Avinashilingam Institute for Home Science and Higher Education for

Women, Coimbatore, for providing academic facilities and all her support.

My special acknowledgement and thanks to Dr. (Mrs). K. Manimozhi, M.Sc.,
B.Ed., M.Phil., Ph.D., Former Controller of Examinations, Avinashilingam Institute

for Home Science and Higher Education for Women, Coimbatore, for all her support.

My sincere thanks to Dr. (Mrs). K. Sambath Rani, M.R.Sc., M.Phil., M.Ed.,
(MR+VI), Ph.D., NET, Controller of Examinations, Avinashilingam Institute for Home
Science and Higher Education for Women, Coimbatore, for her continuous support

throughout the research work.

My sincere thanks to Dr. G. P. Jeyanthi, M.Sc., M.Phil, Ph.D., Former
Director, Research and Consultancy, Avinashilingam Institute for Home Science and
Higher Education for Women, Coimbatore, for her inspiration and for being instrumental
in organizing Research Convention forums which was of immense help providing

scientific values.

My special thanks to Dr. (Mrs). P. Lalitha, M.Sc., M.Phil., Ph.D., Director of
Research and Consultancy, Avinashilingam Institute for Home Science and Higher
Education for Women, Coimbatore, for her dedication and commitment towards
constant enrichment of the Research and Development platform for scholars, her
continuous support in sharing valuable feedback throughout the research work and

sharing knowledge about advancements in research publications.

| am deeply indebted to my Supervisor Dr. (Mrs.) G. Padmavathi, M.Sc.,
M.Phil., Ph.D., Dean, School of Physical Science and Computational Sciences,
Avinashilingam Institute for Home Science and Higher Education for Women,
Coimbatore. Her unstinting guidance, immense patience, insightful feedback, and
relentless motivation contributed greatly towards the completion of my research work. |
consider it a privileged opportunity to undergo my Doctoral Degree Programme under
her able guidance. My heartfelt gratitude and thanks are to her for converting my dreams

into reality.



I would like to express my sincere thanks to Dr. (Mrs). V. Radha, M.Sc., B.Ed.,
PGDOR., PGDCA., M.Phil., Ph.D., Professor and Former Head of the Computer
Science Department, for her valuable feedback and unwavering support throughout my

research journey.

My sincere thanks and whole hearted gratitude to Dr. (Mrs). Vasantha Kalyani
David, M.Sc., M.Phil (Maths), M.Phil, Ph.D., Professor and Former Head of the
Computer Science Department, Avinashilingam Institute for Home Science and Higher
Education for Women, Coimbatore for her encouragement and consistent support
throughout my research work.

My sincere thanks to Dr. (Mrs). S. N. Geethalakshmi, MCA, M.Phil, Ph.D.,
Professor and Former Head, Department of Computer Science, Avinashilingam
Institute for Home Science and Higher Education for Women, Coimbatore, for her

directions and motivation throughout my research programme.

| express my sincere gratitude to Dr. (Mrs). B. Kalpana, M.Sc., M.Phil., Ph.D.,
Professor and Head, Department of Computer Science, Avinashilingam Institute for
Home Science and Higher Education for Women, Coimbatore., for her patience, constant
encouragement and support provided to me for the successful completion of this research.

| thank the Doctoral Committee Member Dr. (Mrs). Karpagam GR,
Professor, Department of CSE, PSG College of Technology, Coimbatore for having
helped me in fine-tuning my research work through her valuable discussions,

comments and suggestions as a Doctoral Committee Member.

| accord my warm thanks to all the Faculty members, Non-teaching staff,
Research Scholars of the Department of Computer Science and Computer Centre,
Avinashilingam Institute for Home Science and Higher Education for Women,

Coimbatore, for their encouragement and support.

| convey my sincere thanks to all Library Staff and Non-teaching staff of
Library, Avinashilingam Institute for Home Science and Higher Education for Women,
Coimbatore, for their continuous support and co-operation to complete processes required

for validation of articles, thesis documents according to university procedures.

Vi



I am profoundly thankful to convey my deepest gratitude to all my family
members for being the motivating and driving force who helped me to explore my
potential, provide moral support and encouragement for the completion of my research

work and doctoral programme.

Finally, | express my warm gratitude to all my friends for their valuable

help and moral support rendered for the completion of the research work.

M. Kalaivani

vii



LIST OF TABLES

S e
1.1 Year-wise overview of major DDoS attacks 14
2.1 Literature Study on Various techniques in DDoS detection 24
2.2 Literature on various IDS in Intrusion Detection 28
2.3 Summary of Various Datasets used in attack detection 31
24 Literature on various Feature selection methods and its Pros and 39

Cons
25 Summary of ClI techniques with Machine and Deep Learning used

in DDoS attack detection 38
4.1 Pseudocode for the proposed Combined filter for feature selection

method 59
4.2 Pseudocode for the Decision Tree Classifier 61
4.3 Pseudocode for the SVM Classifier 62

4.4a  Features selected using Filter methods 63

4.4.b  Combined Filter for Feature Selection (CFFS) 63
4.5 Parameters setup in Weka 64
4.6 Accuracy rate values 65
4.7 Precision rate values 66
4.8 Recall rate values 67
4.9 Time values 68
4.10 False Positive Rate values 69
411 Error rate values 70
4.12 F-Score rate Values 71
4.13 Performance Measures 72
51 Pseudocode for the Dragonfly Optimization Algorithm 78
5.2 Dragonfly Optimization Algorithm Parameter Configurations 80
5.3 Accuracy values of the proposed Strategic level framework 90
54 Recall values of the proposed Strategic level framework 91
55 Precision values of the proposed Strategic level framework 92
5.6 F-Score values of the proposed Strategic level framework 93

xii



o v
5.7 FPR values of the proposed Strategic level framework 94
5.8 Error Rate values of the proposed Strategic level framework 95
5.9 Detection Time values of the proposed Strategic level framework 96
5.10 Proposed framework model's execution and calculations 96
61  Pseudocode representation of the Panthera Leo Optimization (PLO) 105

algorithm 107
6.2 Pseudocode for the proposed approach in Phase |11 109
6.3 Settings for the Proposed PLO-MLFFN Parameters 112
6.4 Metric values of different IDS at the ratio of 80:20 113
6.5 Metric values of different IDS at the ratio of 70:30 114
6.6 Metric values of different IDS at the ratio of 60:40 115
6.7 Metric values of different IDS at the ratio of 50:50 116
6.8 Comparative Evaluation of the Various IDS with Regard to
Effective Attack Processing Time 129
21 Pseud_o_cod_e for_ proposed GRU-Based_ Feature E_xtraction and ™
Classification with Integrated Self-Attention Mechanism
7.2 Hyper parameters employed in the proposed network's training 132
7.3 Performance metric values for CICDD0S2019 Dataset 133
7.4 Performance metric values for UNSW2019 Dataset 134
7.5 Performance metric values for NSL-KDD+ (Train) Dataset 135
7.6 Performance metric values for NSL-KDD+ (Test) Dataset 138
Comparison of Various Algorithms with Various Datasets on
[ Model Built Time 141
8.1 ANOVA Results for Proposed CFFS-DT method and other
methods evaluated in Phase | 143
8.2 ANOVA Results for Proposed IDOA-DT method and other
methods evaluated in Phase 11 145
8.3 ANOVA Results for Proposed PLO-MLFFN method and other
methods evaluated in Phase I11 147
8.4 ANOVA Results for Proposed AEGRN-DFFN method and other 147

methods evaluated in Phase 1V

Xiii



LIST OF FIGURES

e v
1.1 Cyberattacks against Cybersecurity Fundamentals 3
1.2 Example Scenario of DDoS attacks 5
1.3 DDosS attacks classification 6
1.4 DDosS attack vector classification 8
1.5 Single vector DDoS Flooding attack scenario 9
1.6 Multi vector DDoS Flooding attack scenario 10
1.7 Methods to handle Cyber-Attacks 11
1.8 Increase in DDoS Attacks on Organizations in 2023 15
1.9 Prevalence of DDoS Attacks Targeting the Financial Sector in

2023 16
2.1 Summary of Computational Intelligent Techniques 37
3.1 Overview of the Proposed Research Methodology 44
3.2 Research Design 50
4.1 Proposed Methodology for Phase | 54
4.2 Accuracy rates 65
4.3 Precision rates 66
4.4 Recall rates 67
4.5 Time of proposed Methods 68
4.6 False Positive Rates 69
4.7 Error rate 70
4.8 F-Score rates 71
4.9 ROC Curve of proposed methods in Phase | 73
4.10 Performance of the Proposed Approach with Single and Multi

vector Flooding attacks detection 4
5.1 Proposed Framework for Phase 11 82
5.2 A bar graph illustrating the traffic type distribution in the 89

CICDD0S2019 dataset

Xiv



Figure . Page

No. Title No.

5.3 Accuracy of the proposed Strategic level framework 90

5.4 Recall of the proposed Strategic level framework 91

55 Precision of the proposed Strategic level framework 92

5.6 F-Score of the proposed Strategic level framework 93

5.7 False Positive Rates of the proposed Strategic level framework 94

5.8 Error Rate of the proposed Strategic level framework 95

5.9 Detection Time of the proposed Strategic level framework 96

5.10 ROC Curve of proposed detection framework in Phase Il 97

511  The bar model displays the DDoS Flooding attack detection 98
model's ten-step validation procedure

5.12  The accuracy graph of the proposed model for multiple DDoS a9
attacks and multi-vector flooding attacks

6.1 Framework for Panthera Leo Optimized Multilayer Feed Forward 103
Learning for Multiple DDoS Attack Detection in Phase 111

6.2 Confusion Matrix of the proposed model in Phase Il 110

6.3 Comparative Evaluation of the Various IDS at the 80:20 dataset 112
ratio

6.4 Comparative Evaluation of the Various IDS at the 70:30 dataset 13
ratio

6.5 Comparative Evaluation of the Various IDS at the 60:40 dataset 114
ratio

6.6 Comparative Evaluation of the Various IDS at a 50:50 dataset 1
ratio >

6.7 Comparative analysis of the different attack types using the 119
proposed method in phase I11

7.1 Proposed Architecture for the GRU-SA-FF in Phase IV 123

7.2 Network Architecture (GRU) 125

7.3 Performance Comparison using CICDD0S2019 Dataset 132

7.4 Performance Comparison using UNSW2019 Dataset 133

XV



Figure . Page
No. Title No.
7.5 Performance Comparison using NSL-KDD+ (Train) Dataset 134
7.6 Performance Comparison using NSL-KDD+ (Test) Dataset 135
7.7 Validation Performance of the suggested Model using distinctive

datasets a) CICDD0S2019 datasets b) UNSW-datasets ¢) NSL- 137
KDD datasets (Train) d) NSL-KDD datasets (Test)
8.1 Bar chart on ANOVA Results for Proposed CFFS-DT method and 142
other methods evaluated in Phase |
8.2 F-Distribution Curve with Critical and Calculated F-Statistics for 142
Hypothesis Testing on proposed approach in Phase |
8.3 Bar chart on ANOVA Results for Proposed IDOA-DT method
. 143
and other methods evaluated in Phase Il
8.4 F-Distribution Curve with Critical and Calculated F-Statistics for 144
Hypothesis Testing on proposed approach in Phase Il
8.5 Bar chart on ANOVA Results for Proposed PLO-MLFFN method 145
and other methods evaluated in Phase 111
8.6 F-Distribution Curve with Critical and Calculated F-Statistics for 146
Hypothesis Testing on proposed approach in Phase 111
8.7 Bar chart on ANOVA Results for Proposed AEGRN-DFFN
. 147
method and other methods evaluated in Phase IV
8.8 F-Distribution Curve with Critical and Calculated F-Statistics for 148
Hypothesis Testing on proposed approach in Phase IV
8.9 ANOVA results comparison for the proposed models 148

XVi



ABID
ACK
AEGRN
Al
ANN
BPL
CAIDA
CFFS
Cl
CIC
CIDD
CS
CSE
DARPA
DDoS
DFFN
DL
DNS
DoS
DT
ELM
FD
FFNN
FN

FP
FPL
FPR
FS
FTP
GR
GRU
HIDS

ABBREVIATIONS

Anomaly Based Intrusion Detection
Acknowledgement

Attention Enabled Gated Recurrent Network
Artificial Intelligence

Artificial Neural Networks

Backward Packet Length

Center for Applied Internet Data Analysis
Combined Filter for Feature Selection
Computational Intelligence

Canadian Institute for Cybersecurity
Cloud Intrusion Detection Dataset
Chi-Square

Communications Security Establishment
Defense Advanced Research Projects Agency
Distributed Denial of Service

Deep Feed Forward Network

Deep Learning

Domain Name System

Denial of Service

Decision Tree

Extreme Learning Machine

Flow Duration

Feed Forward Neural Network

False Negative

False Positive

Forward Packet Length

False Positive Rate

Feature Selection

File Transfer Protocol

Gain Ratio

Gated Recurrent Units

Host-based Intrusion Detection Systems

XVii



LSTM
ML
MLFFN
MLP
MSE
NB
NIST
NN
PLO
QoS
RF
ROC
RMSE
SVM
SYN
TCP
TFP
TN
TP
U2R
UDP
XSS

Hypertext Transfer Protocol
Identity and Access Management
Internet Control Message Protocol
Intrusion Detection

Improved Dragonfly Optimization Algorithm
Intrusion detection system
Institute of Electrical and Electronics
Information Gain

Internet Protocol

Intrusion Prevention System
Logistic Regression
Long-Short-Term Memory
Machine Learning

Multi Layer Feedforward Network
Multiplayer Perceptron

Square Error

Naive Bayes

National Institute of Standards and Technology
Neural Network

Panthera Leo Optimization
Quality of System

Random Forest

Receive Performance Curve

Root mean squared error

Support Vector Machine
Synchronize

Transmission Control Protocol
Total Forward Packets

True Negative

True Positive

User to Root

User Datagram Protocol

Cross-Site Scripting

xviii



	plag.pdf
	plag.pdf
	receipt_Complexity Aware Intelligent Intrusion Detection for DDoS Attacks.pdf
	Complexity Aware Intelligent Intrusion Detection for DDoS Attacks.pdf


