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ABSTRACT

Fraudsincreditcardtransactionsarecommontodayasmostofusareusingthecredit

cardpaymentmethodsmorefrequently.Eachfraudisaddressedusingaseriesof

machinelearningmodelsandthebestmethodisselectedviaanevaluation.This

evaluationprovidesacomprehensiveguidetoselectinganneuralnetworkalgorithm

with respectto the type ofthe frauds and we illustrate the evaluation with an

appropriateperformancemeasure.Anothermajorkeyareathatweaddressinour

projectisreal-timecreditcardfrauddetectionfindingthebetteraccuracy.Thispaper

aimsinusingthemultiplealgorithmsofMachinelearningsuchassupportvector

machine (SVM),k-nearestneighbor(Knn)and artificialneuralnetwork (ANN)in

predictingtheoccurrenceofthefraud.Further,weconductadifferentiationofthe

accomplished supervised machine learning and deep learning techniques to

differentiatebetweenfraudandnon-fraudtransactions.

Thedatawhichisbeingusedinthisstudyisanalyzedintwomainways:ascategorical

dataandasnumericaldata.Thedatasetoriginallycomeswithcategoricaldata.Theraw

datacanbepreparedbydatacleaningandotherbasicpreprocessingtechniques.First,

classification data can be transformed into numericaldata and then appropriate

techniquesareappliedtodotheevaluation.Secondly,classifiersdataisusedinthe

machinelearningtechniquestofindtheaccuracyusingvariousalgorithm.Propose

solutiontothefindingaccuracyusingmachinelearninganddeeplearningtechniques.It

isdoneusingArtificialNeuralNetworkssuchasbetteraccuracy.
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CHAPTER1

INTRODUCTION

“Frauddetectionisasetofactivitiesthataretakentopreventmoneyorpropertyfrom
beingobtainedthroughfalsepretenses.”Fraudcanbecommittedindifferentwaysand
inmanyindustries.Themajorityofdetectionmethodscombineavarietyoffraud
detectiondatasetstoform aconnectedoverview ofbothvalidandnon-validpayment
datatomakeadecision.ThisdecisionmustconsiderIPaddress,geolocation,device
identification,“BIN”data,globallatitude/longitude,historictransactionpatterns,andthe
actualtransactioninformation.Inpractice,thismeansthatmerchantsandissuers
deployanalyticallybasedresponsesthatuseinternalandexternaldatatoapplyasetof
businessrulesoranalyticalalgorithmstodetectfraud.

CreditCardFraudDetectionwithMachineLearningisaprocessofdatainvestigationby
aDataScienceteam andthedevelopmentofamodelthatwillprovidethebestresults
inrevealingandpreventingfraudulenttransactions.Thisisachievedthroughbringing
togetherallmeaningfulfeaturesofcardusers’transactions,suchasDate,UserZone,
ProductCategory,Amount,Provider,Client’sBehavioralPatterns,etc.Theinformationis
thenrunthroughasubtlytrainedmodelthatfindspatternsandrulessothatitcan
classifywhetheratransactionisfraudulentorislegitimate[16].

MachineLearning-basedFraudDetection:

 Detectingfraudautomatically
 Real-timestreaming
 Lesstimeneededforverificationmethods
 Identifyinghiddencorrelationsindata

ConventionalFraudDetection:

 Therulesofmakingadecisionondeterminingschemesshouldbesetmanually.
 Takesanenormousamountoftime
 Multipleverificationmethodsareneeded;thus,inconvenientfortheuser
 Findsonlyobviousfraudactivities

AIFraudDetectionSystem ImplementationSteps:

 Iftheprobabilityislessthan10%,thetransactionisallowed.
 Iftheprobabilityisbetween10%and80%,anadditionalauthenticationfactor(e.g.

aone-timeSMScode,afingerprint,oraSecretQuestion)shouldbeapplied.
 Iftheprobabilityismorethan80%,thetransactionisfrozen,soitshouldbe

processedmanually.
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RequirementsforFraudDetectionwithAI-basedMethods

To runanAI-drivenstrategyforCreditCard Fraud Analytics,anumberofcritical
requirements should be met.These willensure thatthe modelreaches its best
detectionscore.

Amountofdata.

Traininghigh-qualityMachineLearningmodelsrequiressignificantinternalhistorical
data.Thatmeans ifyou do nothave enough previous fraudulentand normal
transactions,itwouldbehardtorunaMachineLearningmodelonitbecausethequality
ofitstrainingprocessdependsonthequalityoftheinputs.Becauseitisrarelythecase
thata training setcontains an equalamountofdata samples in two classes,
dimensionalityreductionordataaugmentationtechniquesareusedforthat.

Qualityofdata.

Modelsmaybesubjecttobiasbasedonthenatureandqualityofhistoricaldata.This
statementmeansthatiftheplatform maintainersdidnotcollectandsortthedata
neatlyandproperlyorevenmixedtheinformationoffraudulenttransactionswiththe
informationofnormalones,thatislikelytocauseamajorbiasinthemodel’sresults.

Theintegrityoffactors.

Ifyouhaveenoughdatathatiswell-structuredandunbiased,andifyourbusinesslogic
ispairednicelywiththeMachineLearningmodel,thechancesareveryhighthatfraud
detectionwillworkwellforyourcustomersandyourbusiness.

AdvancedCreditCardFraudIdentificationMethodsandTheirAdvantages

AdvancedCreditCardFraudIdentificationMethodsaresplitinto:

 Unsupervised.SuchasPCA,LOF,One-classSVM,andIsolationForest.
 Supervised.Such asDecision Trees(e.g.XGBoostand LightGBM),Random

Forest,andKNN.

We’vecoveredthebasicvisionofhow MachineLearningforfrauddetectionworks.
Let’snowdigdeeperintotheexactmodelsthatmakeitpossible.

Unsupervised.

Unsupervised MachineLearning methodsuseunlabeled datato find patternsand
dependenciesinthecreditcardfrauddetectiondataset,makingitpossibletogroup
datasamplesbysimilaritieswithoutmanuallabeling.
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PCA (PrincipalComponentAnalysis)enablestheexecutionofanexploratorydata
analysistorevealtheinnerstructureofthedataandexplainitsvariations.PCAisoneof
themostpopulartechniquesforAnomalyDetection.

PCA searchesforcorrelationsamongfeatures— whichinthecaseofcreditcard
transactions,couldbetime,location,andamountofmoneyspent— anddetermines
which combination ofvaluescontributesto the variabilityin the outcomes.Such
combinedfeaturevaluesallowthecreationofatighterfeaturespacenamedprincipal
components.

LOF(LocalOutlierFactor)isthescorefactorthathelpsunderstandhow highthe
chanceisforacertaindatasampletobeanoutlier(anomaly).Thisisanotherofthe
mostpopularAnomalyDetectionmethods.

TocalculateLOF,thenumberofneighboringdatapointsisconsideredtofigureoutits
densityandcompareittothedensityofotherdatapoints.Ifacertaindatapointhasa
substantiallylowdensitycomparedtoitscloseneighbors,itisanoutlier.

One-classSVM (SupportVectorMachine)isaclassificationalgorithm thathelpsto
identifyoutliersindata.Thisalgorithm allowsonetodealwithimbalanceddata-related
issuessuchasFraudDetection.

Theidea behind One-classSVM isto train onlyon a solid amountoflegitimate
transactionsandthenidentifyanomaliesornoveltiesbycomparingeachnewdatapoint
tothem.

IsolationForest(IF)isanAnomalyDetectionmethodfrom theDecisionTreesfamily.
The main idea ofIF,which differentiates itfrom otherpopularoutlierdetection
algorithms,isthatitpreciselydetectsanomaliesinsteadofprofilingthepositivedata
points.IsolationForestisbuiltofDecisionTreeswheretheseparationofdatapoints
happensfirstbecauseofrandomlyselectingasplitvalueamidsttheminimum and
maximum valueofthechosenfeature.

Subsequently,ifwehaveasetoflegitimatetransactions,theIsolationForestalgorithm
willdefinefraudulentcreditcardtransactionsbecauseoftheirvalues—whichareoften
verydifferentfrom thevaluespositivetransactionshave(i.e.theytakeplacefurther
awayfrom thenormaldatapointsinthefeaturespace).

Supervised

SupervisedMLmethodsuselabeleddatasamples,sothesystem willthenpredictthese
labelsinfutureunseenbeforedata.AmongsupervisedMLfraudidentificationmethods,
wedefineDecisionTrees,Random Forest,KNN,andNaiveBayes.

K-NearestNeighborsisaClassificationalgorithm thatcountssimilaritiesbasedonthe
distanceinmulti-dimensionalspace.Thedatapoint,therefore,willbeassignedthe
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classthatthenearestneighborshave.

XGBoost(ExtremeGradientBoosting)andLightGBM (GradientBoostingMachine)are
asingletypeofgradient-boostedDecisionTreesalgorithm,whichwascreatedfor
speedaswellasmaximizingtheefficiencyofcomputingtimeandmemoryresources.
Thisalgorithm isablendingtechniquewherenew modelsareaddedtofixtheerrors
causedbyexistingmodels.

To classifya transaction asa fraudulentcharge,theresult(probability)ofmany
DecisionTreesissummarized— whereaseveryfuturetreeimprovesitsresultsbased
onoftheerrorsmadebyitspredecessors.

Random Forestisaclassificationalgorithm thatiscomprisedofmanyDecisionTrees.
Eachtreehasnodeswithconditions,whichdefinethefinaldecisionbasedonthe
highestvalue.

TheRandom Forestalgorithm forfrauddetectionandpreventionhastwocardinal
factorsthatmakeitgoodatpredictingthings.Thefirstoneisrandomness,meaning
thattherowsandcolumnsofdataarechosenrandomlyfrom thedatasetandfitinto
differentDecisionTrees.SayTreeNumber1receivesthefirst1,000rows,TreeNumber
2receivesRows4,000to5,000,andtheTreeNumber3hasRows8,000to9,000[16].

DeeplearningvsMachinelearning

Theeasiesttakeawayforunderstandingthedifferencebetweenmachinelearningand
deeplearningistoknowthatdeeplearningismachinelearning.

Morespecifically,deeplearningisconsideredanevolutionofmachinelearning.Ituses
aprogrammableneuralnetworkthatenablesmachinestomakeaccuratedecisions
withouthelpfrom humans.

Butforstarters,let'sfirstdefinemachinelearning.

Machinelearning

MachinelearningisanapplicationofAIthatincludesalgorithmsthatparsedata,learn
from thatdata,andthenapplywhatthey’velearnedtomakeinformeddecisions.

Aneasyexampleofamachinelearningalgorithm isanon-demandmusicstreaming
service.Fortheserviceto makeadecisionaboutwhichnew songsorartiststo
recommend to a listener,machine learning algorithms associate the listener’s
preferenceswithotherlistenerswhohaveasimilarmusicaltaste.Thistechnique,which
is often simply touted as AI,is used in many services thatofferautomated
recommendations.
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Machinelearningfuelsallsortsofautomatedtasksthatspanacrossmultipleindustries,
from datasecurityfirmsthathuntdownmalwaretofinanceprofessionalswhowant
alertsforfavorabletrades.TheAIalgorithmsareprogrammedtoconstantlybelearning
inawaythatsimulatesasavirtualpersonalassistant—somethingthattheydoquite
well.

 

Deeplearning

Deeplearningisasubfieldofmachinelearningthatstructuresalgorithmsinlayersto
createan"artificialneuralnetwork”thatcanlearnandmakeintelligentdecisionsonits
own.

Thedifferencebetweendeeplearningandmachinelearning

Inpracticalterms,deeplearningisjustasubsetofmachinelearning.Infact,deep
learningismachinelearningandfunctionsinasimilarway(hencewhythetermsare
sometimeslooselyinterchanged).However,itscapabilitiesaredifferent.

Whilebasicmachinelearningmodelsdobecomeprogressivelybetteratwhatevertheir
functionis,theystillneedsomeguidance.IfanAIalgorithm returnsaninaccurate
prediction,thenanengineerhastostepinandmakeadjustments.Withadeeplearning
model,analgorithm candetermineonitsownifapredictionisaccurateornotthrough
itsownneuralnetwork.

Thedifferencesbetweenthetwo:

 Machinelearningusesalgorithmstoparsedata,learnfrom thatdata,andmake
informeddecisionsbasedonwhatithaslearned 

 Deep learning structures algorithms in layers to create an "artificialneural
network”thatcanlearnandmakeintelligentdecisionsonitsown 

 Deeplearningisasubfieldofmachinelearning.Whilebothfallunderthebroad
categoryofartificialintelligence,deeplearningiswhatpowersthemosthuman-
likeartificialintelligence[17].

BenefitsofDeepLearning

FollowingarethebenefitsoradvantagesofDeepLearning:
➨ Features are automaticallydeduced and optimallytuned fordesired outcome.
Featuresarenotrequiredtobeextractedaheadoftime.Thisavoidstimeconsuming
machinelearningtechniques.
➨Robustnesstonaturalvariationsinthedataisautomaticallylearned.
➨ The same neuralnetwork based approach can be applied to many different
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applicationsanddatatypes.
➨MassiveparallelcomputationscanbeperformedusingGPUsandarescalablefor
largevolumesofdata.Moreoveritdeliversbetterperformanceresultswhenamountof
dataarehuge.
➨Thedeeplearningarchitectureisflexibletobeadaptedtonewproblemsinthefuture.

DrawbacksofDeepLearning

FollowingarethedrawbacksordisadvantagesofDeepLearning:
➨Itrequiresverylargeamountofdatainordertoperform betterthanothertechniques.
➨Itisextremelyexpensivetotrainduetocomplexdatamodels.Moreoverdeep
learningrequiresexpensiveGPUsandhundredsofmachines.Thisincreasescosttothe
users.
➨Thereisnostandardtheorytoguideyouinselectingrightdeeplearningtoolsasit
requiresknowledgeoftopology,trainingmethodandotherparameters.Asaresultitis
difficulttobeadoptedbylessskilledpeople.
➨Itisnoteasytocomprehendoutputbasedonmerelearningandrequiresclassifiers
todoso.Convolutionalneuralnetworkbasedalgorithmsperform suchtasks.

AdvantagesofMachinelearning

1.Easilyidentifiestrendsandpatterns

MachineLearningcanreview largevolumesofdataanddiscoverspecifictrendsand
patternsthatwouldnotbeapparenttohumans.Forinstance,forane-commerce
websitelikeAmazon,itservestounderstandthebrowsingbehaviorsandpurchase
historiesofitsuserstohelpcatertotherightproducts,deals,andremindersrelevantto
them.

2.Nohumaninterventionneeded(automation)

WithML,youdon’tneedtobabysityourprojecteverystepoftheway.Sinceitmeans
givingmachinestheabilitytolearn,itletsthem makepredictionsandalsoimprovethe
algorithmsontheirown.

3.ContinuousImprovement

AsMLalgorithmsgainexperience,theykeepimprovinginaccuracyandefficiency.This
letsthem makebetterdecisions.Sayyouneedtomakeaweatherforecastmodel.As
theamountofdatayouhavekeepsgrowing,youralgorithmslearntomakemore
accuratepredictionsfaster.

4.Handlingmulti-dimensionalandmulti-varietydata

MachineLearningalgorithmsaregoodathandlingdatathataremulti-dimensionaland
multi-variety,andtheycandothisindynamicoruncertainenvironments.
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DisadvantagesofMachineLearning

Withallthoseadvantagestoitspowerfulnessandpopularity,MachineLearningisn’t
perfect.Thefollowingfactorsservetolimitit:

1.DataAcquisition

Machine Learning requires massive data sets to train on,and these should be
inclusive/unbiased,andofgoodquality.Therecanalsobetimeswheretheymustwait
fornewdatatobegenerated.

2.TimeandResources

MLneedsenoughtimetoletthealgorithmslearnanddevelopenoughtofulfilltheir
purposewithaconsiderableamountofaccuracyandrelevancy.Italsoneedsmassive
resourcestofunction.Thiscanmeanadditionalrequirementsofcomputerpowerfor
you.

3.InterpretationofResults

Anothermajorchallengeistheabilitytoaccuratelyinterpretresultsgeneratedbythe
algorithms.Youmustalsocarefullychoosethealgorithms[18].

Feature

Features+Labels

Figure1.1:FundamentalStepsincreditcardfrauddetection

DataSet

TestingData

Testingdata Classifiers
Evaluation

measures
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1.2OBJECTIVESOFTHEPROJECT

 ThisprojectisbasedonapplyingdifferentClassificationTechniquesonCredit
CardFraudDetectionforfindingthebetteraccuracy.

 Toapplythepre-processingtoremovenoiseandcleaningdataProcessingof
DataAnalysis.

 ToselectthedataandSplittheFeaturesintotrainingdataandtestingdata.

 BuildingtheDifferenttypesClassificationmodelswhichistheCombinationof
MachineLearningandDeepLearningtechniques.

 ToCalculatingtheRandom forestalgorithm,Decisiontreealgorithm andSupport
VectorMachineusingsomeparametersandgettheaccuracy.

 FinallyComparingtheClassifiersinANNtechniquesusingEvaluationMeasures.

1.3ABOUTTHESOFTWARE

Spyderplatform Fordataanalysts,visualizationandpresentationoftheirhard

workedMLprojectsareatleastasimportantastheanalysispartoftheirprojects.

Streamlitisanopen-sourcePythonlibrarythatmakesiteasytobuildbeautifulcustom

web-appsformachinelearninganddatascience.Itletsourappupdateliveasyouedit

andsaveyourfile.Allneedisourfavoriteeditor(IpreferSpyderwhichisincludedwith

Anaconda.Visithttps://www.spyder-ide.org/to lookatthisamazing editor)and a

browser.willbuildafrauddetectionmodelfrom scratchandlookatthestepstodeploy

itusingstreamlit.
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1.4 COMPANYDETAILS

NameoftheCompany :DURATECHSOLUTION

NameoftheManager :Mr.R.SrinivasaPrabhu

CompanyAddress :NehruStreet,Ramnagar,Coimbatore-641009

ContactNumber :0422-4357105

EmailId :tn.cbe.ramnagar@duratechindia.com

YearofEstablishment :1988

Workinghours :9.30AM -7PM

WebsiteAddress. :www.duratechindia.com

Domain:

1.ElectronicDesignAutomation

2.IndustrialAutomation

3.ITInfrastructureManagement

4.SoftwareDevelopment
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1.5SYSTEM REQUIREMENTS

HardwareRequirements

 RAM:4GBandHigher

 Processor:HP

 HardDisk:500GBMinimum

SoftwareRequirements

 OS:Windows10

 PythonIDE:python3.7.xandabove

 SpyderNotebook

 Tensorflowtools,kerasandpiptobeinstalledfor3.7andabove

 Language:Python
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CHAPTER2

LITERATURESTUDY

2.1BACKGROUNDSTUDY

TheauthorsofKuldeeprandhawa,From:Journalofnetworkandcomputerapplications,

2018 There is much current research in the machine learning and statistics

communitiesonalgorithmsfordecisiontreeclassifiers.Amodelcanpredictthevalue

ofthemajorityclassforallpredictionsandachieveahighclassificationaccuracy.The

datasetswiththelargestrangeoferrorratesarerangefrom 0.005to0.890.possible

improvementssuchasmorerefineddataandmoreaccuratealgorithm [1].

TheauthorsofShashkantGupta2018,Thispaperpointsoutanimportantsourceof

inefficiencyinSmolaandSchölkopf'ssequentialminimaloptimization(SMO)algorithm

forsupportvectormachine(SVM)regressionthatiscausedbytheuseofasingle

thresholdvalue.ImplimentedallthesemethodsinCandranthem usingthegcconaP3

450MHzLinuxmachine.Thevaluet=0.01wasusedforallexperiements.SVM are

usuallyusedforbinaryclassification,andcanbeextendedtodomulti-classregression

[2].

Theauthorsof“Detection ofonlinefakenewsusing machinelearning algorithm”

SupervisedlearningproblemscanbefurthergroupedintoClassificationandRegression

problems.non-linearregressionbyconstructingalinearregressionfunctioninahigh

dimensionalfeaturespace.Thepriceliebetween$5000and$50,000inunitsof$1000.

Experimentalresults are then presented which indicates the performance ofthis

algorithm relativetootheralgorithms[3].

ThispaperpresentsTheauthorsof JolliffeandJorgeCadima,publishedby2016,

Principalcomponentanalysis(PCA)isatechniquecommonlyusedforfaultdetection

andclassificationSummarystatisticsfrom thesePCAofallvariablestogether.The

authorshaveinvestigatedahandfulofmethodsbut,todate,havefoundnosatisfactory

approach.Thisremainasanopentopicandwarrantsfurtherinvestigation[4].
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the algorithms by Marc Cleasen-2019,forHyper-parametertuning refers to the

automaticoptimizationofthehyper-parametersofaMLmodel.Hyper-parametersare

alltheparametersofamodelwhicharenotupdatedduringthelearningandareusedto

configureeitherthemodelHyperparameteroptimizationresultsontasksoftraining

neuralnetworkanddeepbeliefnetworks.Convextaskextends0.018aboveandbelow

eachpoint.MRBItaskextendsthe0.021aboveandbeloweachpoint.Researchersneed

notrestrictthemselvestosystemsofafewvariablesthatcanreadilybetunedbyhand

[5].

Thispaperpresentsanoveldynamicensemblelearning(DEL) publishedbyKaziMd

2017,Designingensemblelearnershasbeenrecognizedasoneofthesignificanttrends

inthefieldofdataknowledgeespeciallyindatasciencecompetitions.targetvariables

with having R-squared valuesof0.92 and 0.88 respectively.Forthe future work,

designing amethodologywhichincorporatesfinding bestensembleweightswhile

tuningthehyperparametersofeachbaselearnerisrecommended[6].

ThispaperpresentsaCombiningUnsupervisedandSupervisedLearninginCreditCard

FraudDetection.PublishedbyFabrizioCarcillo–2017.paperconcernstheintegration

ofunsupervisedtechniqueswithsupervisedcreditcardfrauddetectionclassifiers.The

noveltyofthecontribution,beyonditsapplicationsinrealandsizeabledatasetsof

creditcardtransactions.Theresultsarenotconvincingintermsoftheglobalandlocal

approaches.Amore promising outcome is obtained through the clusterapproach

(notablyintermsofAUC-PR)[7].

ThispaperisAuto-EncoderandRestrictedBoltzmannMachineApapanPumsirirat2018

usingmethodisdeeplearningbasedonauto-encoder(AE)isanunsupervisedlearning

algorithm thatappliesbackpropagationbysettingtheinputsequaltotheoutputs.

ResultofAutoEncoderModeldeeplearningreportofEuropeanDatasetbasedonH2O

framework.AE and RBM can make more accurate AUC forreceiveroperator

characteristicsthanthatobservablefrom theresultsfrom theEuropeanDataset[8].

TheAnalysisofCreditCardFraudDetectionTechniques:basedonCertainDesign

CriteriaSalvatore.J2017.,thesetechniquescanbeusedaloneorincollaborationusing
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ensembleormeta-learningtechniquestobuildclassifiers.FuzzyDarwinian,hasavery

highaccuracywith100%truepositivebutwithverylowprocessingspeed.Theresultof

thissurveyenablesusto build a hybrid approach fordeveloping some effective

algorithms which can perform wellforthe classification problem with variable

misclassificationcostsandwithhigheraccuracy[9].

TheArtificialNeuralNetworkTunedbySimulatedAnnealingAlgorithm Azeem UshShan

Khan2018,Oncealearningoftrainingmodeliscomplete,themodeliscapableof

classifyingtheunseenonlinetransactionasfraudulentornon-fraudulentinrealtime.

Theresultof65% oftotalfraudcaseiscorrectlyclassifiedwhichisaveryhigh

percentage in comparison with geneticcombine Simulated Annealing and Genetic

Algorithm tocreateabestmodel,itwillgivesbetterresultthananyother[10].

ANovelIdeaforCreditCardFraudDetectionusingDecisionTree PrajalSave 2017,

AddressMismatchandDegreeofOutliernessareusedtoanalyzethedeviationofeach

incoming transaction from the normalprofile ofcardholder.we have found out

validationofcard aregenuineand verylow falsealarm. furtherstrengthened or

weakenedinthefinalstepusingBayes‟Theorem,followedbyrecombinationofthe

calculatedprobabilitywithinitialbeliefoffraudusingadvancedcombinationheuristic

[11].

UsingAdaBoostandMajorityVoting KULDEEPRANDHAWA 2018, A hybridmodel

consisting ofthe MultilayerPercep-tron (MLP)neuralnetwork,SVM,LOR,and

HarmonySearch(HS)optimization.astherateoffrauddetectionvariesfrom 32.5%for

RTupto83%forNB.Therateofnon-frauddetectionissimilartotheaccuracyrates,For

futureworkwhichwillreducethenumberoflossesincurredeverydayinthefinancial

sector[12].

UsingMeta-Learning:IssuesandInitialResultsPhilipK.Chan2017,themethodsof

classifiersareallcandidatestobebaseclassifiersformeta-learning. the4base

classifierswiththehighestTruePositiverates(eachtrainedona50%/50%fraud/non-

frauddistribution). conductedexperimentswith50%/50% distributiontosolvethe
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skeweddistributionproblem onotherdatasetsandhavealsoobtainedgoodresults

[13].

ApplicationofClassificationModelsonCreditCardFraudDetection Eunjikim 2019,

neuralnetworkresearchershaveincorporatedmethodsfrom statisticsandnumerical

analysisintotheirnetworks.topdecilecapturesabout59% oftherespondersusing

neuralnetworksorlogisticregression whileonly38.94% oftherespondersusing

decisiontree. basisfortheintelligentauthorizedanti-fraudstrategy,orrefuseto

authorizeandlaunchinvestigationstosuspicioustransactions[14].

OnlineE-CommerceTransactionsUsingRecurrentNeuralNetworksShuhaoWang2016,

thesessionswiththepurchasedatabasetofilteroutthosesessionswithoutanorderID.

Then we obtain the manuallabels whethera session is fraudulentornot.thus

accumulateenoughfraudsamplesto trainanextremelydetailedRNN modelthat

capturesnotonlythedetailedclickinformationbutalsotheexactsequences.wecan

furtherimprovetheperformanceofCLUEbybuildingaricherhistoryofauser,including

non-purchasingsessions[15].

S.NO TITLEOFTHEPAPER AUTHOR

NAME&

YEAR

ALGORITH

M

METHOD

RESULT LIMITATION

1 Acomparisonof

predictionaccuracy,

complexityand

training

Kuldeep

randhawa

2018

Basedon

Logistic

Regression

algorithm.

largest

rangeoferror

ratesfrom

0.5to0.890

possible

improvements

suchasmore

refineddata

andmore

accurate

algorithm.
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2 Improvementsthe

SMOalgorithm to

SVM regression

Shashkant

Gupta

2018

Sequential

Minimal

algorithms

forSVM.

Thevalue

t=0.01was

usedforall

experiement

extendedtodo

multiclass

regression.

3 Meta-learingissues

andinitialresults

J.Stolfo

2016

fraud

catching

rateand

falsealarm

rate

algorithm.

Results

generatedfor

1600runs.

highesttrue

positiverates

learnedfrom

50%fraud

distributionis

thebest

methodfund

thusfar.

4 Sensitivecreditcard

frauddetectionusing

bayesminimum risk

Alejandro

correa

bahnsen

2013

This

methodis

compared

withstate

oftheart

algorithms.

thresholdof

analgorithm

is50%

sensitive

system gives

risetomuch

betterfraud

detection

resultsinthe

senseofhigher

savings.

5 ARealisticModeling

andaNovelLearning

Strategy

Olivier

Caelen

2018

real-world

data

stream

containing

morethan

75million

transaction

s.

Approaching

α=0.1and

α=0.9,

semi-

supervised

learning

methodsfor

exploitinginthe

learning

processalso

fewrecentun
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labele

transactions.

6 Optimizedlight

gradientboosting

machine

Altyeb

altahertaha

2020

usingan

optimized

light

gradient

boosting

machine.

accuracy

(97.40%),

parameter

optimization

strategyfor

enhancingthe

predictive

performanceof

theproposed

approach.

7 ANovelApproach

UsingAggregation

Strategyand

FeedbackMechanism

Changjun

Jiang

2018

detection

processin

orderto

solvethe

problem

drift.

trainedby

AggRF+FB,

AggRF,thresh

old=

50%.

proposea

methodto

solvethe

adaptive

capacityofthe

model.

8 Auto-Encoderand

Restricted

BoltzmannMachine

Apapan

Pumsirirat

2018

algorithm

that

applies

back

propagatio

n

AutoEncoder

Modeldeep

learning

basedon

H2O

framework.

AEandRBM

canmakemore

accurateAUC

forreceiver

operator

characteristics

thanthat

observable

from the

resultsfrom
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theEuropean

Dataset

9 AnalysisofCredit

CardFraudDetection

Techniques:basedon

CertainDesignCriteria

Salvatore.J

2017

These

ensemble

ormeta-

learning

techniques

tobuild

classifiers.

Fuzzyhasa

veryhigh

accuracy

with100%

truepositive.

someeffective

algorithms

whichcan

perform well

forthe

classification

problem with

variable

10 ArtificialNeural

NetworkTunedby

SimulatedAnnealing

Algorithm

Azeem Ush

ShanKhan

2018

classifying

theunseen

online

transaction

asfraudu

ornon-

fraudin

realtime

65%oftotal

fraudcaseis

correctly

classified.

combine

Simulated

Annealingand

Genetic

Algorithm to

createabest

model,itwill

givesbetter

resultthanany

other.

11 ANovelIdeaforCredit

CardFraudDetection

usingDecisionTree

PrajalSave

2017

usedto

analyzethe

deviation

ofeach

incoming

transaction

cardholder.

wehave

foundout

validationof

cardare

genuineand

verylowfalse

alarm.

calculated

probabilitywith

initialbeliefof

fraudusing

advanced

combination

heuristic

12 Using AdaBoostand

MajorityVoting

KULDEEP

RANDHAW

A hybrid

model

astherateof

fraud

Forfuturework

which will
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A2018 consisting

of the

Multilayer

Percep-

tronn

detection

varies from

32.5%forRT

reduce

thenumber of

lossesincurred

everydayinthe

financial

sector.

13 Using Meta-

Learning:Issues and

InitialResults

Philip K.

Chan2017

classifiers

are all

candidates

tobebase

classifiers

formeta-

learning.

Integrating

very

complex.

TruePositive

rates (each

trained on a

50%/50%

fraud/non-

fraud

distribution).

conducted

experiments

with 50%/50%

distribution

tosolve the

skewed

distribution

problem on

other data

setsand have

also obtained

goodresults.

14
Application of

Classification Models

onCreditCardFraud

Detection

Eunji kim

2019

neural

network

researcher

s have

incorporate

dmethods.

logistic

regression

while only

38.94%ofthe

responders

using

decisiontree.

basis for the

intelligent

authorizedanti-

fraud strategy,

or refuse to

authorize and

launch

investigations

to suspicious

transactions.
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15 Online E-

CommerceTransactio

ns Using Recurrent

NeuralNetworks

Shuhao

Wang2016

the

sessions

with the

purchase

database

tofilterout

those

sessions

withoutan

orderID.

RNN model

thatcaptures

not onlythe

detailedclick

information

butalso the

exact

sequences.

we can further

improve the

performanceof

CLUE by

buildingaricher

history of a

user,including

non-purchasing

sessions.

Table2.1:SummaryofLiteratureReview

Summary

Themaingoalofthesiswastocomparecertainmachinelearningalgorithmsanddeep

learningtechniquesfordetectionoffraudulenttransactions.Hence,comparisonwas

madeanditwasestablishedForestalgorithm givesthebestresults0.991% i.e.best

classifies whethertransactions are fraud ornot.This established using different

metrics,suchasrecall,accuracyandprecision.Forthiskindofproblem,itisimportant

tohaverecallwithhighvalue.Featureselectionandbalancingofthedatasethave

shown to be extremelyimportantin achieving significantresults.FurtherFurther

research should focus on differentmachine learning algorithms such as genetic

algorithms,anddifferenttypesofstackedclassifiers,alongsidewithextensivefeature

selectiontogetbetterresults.
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CHAPTER3

METHODOLOGY

 Classificationallowsforthealgorithm tolearnfrom asmallamountoflabeled

textdocuments while stillclassifying a large amountof unlabeled text

documentsinthetrainingdata.

 Thegoalofclassificationalgorithm topredictatargetvalueforaspecificinput

dataset.

 TheArtificialNeuralNetworktofindthefraudinthecreditcardtransactions.

Performanceismeasuredandaccuracyiscalculatedbasedonprediction[4].

Figure3.1:Stepsinvolvedincreditcardfrauddetection

DataCollection

Datapre-processing

Buildingthe

ClassificationandANN

techniques

Evaluationmeasures

Comparisonofclassifier

Results
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3.1MODULESDESCRIPTION

3.1.1Datacollection

• Datacanbecollectedusingthreemaintypesofsurveys:censuses,sample

surveys,andadministrativedata.Eachhasadvantagesanddisadvantages.

• Data collection is defined as the procedure ofcollecting,measuring and

analyzingaccurateinsightsforresearchusingstandardvalidatedtechniques.

• Aresearchercanevaluatetheirhypothesisonthebasisofcollecteddata.

• Eachcolumnrepresentsaparticularvariable.Eachrow correspondstoagiven

memberofthedatasetinquestion.

• Itlistsvaluesforeachofthevariables,suchasheightandweightofanobject.

Eachvalueisknownasadatum.

• Datacollectionsfrom Google​-generateddata,suchasGoogleAnalyticsor

GoogleSheets.

• AdatasourcebasedonaCSVfile.Metricsanddimensionstypeddirectlyinto

DataStudio.

3.1.2.DataPre-processing

• Tomaketheprocesseasier,datapreprocessingisdividedintofourstages:data

cleaning,dataintegration,datareduction,anddatatransformation.

• Itisadataminingtechniquethattransformsraw dataintoanunderstandable

format.Rawdata(realworlddata)isalwaysincompleteandthatdatacannotbe

sentthroughamodel.Thatwouldcausecertainerrors.Thatiswhyweneedto

preprocessdatabeforesendingthroughamodel.

•
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DataCleaning:

Thedatacanhavemanyirrelevantandmissingparts.Tohandlethispart,datacleaning

isdone.Itinvolveshandlingofmissingdata,noisydata.

Regression:

Heredatacanbemadesmoothbyfittingittoaregressionfunction.Theregression

usedmaybelinear(havingoneindependentvariable)ormultiple(havingmultiple

independentvariables).

DataReduction:

Sincedataminingisatechniquethatisusedtohandlehugeamountofdata.While

workingwithhugevolumeofdata,analysisbecameharderinsuchcases.Inorderto

getridofthis,weusesdatareductiontechnique.Itaimstoincreasethestorage

efficiencyandreducedatastorageandanalysiscosts[5].

Figure3.2:StepsinvolvedinDatapre-processing

3.1.3.BuildingtheClassificationAlgorithm andANN

 Classificationalgorithmsusedinmachinelearningutilizeinputtrainingdatafor

thepurposeofpredictingthelikelihoodorprobabilitythatthedatathatfollows

willfallintooneofthepredeterminedcategories.

 They are artificial classification, natural classification and phylogenetic

classification.

DataPre-processing

Missing

Values

Removing

Incomplete

rows

Calculatethe

Outlierfraction
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 Classificationiswhenthefeaturetobepredictedcontainscategoriesofvalues.

Eachofthesecategoriesisconsideredasaclassintowhichthepredictedvalue

fallsandhencehasitsname,classification.

 Classificationneuralnetworksusedforfeaturecategorizationareverysimilarto

fault-diagnosisnetworks,exceptthattheyonlyallowoneoutputresponseforany

inputpattern,insteadofallowingmultiplefaultstooccurforagivensetof

operatingconditions.

Classificationalgorithmsinclude:

NaiveBayes.

Logisticregression.

K-nearestneighbors.

(Kernel)SVM.

Decisiontree.

Ensemblelearning

 ArtificialNeuralNetworks(ANN)aremulti-layerfully-connectedneuralnets.

 Theyconsistofaninputlayer,multiplehiddenlayers,andanoutputlayer.

 Trainingthisdeepneuralnetworkmeanslearningtheweightsassociatedwithall

theedges.

 TheArtificialNeuralNetworkreceivestheinputsignalfrom theexternalworldin

theform ofapatternandimageintheform ofavector.Theseinputsarethen

mathematicallydesignatedbythenotationsx(n)foreverynnumberofinputs.

 Neuralnetworkscanbeusedforeitherregressionorclassification.

 Regressionmodelasinglevalueisoutputtedwhichmaybemappedtoasetof

realnumbersmeaningthatonlyoneoutputneuronisrequired.

 NLPisconcernedwithhow computerscanprocess,analyze,andunderstand

humanlanguages[11].
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3.1.4BuildingtheClassificationAlgorithms

1.Decisiontreeclassifier

 Decisiontreesarestatisticaldataminingtechniquethatexpressindependent

attributesandadependentattributeslogicallyANDinatreeshapedstructure.

 Decisiontreeusuallyseparatesthecomplexproblem intomanysimpleonesand

resolvesthesubproblemsthroughrepeatedlyusing.

 willusetheDecisionTreeClassifierclassfrom thesklearnlibrarytotrainand

evaluatemodels.useX_trainandy_traindatafortrainingpurposes.X_trainisa

trainingdatasetwithfeatures,andy_trainisthetargetlabel.

 Creditcardfrauddetectionisaclassificationproblem.Targetvariablevaluesof

Classificationproblemshaveinteger(0,1)orcategoricalvalues(fraud,non-fraud).

Thetargetvariableofourdataset‘Class’hasonlytwolabels-0(non-fraudulent)

and1(fraudulent).

ID3(IterativeDichotoniser3)

 ID3isoneofthemostcommondecisiontreealgorithm.

 Algorithm iterativelydividesattributesinto two groupswhich are the most

dominantattributeandotherstoconstructatree.

 Then,itcalculatestheentropy&informationgainsofeachattribute.Inthisway,

themostdominantattributecanbefounded.

 Afterthen,themostdominantoneisputonthetreeasdecisionnode.

 Entropy&Gainscoreswouldbecalculatedagainamongtheotherattributes.

 Procedurecontinuesuntilreachingadecisionforthatbranch.

Step1:ImporttheDecisiontreeclassifierfrom sklearnlibrary.

Step2:ThenSplitthetrainingandtestdata

Step3:Combinethetrainandtestdataandfitthevaluesfrom classattributes.

Step 4:Using the some parameters forcalculating and find the accuracyscore,

predictionvalueandf1scores.

Step5:Analysethedatasettosummarisetheirmaincharacteristics.
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2.Random ForestAlgorithm

 Random forestmodelisanensembleofclassification(orregression)trees.

 Random forestsisasetofmultipledecisiontrees.

 Deepdecisiontreesmaysufferfrom overfitting,butrandom forestsprevents

overfittingbycreatingtreesonrandom subsets.

 Scikit-learnprovidesanextravariablewiththemodel,whichshowstherelative

importanceorcontributionofeachfeatureintheprediction.

 Random forestscreatesdecisiontreesonrandomlyselecteddatasamples,gets

predictionfrom eachtreeandselectsthebestsolutionbymeansofvoting.

Random forestIntroduceflexibilityandconvertsHighVarianceLowvariance.

Step1:ConstructBootsrappeddataset.ImporttheRandom forestregressionfrom

sklearnlibrary.

Step2:ThenSplitthetrainingandtestdata

Step3:Combinethetrainandtestdatatofitthevaluesfrom classattributes.

Step 4:Using the some parameters forcalculating and find the accuracyscore,

predictionvalueandf1scores.

Step5:Analysethedatasettosummarisetheirmaincharacteristics.

3.SupportVectorMachine(SVM)

 Asupportvectormachine(SVM)isasupervisedmachinelearningmodelthat

usesclassificationalgorithmsfortwo-groupclassificationproblems.

 Accuracycanbecomputedbycomparingactualtestsetvaluesandpredicted

values.

 Toevaluatetheperformance,ThefirstdatasetsisusedtotraintheSVM,andthe

secondlearningdata,whicharenotperfect(e.g.Noise)istakenfortestingthe

SVM trained.
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Step1:Importlibraries.

Step2:Adddatasets,insertthedesirednumberoffeaturesandtrainthemodel.

Step3:Predictingtheoutputandprintingtheaccuracyofthemodel.

Step4:Finallyfindingtheclassifierforprogram.

Step5:Analysethedatasettosummarisetheirmaincharacteristics.

Figure3.3:StepsinvolvedinclassificationandANNtechniques

Buildingtheclassification

andANNtechniques

Classification

Algorithm

ANNTechniques

DecisionTree

Classifier

Random Forest

Regression

SVM
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3.1.5EvaluationMeasures

 Thethreemainmetricsusedtoevaluateaclassificationmodelareaccuracy,

precision,andrecall.

 Accuracyisdefinedasthepercentageofcorrectpredictionsforthetestdata.

 Itcanbecalculatedeasilybydividingthenumberofcorrectpredictionsbythe

numberoftotalpredictions.

 Modelevaluationaimstoestimatethegeneralizationaccuracyofamodelon

future(unseen/out-of-sample)data.

 Methodsforevaluatingamodel'sperformancearedividedinto2categories:

namely,holdoutandCross-validation.

 Bothmethodsuseatestset(i.edatanotseenbythemodel)toevaluatemodel

performance.

 Theaccuracyofa machinelearning classification algorithm isonewayto

measurehow oftenthealgorithm classifiesadatapointcorrectly.Accuracyis

thenumberofcorrectlypredicteddatapointsoutofallthedatapoints[10].

Figure3.4:EvaluationMeasures

Evaluationmeasures

Precision = true

positive/(true

positive + false

positive)

Recall = truepositive/(true

positive + falsenegative)

Accuracy = (true

positive + true

negative)/total

F1score=

2*(precision*

recall)/

(precision+

recall)
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CHAPTER4

IMPLEMENTATION

4.1.Datacollection

Theproposed system makesuseofthedatasetdownloaded from thiswebsite:

https://www.kaggle.com/c/1056lab-fraud-detection-in-credit-card.Datasetusedisthe

transactionsmadebycustomerinaEuropeanbankintheyear2016-17.[1]

Figure4.1:creditcard.csv
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DatasetDescription:

 ItcontainsonlynumericalinputvariableswhicharetheresultofaPCA
transformation.

 FeaturesV1,V2,…V28aretheprincipalcomponentsobtainedwithPCA,
theonlyfeatureswhichhavenotbeentransformedwithPCAare'Time'
and'Amount'.

 Feature'Class'istheresponsevariableandittakesvalue1incaseof
fraudand0otherwise.

Attributes Types

Time Number

V1toV28 Float

Amount Float

Class Number

Table4.2:DatasetAttributesandTypes

1.Time:Numberofsecondselapsedbetweenthistransactionandthefirst
transactioninthedataset.
2.v1tov28:ResultofaPCADimensionalityreductiontoprotectuseridentities
andsensitivefeatures(v1-v28)
3.Amount:TransactionAmount
4.Class:1forfraudulenttransactions,0otherwise

Figure4.3:v1tov28Description
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4.2.Datapre-processing

Forvariousreasons,theoriginaldatabasehasalotofdirtydata,suchas

incorrectattribute values,duplicate records,nullvalue,inconsistentvalues,

variousabbreviations,violationsofreferentialintegrityandsoon.

Inordertomakebetteruseofthedatafordatamininganddecisionsupport,it

shouldbechangedintohigh-qualitydata.

Therefore,adatapre-processprocedure,whichisKnownasdatacleaning,

Willbeusedtocleanupthedirtydatabeforeusingthedata.

Findingthemissingvaluesandduplicatesdata.

a.Importingthepackage

primarypackagesaregoingtobePandastoworkwithdata,NumPytoworkwith
arrays,scikit-learnfordatasplit,buildingandevaluatingtheclassificationmodels

df=pd.read_csv("C:\\Users\HP\\.spyder-py3\\project\\creditcard.csv")

Figure4.4:Importingviewofdataset
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plotnormalandfraud

Figure4.5:plotsviewoffraudandnonfraud

Pre-processing

print("missingvalues:",df.isnull().values.any())

Figure4.6:Missingvaluesviews
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df.dropna()

Figure4.7:Removingincompleterow

Theoutlierfractionistobecalculated.

Figure4.8:ViewofOutlierfraction
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FeatureselectionandDataspliting

• Inthisprocess,goingtodefinetheindependent(X)andthedependentvariables
(Y).

• Usingthedefinedvariables,willsplitthedataintoatrainingsetandtestingset
whichisfurtherusedformodellingandevaluating.

• Splitthedataeasilyusingthe‘train_test_split’algorithm inpython.

4.3.BuildtheclassificationandANNtechnologies

• InordertobuildthedifferenttypesofclassificationmodelsnamelyDecisionTree,

LogisticRegression.

• Thesearethemostpopularmodelsusedforsolvingclassificationproblems.All

thesemodelscanbebuiltfeasiblyusingthealgorithmsprovidedbythescikit-

learnpackage.

• ANNItgivesaccuracymorethanthatofthemachinelearningalgorithms.Inthis

researchwork,datapre-processing,normalizationandunder-samplingcarried

outtoovercometheproblemsfacedbyusinganimbalanceddataset[8].

Itworksinfoursteps:

 Selectrandom samplesfrom adataset.

 Constructa decision tree and random forest foreach sample and geta

predictionresult,accuracyscoreandf1scorefrom eachclassification.

 Perform avoteforeachpredictedresult,accuracyscoreandf1scores.

 Selectthepredictionresultwiththemostvotesasthefinalprediction.
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ThemodelusedisDecisiontreeclassifier

Theaccuracyis0.9991924440855307

Figure4.9:FindaccuracyusingDecisiontreeclassifier

ThemodelusedisDecisiontreeclassifier

Theaccuracyis0.9995786664794073

Figure4.10:FindingaccuracyusingRandom forestclassifier
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ThemodelusedisSVM

Theaccuracyis0.9998

Figure4.11:FindingaccuracyusingSVM classifier

4.4.Evaluationmeasures

Theendresultisevaluatedbasedontheconfusionmatrixandprecision,recalland

accuracyiscalculated.Itcontainstwoclasses:actualclassandpredictedclass.The

confusionmetricsdependsonthesefeatures:

TruePositive:inwhichboththevaluespositivethatis1.

TrueNegative:itiscasewherebothvaluesarenegativethatis0.

FalsePositive:thisisthecasewheretrueclassis0andnon-trueclassis1.

FalseNegative:Itisthecasewhenactualclassis1andnon-trueclassis0.
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#Output

Epoch1/25472/5472[==============================]-9s2ms/step-loss:nan-

accuracy:0.9972 Epoch2/25472/5472[==============================]-9s

2ms/step-loss:nan-accuracy:0.9973

<tensorflow.python.keras.callbacks.Historyat0x7f6197e95190>

Figure4.12:UsingANNtechniquefindthelayers
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CHAPTER5

RESULTSANDDISCUSION

Whilecomparingtheconfusionmatrixofallthemodels,itcanbeseenthattheANN
modelhasperformedaverygoodjobofclassifyingthefraudtransactionsfrom thenon
-fraudtransactionsfollowedbytheLayersmodel.Sowecanconcludethatthemost
appropriatemodelwhichcanbeusedforourcaseistheANN modelandthemodel
whichcanbeneglectedistheSVM model.

Afterawholebunchofprocesses,wehavesuccessfullybuilt differenttypesof
classificationmodelsstartingfrom theDecisiontreemodeltotheANN model.After
that,wehaveevaluatedeachofthemodelsusingtheevaluationmetricsandchose
whichmodelismostsuitableforthegivencaseforgivingbetteraccuracy[15].

Tobuildanensemble,simplytrainmultipledifferentMLmodelsonthesamedatafor
thesametask.Atinferencetime,willapplyallofthemodelstoyourinputindividually.If
taskisclassification,cancombinetheresultsusingasimpleperclassvotingscheme
ortakethepredictionwiththehighestconfidence.Forregression,justaverageoutthe
results.Ensemblesareanextensivelyfield-testedandreal-world-proventechniqueto
boostpredictionaccuracy.

Method Accuracy-
score

F1-Score Recall Precision

Decision Tree
Classifier

0.991 0.7766990291
2

0.8163265306 0.7407

Random
Forest
Classifier

0.995 0.8651685393
3

0.7857142857
1

0.9625

SupportVector
Machine

0.997 0.72 1.0 0.571

ANN 0.998 0.917 0.889 0.946

Table4.13:ResultsofclassifiersandANN
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Thissupervisedlearningdatasetissuitableforhistorydatabaseforcreditcardfraud

detection.Supervisedlearningsuchasmultilayerperceptroninneuralnetworkthat

usesthepredictionalgorithm toidentifywhethernew transactionsarelegalorillegal.

Whenacreditcardused,theneuralnetworkbasedonthefrauddetectionsystem

checksforthepatternusedbythefraudsterandcorroboratesthepatterninquestionor

checksforattributesthathavebeendeterminedasillegalifthepatternmatcheswith

genuinetransactionbehavior,thenthetransactionisconsideredlegitimate.Neural

networkshavemanysub-techniques.So,iftheypick-upthiswhichissuitableforcredit

cardfrauddetection,theperformanceofthemethodwilldecline.

 Accuracycanbecomputedbycomparingactualtestsetvaluesandpredicted

values.

 Random forestsconsistofmultiplesingletreeseachbasedonarandom sample

ofthetrainingdata.Theyaretypicallymoreaccuratethandecisiontrees.

 Random Forestisa greatalgorithm,forboth classification and regression

problems,toproduceapredictivemodel.

 Inthisdatasetusingthedecisiontreeclassifieralgorithm givestheaccuracyis

0.9991924440855307 .And random forestregression algorithm gives the

accuracyis0.9995786664794073.

 TaketheconfusionmatrixoftheANNLayermodelasanexample.Thefirstrow

isfortransactionswhoseactualfraudvalueinthetestsetis0.cancalculate,the

fraudvalueof56861ofthem is0.

 Andoutofthese56861non-fraudtransactions,theclassifiercorrectlypredicted

56854 ofthem as 0 and 7 ofthem as 1.Itmeans,for56854 non-fraud

transactions,theactualchurnvaluewas0inthetestset,andtheclassifieralso

correctlypredictedthoseas0.cansaythatourmodelhasclassifiedthenon-

fraudtransactionsprettywell.

 Itsdefaulthyperparametersalreadyreturngreatresultsandthesystem isgreat

atavoidingoverfitting.

 Moreover,itisaprettygoodindicatoroftheimportanceitassignstofeatures.
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6.CONCLUSION

 Using the classification algorithms and ANN techniques can find fraud

transactionandoriginaltransaction.

 The detection can be done automaticallyso itwilldetectthe fraud while

transaction.

 Historicaldataisusedsowecangetthepatternofuser’soriginaltransaction

andfraudtransaction.

 Classificationalgorithm SVM itgivestheaccuracyis0.997%,comparingthe

ANNitgivestheaccuracyis0.998%bestaccuracy.

 TheaccuracyofthedetectionismoreaccuratebyusingtheANNtechniques

 Accuracyisbetterthantheexistingsystem.

 Byusinganartificialneuralnetworkwhichgivesaccuracyapproximatelyequalto

99%isbestsuitedforcreditcardfrauddetection.Itgivestheaccuracymorethan

thatofsupervisedlearningalgorithms[15].
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7.SCOPEFORFUTUREENHANCEMENT

 Furtherrequirementsandimprovementscaneasilybedone.

 There are large numbers ofdatasetpresentand manyotherclassification

algorithmsarepresent.

 Sothefutureworkwillbebasedonmovesthattheuserprovidestochoosethe

timeofmovements.

 Andalsootherclassificationalgorithmsthatcanbeappliedonthedatasetand

comparisonaremadebetweentheaccuracyrateproducedbythedifferent

algorithms.

 Itallowssoftwareapplicationsto becomeaccurateinpredictingoutcomes.

Moreover,machinelearningfocusesonthedevelopmentofcomputerprograms.

 Theprimaryaim istoallow thecomputerslearnautomaticallywithouthuman

intervention[15].
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