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ABSTRACT

In the current era of communication medium, the usage of digital video has

increased tremendously. In response to this increase, the importance of using property

rights protection system for content protection has become a vital element of

communication. Digital watermarking describes methods and technologies that hide

information, which can be used as copyright control mechanism. In this research,

watermarking methods, as a mechanism for content protection of video are proposed.

The copyright information is created as a nested watermark using wavelet

transformation and visual cryptography. The study proposes techniques that embed

the copyright data before compression (raw video data) or after compression. The

MPEG video standard is used for compressed videos. Before embedding, in order to

increase the robustness of the algorithms, a frame selection and region selection

algorithm is used. This algorithm identifies optimal frames and regions within these

frames that produce minimal distortion in the watermarked video.

Two techniques are proposed to watermark videos in uncompressed form. Both

the techniques are built on wavelet packet coefficients based on geometric warping

and Human Visual System. To increase the robustness geometric warping with block

selection method is used. Two types of algorithms are used, namely, static and

dynamic block selection during watermark embedding. The extraction of watermark

consists of performing the embedding process in reverse order.

For watermarking compressed videos, three techniques are proposed. The

techniques are based on Discrete Cosine Transformation, Discrete Wavelet

Transformation and Feature based algorithm. The algorithms, in order to increase

robustness and security use the SVD and dynamic block selection algorithms.

The research work, thus proposes a total of five algorithms, two for

watermarking uncompressed videos and three for watermarking compressed videos.

Several experiments were conducted to evaluate the proposed algorithms in terms of

xviii



payload, transparency, robustness and complexity using Peak Signal to Noise Ratio,

Normalized Coefficients and speed of algorithms respectively. Robustness was tested

using 13 attacks, namely frame averaging attack, frame dropping attack, frame

swapping attack, cropping attack, rotation attack, collusion attack, impulsive noise

attack, Gaussian noise attack, sharpening attack, blur attack, brighten attack, JPEG

compression attack and MPEG compression attack.

Experimental results showed that all the proposed algorithms are robust and

introduce minimum distortion in the watermarked domain. In particular, while

considering uncompressed domain, the WGDBS (Enhanced Wavelet Packet based

watermarking algorithm based on Geometric Warping with HVS based criteria using

neural network combined with Dynamic Block Selection Algorithm) algorithm presents

maximum efficiency in terms of capacity, transparency, imperceptibiloity, security and

speed. With compressed domain, the DWPT-SVD watermarking algorithm performed well

in terms of the selected five characteristics, namely, capacity, transparency,

imperceptibility, security and complexity. Thus, from the results, it can be concluded that

the WGDBS and DWPT-SVD algorithms are efficient in copyright protection and are

comparable with the standard quality required for the recent applications like internet and

Digital Rights Management applications.
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