
4

7

17

32

34

35

36

40

42

46

50

53

54

54

55

55

59

61

62

67

71

73

LIST OF FIGURES

Title

Different types of Mobile Threats

Mobile Threats Space

Specifics of Mobile Devices

Proposed Four Component Methodology

Contributions of the Thesis

Consolidated View of the Proposed Methodology

Technical Details of Four Research Contributions

Block Diagram of the Proposed Contribution One

Rubber Sheet Model

Flow Chart for Proposed PCA-SVMED Method

Experimentation Methodology for Contribution One

Comparison of Computational Complexity in terms of Time for 
Contribution One

Comparison of False Acceptance Rate for Contribution One

Comparison of False Rejection Rate for Contribution One

Comparison of Results for Accuracy for Contribution One

Comparison of F-Measure for Contribution One

Block Diagram of Proposed Contribution MSGP-MS Method

Sample Dataset of a Goodware Application

Sample Dataset of a Malware Application

Flow Chart of Proposed MSGP-MS Method

Experimentation Methodology for Contribution MSGP-MS 
Method

Comparision Results of Classifiers for Contribution Two



Figure Title Page
No._____________________________________________________________ No.

5.7 Comparison of Optimized Classifier Results for Proposed 74
MSGP-MS Method

6.1 Block Diagram of Proposed Contribution MSAES Method 78

6.2 MSAES Encryption for Uploading Process 79

6.3 MSAES Decryption for Downloading Process 83

6.4 Flow Chart of Proposed MSAES Method 84

6.5 Experimentation Methodology for Contribution MSAES 88
Method

6.6 Mean Time Processing Over Cloud 91

6.7 Speed Up Ratio Over Cloud 91

6.8 Throughput Over Cloud 92

6.9 Turnaround Time Over Cloud 92

6.10 Mean Processing Time Over Local Device 94

6.11 Throughput Over Local Device 94

6.12 Turnaround Time Over Local Device 95

7.1 Block Diagram of Proposed Contribution Four -RFMKS 98
Method

7.2 Flow Chart of Proposed RFMKS Method 103

7.3 Experimentation Methodology for Contribution Four 106

7.4 Comparison of Index generation time for Contribution Four 109

7.5 Comparison of Encryption and Decryption Time 109

for Contribution Four

7.6 Comparison of search Keywords for Contribution Four 110



LIST OF TABLES

Table
No. Title Page

No.

1.1 Security Objectives 8

2.1 Mobile Device Security Challenges 19

2.2 Comparison of Iris Biometric Authentication Approaches 21

2.3 Comparison of Malware Detection Methods 23

2.4 Comparison of Data Outsourcing Approaches 25

2.5 Comparison of Searching Techniques 27

4.1 Pseudo Code of PCA-SVMED Method 49

4.2 Performance Comparison of Authentication Results for Existing 
SVMED with Proposed PCA-SVMED Method

53

5.1 List of Permissions on an APK File 61

5.2 Pseudo Code of MSGP-MS Method using PSO with RF 
Classifier

69

5.3 Pseudo Code of MSGP-MS Method using GA with RF 
Classifier

70

5.4 Performance Comparison Results of Classifiers 73

5.5 Performance Comparison of Optimized Classifier Results for 
Proposed MSGP-MS Method

74

6.1 Pseudo Code of MSAES Method 87

6.2 Performance Comparison of Hybrid Approach in Cloud 90

6.3 Performance Comparison of Hybrid Approach in Local 93

7.1 Pseudo Code of the Proposed RFMKS Method 105

7.2 Performance Comparison Results of Contribution Four - 
RFMKS Method

108

7.3 Comparison Results of Search Time for RFMKS Method 108

ACRO NYM S



AES Advanced Encryption Standard

APK Android Application Package

CART Classification and Regression Tree

CSP Cloud Service Provider

DOS Denial of Service Attack

FPR False Positive Rate

FRR False Rejection Rate

GA Genetic Algorithm

GPS Global Packet Service

LAN Local Area Network

MCC Mobile Could Computing

MD5 Message Digest 5

MMS Multimedia Messaging Service

MSAES Message Digest with Advanced Encryption Standard

NFC Near Field Communication

OPSE Order Preserving Symmetric Encryption

PC Personal Computer

PCA Principal Component Analysis

PCA-SVMED Principal Component Analysis and Support Vector Machine with 
Euclidean Distance

PDA Personal Digital Assistant



PDF Portable Document Format

PSO Particle Swarm Optimization

QOS Quality of Services

QS Quality of Samples

QST Quality Samples and Template features

RF Random Forest

RF-GA Random Forest with Genetic Algorithm

RFMKS Ranked Fuzzy Multi Keyword Search Scheme

RF-PSO Random Forest with Particle Swarm Optimization

SMS Short Message Service

SSE Searchable Symmetric Encryption

SVM Support Vector machine

SVMED Support Vector Machine with Euclidean Distance

TPR True Positive Rate

TRR True Rejection Rate


