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ABSTRACT

A mobile ad hoc network (MANETS) is a self-organizing network that consists of mobile nodes that are
connected through wireless media. A number of unique features, such as lack of infrastructural or
central administrative supports, dynamic network topologies, open communication channels, and limited
device capabilities and bandwidths, have made secure, reliable and efficient routing operations in
MANET a challenging task. The ultimate goal of the security solutionsfor MANET is to provide security
services, such as authentication, confidentiality, integrity, anonymity, and availability to mobile users. To
achieve the goals, the security solution needfor entire protocol stack.. The proposed protocol ANODR-
ECC with Telnet provide application layer security and it ensures route anonymity and location privacy
and is robust against eavesdropping attack. For route anonymity, it prevents strong adversaries from
tracing a packetflow back 'to its source or destination; for location privacy, it ensures that adversaries
cannot discover the real identities of local transmitters. The simulation is done using network simulator
qualnet 5.0for different number of mobile nodes. The proposed model has exposed improved results in
terms of Average throughput. Average end to end delay. Average packet delivery ratio and Average
jitter.
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1. Introduction

A mobile ad hoc network (MANET) consists of mobile nodes without fixed
infrastructure which are free to move at any speed in any direction and organize themselves
randomly [6][8]. These nodes are constrained in power consumption, bandwidth, and
computational power. MANETS are more susceptible to attacks. It is easier for hackers to
eavesdrop and gain access to confidential information. They can also directly attacks the
network inject false packets, or impersonate a node. This violates the network’s goals of
authentication, availability, integrity, and nonrepudiation 10][8]. Routing security is a
paramount concern in MANETSs and solutions to the routing security have been addressed in
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this paper. In which, anonymous routing is used for the purpose of security and privacy
concerns. Anonymity protection in MANETs is one of the countermeasures against the
mounting intrusions and attacks such as traffic analysis, spoofing, and denial of service. The
proposed protocol provide application layer security and it ensures route anonymity and
location privacy and is robust against eavesdropping attack .For route anonymity, it prevents
strong adversaries from tracing a packet flow back to its source or destination; for location
privacy, it ensures that adversaries cannot discover the real identities of local transmitters. The
paper is organized in such'a way that Chapter2 discusses proposed method. Chapter 3 discusses
Experimental evaluation apd Chapter 4 gives the conclusion

2. Proposed Method

This chapter briefly describes proposed method combines Anonymous On-Demand Routing-
Elliptic Curve Cryptography (ANODR-ECC) and Telnet.

2.1. Anonymous On-demand Routing (ANODR) Protocol

ANODR is a reactive protocol. ANODR prevents strong adversary from packet flow back to its
source or destination. Fpr location privacy, ANODR ensures that adversaries cannot discover
the real identities of local transmitters [2][3][5].

ANODR is realized upon a hybrid form of these two concepts.

> ANODR dissociates ad hoc routing from the design of network member’s
identity/pseudonym. An attacker can neither link network members’ identities with
their locations, nor follow a packet flow to its source and destination. Though the
adversaries may,detect the existence of local wireless transmissions, it is hard for them
to infer a covert mission’s number of participants, as well as the transmission pattern
and motion pattern of these participants.

> ANODR has a special feature called intrusion tolerance. Node intrusion does not
compromise loektion privacy of other legitimate members, and an on-demand ANODR
route is traceable only if all forwarding nodes route are intruded ANODR provides the
following security services:

a. Negligibility-based anti-tracing such that signal interceptors cannot trace signal transmitter’s
mobility pattern via wireless signal tracing (with non-negligible probability defined on the
victim network’s size). *

b. Confidentiality and anonymity.
c. Traffic flow confidentiality.
d. Identity-free routing.‘I

e. One-time packet contents such that any two wireless transmissions are indistinguishable with
each other in regard to % cryptanalyst.

These services are provided at the Network Layer and Link Layer to protect the IP and link
layer protocols. i



2.2. Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) is a public key cryptography. In public key cryptography
each user taking part in the communication generally have a pair of keys, a public key and a
private key, and a set of operations associated with the keys to do the cryptographic operations.
Some public key algorithm may require a set of predefined constants to be known by all the
devices taking part in the communication. ‘Domain parameters’ in ECC is an example of such
constants. Public key cryptography, unlike private key cryptography, does not require any
shared secret between the communicating parties but it is much slower than the private key
cryptography. The mathematical operations of ECC is defined over the elliptic curve +
ax + b,where 4a™ + 27b" ~ 0. Each value of the ‘a’ and ‘b’ gives a different elliptic curve. All
points (x, y) which satisfies the above equation plus a point at infinity ties on the elliptic curve.
The public key is a point in the curve and the private key is a random number. The public key is
obtained by multiplying the private key with the generator point G in the curve. The generator
point G, the curve parameters ‘a’ and ‘b’, together with few more constants constitutes the
domain parameter of ECC. One main advantage of ECC is its small key size. A 160-bit key in
ECC is considered to be as secured as 1024-bit key in RSA [6].

The proposed model combines Anonymous On-Demand Routing (ANODR) and
Elliptic Curve Cryptography to provide node privacy, route anonymity and location
privacy and is robust against wormhole attack than black attacks. For route anonymity,
it prevents strong adversaries from tracing a packet flow back to its source or
destination; for location privacy, it ensures that adversaries cannot discover the real
identities of local transmitters[I1][4].

2.3. Telnet !

Telnet is a network protocol to provide a bidirectional interactive text-oriented
communications facility using a virtual terminal connection. User data is interspersed
in-band with Telnet control information in an 8-bit byte oriented data connection over
the Transmission Control Protocol (TCP).Historically, Telnet provided access to a
command-line interfade on a remote host. The term telnet may also refer to the software
that implements the client part of the protocol. Most network equipment and operating
systems with a TCP/IP stack support a Telnet service for remote configuration. Telnet
client applications are available for virtually all computer platforms, telnet means to
establish a connection’ with the Telnet protocol, either with command line client or with
a programmatic interface[9].

3. Experimentation and Evaluation

QualnetS.O network simulator is used for experimentation. Mobility seenarios are generated
using a Random waypoint model by varying 10 to 50 nodes moving in a terrain area of 1500m
x 1500m. The simulation parameters are summarized in Table 1



Parameter Value

Simulator Qualnet 5.0
Simulation time 100s

Number of nodes 1 50

Traffic Model 1 CBR

Pause time 2(s)

Maximum mobility 60 m/s

No. of sources 15

Terrain area 1500m X 1500m
Transmission Range 250m

The simulation is made to investigate the performance of the network’s various parameters. The
metrics used to evaluate the performance are:

1) Average packet delivery ratio

2) Average end-to-end delay

3) Average delay jitter
4) Average throughput

Average packet delivery ratio: The packet delivery ratio (PDR) of a receiver is defined as the
ratio of the number of data packets actually received over the number of data packets
transmitted by the senders. The average packet delivery ratio is the average of the packet
delivery ratios taken over all the receivers.

|
Average End-to-End delay: The end-to-end delay of a packet is defined as the packet takes a
time to travel from thejsource to the destination. The average end-to-end delay is the average
of the end-to-end delays taken over all the received packets Eqn ( 1) is used to find the end to
end delay of the packet.

del V .-
i nbx ty nby (1)

x: is the set ofdestination nodes that received data packets,

nbx: is the number ofreceiver nodes
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y: is the set ofpackets received by node i as thefinal destination.

Average delay jitter: Delay jitter is the variation (difference) of the inter-arrival times between
the two successive packets received. Each receiver calculates the average per-source delay jitter
from the received packets originated from the same source. The receiver then takes the average
over all the sources to obtain the average per-receiver delay jitter. The average delay jitter is the
average of the per-receiveridelay jitters taken over all the receivers.

Average throughput: The throughput of a receiver (per-receiver throughput) is defined as the
ratio over the time difference between the first and the last received packets. The average
throughput is the average of the per-receiver throughputs taken over all the receivers. Eqn (2) is
used to find the throughput of the packet.

|

i Received packets _ ")
! Throuhpul(9%6) = ----------msemmeeemeeeeee *100
| Sent packets

Performance Comparison of ANODR-ECC with Telnet for Eavesdropping attack
and Telnet.

The different parameters are considered for evaluation. Average packet delivery ratio. Average
throughput, should be higher and Average end-to-end delay. Average delay jitter must be
lower. |

j
Figure Ishows that total byte received is higher in ANODR-ECC with Telnet for
Eavesdropping attack and Telnet
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Figurel: Comparison of total bytes received of ANODR-ECC vrith Telnet for
Eavesdropping attack and Telnet.

Figure 2 shows that throughput is higher in ANODR-ECC with Telnet for Eavesdropping
attack and Telnet.
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Figure 2: Comparison of throughput of ANODR-ECC with Telnet for Eavesdropping
attack and Telnet.

Figure 3 shows that IEnd-to-End Delay is lower in ANODR-ECC with Telnet for
Eavesdropping attack and Telnet
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Figure 3: Comparison'of End-to-End delay of ANODR-ECC with Telnet for
Eavesdropping attack and Telnet.

Figure 4shows that jitter is lower in ANODR-ECC with Telnet for Eavesdropping attack and
Telnet. i

Figure 4 Comparison of jitter of ANODR-ECC with Telnet for Eavesdropping attack and
Telnet. |

4. CONCLUSIOP™

A mobile ad hoc network (MANETS) is a collection of wireless mobile nodes dynamically
forming a temporary network without any existing network infrastructure or centralized
administration. Security and anonymity are important issues for mobile ad hoc network
(MANETS) routing protocols. Particularly eavesdrop attacks are severe attacks against ad hoc
routing protocols which is a challenging one to defend against. . The proposed protocol
ANODR-ECC with Telnet provide application layer security and it ensures route anonymity
and location privacy and is robust against eavesdrop attack .For route anonymity, it prevents
strong adversaries from tracing a packet flow back to its source or destination; for location
privacy, it ensures that adversaries cannot discover the real identities of local transmitters. The
simulation is done using network simulator qualnet 5.0. The proposed model has exposed
improved results in terms of Average throughput. Average end to end delay. Average packet
delivery ratio, and Average jitter.
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