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                                                                         Part A                                          10 x 1 = 10       
	Choose the Correct Answer

     1.	The application of computing and network resources to try every possible 
           password combination is known as									a. Distributed Denial-of-Service (DDoS)	          b. Brute Force		
           c. Sniffers	                                                     d. Spam
     2. 	Which among the following is a valid measure in benchmarking to compare practices?
a. Metrics-based 	                                          b. Workload-based	
c. Custom		                                          d. None of the above
     3.  	Which cipher is also known as the one-time pad?						
	a. Substitution 	                                          b. Transposition 	
           c. Vernam 		                                          d. None of the above
4. 	__________ is the legal obligation of an entity that extends beyond criminal or contract law; it includes the legal obligation to make restitution, or to compensate for wrongs committed
	a. Responsibility	    b. Liability		         c. Ethics	             d. Policy
5.  	Which of the following layers of security should an organization have in place to protect its operations?
a. Operations               b. Information               c. Personnel	             d. All the above

     6. The Agreement on Trade-Related Aspects of Intellectual Property Rights 
          (TRIPS) was created by	
a. ANSI		    b. HIPAA	                    c. WTO		             d. WHO	
     7. 	Which of the following are threats to Information Security?
	a. Vandalism		    b. Theft		         c. Natural Disaster	  d. All the above
     8. 	The control and use of data in the organization is accomplished by				
	a. Data Custodians	                                          b. Business Users	
           c. End Users		                                          d.  None of the above
     9.	Which of the following human characteristics are used in biometric access control?
	a. Blood	               b. DNA	                    c. IRIS	d. None of the above
10.	When vulnerabilities have been controlled as much as possible, there is often still some risk that has not been completely removed, shifted, or planned for. This remainder is called as 
	a. Risk Assessment                     	                    b. Residual Risk	
           c. Risk Control		                               d.  All the above
				


Part B		                                 5 x 6 = 30
Answer ALL questions
Each answer should not exceed 400 words or two pages


11.a. What are the different phases in Security Systems Development Life Cycle (SecSDLC)?		                                                          (or)
11.b. What are the different Components of an Information System?	

12.a. Briefly differentiate between Denial-of-Service (DoS) and Distributed 
          Denial-of-Service (DDoS).
(or)
12. b. Explain briefly the categories of known attackvectors.								
13.a. What are the components of a Risk Management System?
(or)
13.b. Explain briefly the Risk Control Strategies.
				
14.a. Explain briefly the different Firewall Processing Modes.
(or)
14.b. Describe the various Components of the Enterprise Information Security Policy (EISP)							
15.a. Explain briefly about the differences in Policy Versus Law.
(or)
15.b. What are the Ten Commandments of Computer Ethics?				


					                     Part C                                                    5 x 12 = 60
 Answer ALL questions
Each answer should not exceed 800 words or four pages


16.a. What are the Steps unique to the security systems development life cycle?
(or)
16.b. Please explain in detail the Critical Characteristics of Information.

17.a. Explain in detail the common threats due to forces of nature.
(or)
17.b. Explain in detail the differences between Phishing and Spoofing with analogies.										
18.a. Explain in detail the Components of Risk Identification.
(or)
  18.b. Explain the factors involved in selecting an appropriate Risk Control Strategy.
					
  19.a. Explain in detail about Virtual Private Networks (VPNs).
(or)
  19.b. Explain in detail about access control methodology.

  20.a. Explain in detail the ethicalissues particular to information security.
(or)
  20.b. Explain in detail about Digital Forensics.
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