Chapter 1

Introduction

1.1 Introduction

A zero-day attack is a form of cyber attack where techniques exploit the hitherto
undiscovered vulnerability of a software application or a system. These attacks are termed
as zero-day as the software developer has zero days to fix the vulnerability as it is only
identified. One would have to locate vulnerabilities in software applications or systems
before attackers locate that in order to determine a zero-day attack. This achieved in a
number of ways including code analysis, vulnerability scanning, penetration testing and
threat intelligence the threat of the zero-day attacks has been growing over the past few
years as cybercriminals are constantly on the hunt to find vulnerabilities to exploit. Such
attacks might cause severe damages to companies such as theft of data, financial loss and
reputational damages to counter such attacks, scholars and practitioners have been

conducting research on possible approaches to estimate and avert zero-day attacks.

The research proposal defines a four stage approach to predicting zero day attacks
through a combination of machine learning (ML) and deep learning (DL) approaches. The
former stage involves an Enhanced BPNN using CloudSim simulation to map the attack
paths. At later stages, data is preprocessed systematically, feature selection is undertaken,
and various ML/DL models are trained and tested, and the results of different approaches
are compared. The point is to actively detect and anticipate the previously unknown (zero-
day) threats before it occurs so that organizations can detect the attack prior to its
appearance. The method demonstrates to enhance the precision and reliability of the
compromise monitoring systems by applying the existing ML and the more sophisticated Al
on deep neural networks, which eventually enhances the security of digital assets by early,

learned prediction of the new threat.

The research is implemented by a combination of real-life data and simulation to
assess the performance of the proposed models. Cloud Sim is used to run the simulation and
the real-life data will be taken by real-life zero-day attacks. The results of the comparative
analysis will give information on the efficiency of the proposed methodology and its

applicability in the real-life application in cyber security. Information and knowledge in
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most spheres of life have been computerized as a result of the dramatic growth in
technological developments. The threats and vulnerabilities related to digital information
security become possible due to the prevalence of cheap internet, which ties individuals
together across borders and enables the ability to pass very large amounts of data in
numerous formats. Nonetheless, it results in lack of disciplined behavior in cyberspace as
well. Cyber crimes and attacks are due to the exploitation of weaknesses; this attack leads to
a violation of the CIA triad, which is Confidentiality, Integrity, and Availability. Any effort
to invade the security systems established to enter the cyberspace is termed as a cyber-
attack. According to Saxena, R., and Gayathri, E. (2021) the most widespread types of

cyberattacks are trojans, worms, spyware, rootkits, and viruses.

According to Haber, E. (2023), Trojan horses are malicious code that breaches a
legitimate host and provides hackers with access to it. Other files may also be infected by
malicious software, including virus and worms, and perform destructive activities. In most
cases, it gain access to the system with the help of removable storage media, some link,
which the user has clicked on unaware that it is malicious, an email attachment that
contained malicious software, according to Anderson, R. (2020) Worms are also
independent after activation, and it start to affect the host system independently, unlike
viruses, which immediately start to damage the system as soon as it gets into the host
system, as claimed by Lalor R. et al. (2021). It is common knowledge that a virus like Elk
Cloner, Blaster, Nimda is known by many people in contrast to worms like Stuxnet, Witty,
SQL Slammer, CodeRed, Conficker. Spyware programs are programs that can silently
invade a system of victims and run silently without awareness and subsequently steal and
send any data that might be sensitive to its owners. According to Zhang Z. et al. (2020), an
attacker may gain full control of a victims system by a rootkit, a malicious application that

hides itself and gives access to root access.

Reasons for cybercrime can range from nefarious financial gain to political
animosity, terrorist acts, hackers pastimes, according to Aditya, K. (2019). A wide variety
of cyberattacks target certain kinds of people. Particularly, people are the targets of attacks
such as email spoofing, cyberstalking, cyber defamation, password sniffing, computer
sabotage, phishing. Unlawful acquisition of resources or money is the goal of attacks such
as credit card fraud, online service theft, and intellectual property rights violations, etc.,
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according to Brenner, S. W. (2012). Organizations are the target of Denial of Service (DoS),
viruses, mail bombs, salami attacks, logic bombs, trojan horses, data diddling, industrial
espionage, and other similar attacks. Society as a whole is the target of hacking, web
jacking, cyber terrorism, and other similar attacks. For the sake of national and economic
security, it is imperative that strong security mechanisms, including intrusion detection
system, be created to reduce the effect of cyber-attacks, according to Nespoli, P. et al.
(2017).

1.2 Zero-Day Attacks

"Zero-day" has a cyber attack that take advantage of a security vulnerability before a
patch or fix been released by the software vendor. The following Table 1.1 illustrates the

terminology used for defining the concept zero-day according to Umeshet. et. al. (2017).

Table 1.1 Terminology Used for Defining the Concepts

Term Definition Role_ in Attack Example
Lifecycle
A previously unknown | Acts as the entry | A hidden  buffer
Zero-Da software flaw or weakness | point for | overflow bug in a
y that has not yet been | potential server application that
Vulnerability | . L .
discovered or patched by | exploitation. no one knows exists.
the vendor.
A specific piece of code, [ Acts as the | A crafted payload that
Zero-Da script, or method used to | weapon used by | causes a crash or
.y trigger and utilize the | the attacker. privilege  escalation
Exploit .
zero-day vulnerability. through the unknown
bug.
The actual execution or | Represents the | An APT group uses
Zero-Da deployment of a zero-day | execution phase | the exploit to steal
Attacky exploit to compromise, | of the threat. classified data from a
damage, or steal from the government server.
system.

An anonymous, zero-day vulnerability is the target of a zero-day attack. It could
take the shape of a worm, virus, trojan, or something else entirely, according to Cuppah, D.
et al. (2020). The term "zero-day" comes from the fact that it methods a security hole before

a fix is available, meaning it happens before the vulnerability is even known about. The
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vulnerability window is the period between the first exploit of vulnerability and the
beginning of the development of a countermeasure by software engineers, according to Li,
C., and Gaudiot, J. L. (2019). Figure 1.1 depicts the vulnerability of zero-day attack.
Whether developers are unsure whether vulnerability is being exploited after fixing it or if
there are commercial or security concerns, it can still be hesitant to release data, according
to Zerouali A. et al. (2022). Consequently, the flaw cannot be marked as a zero-day attack.
Nonetheless, the exposure window could extend over a number of years. A typical zero-day
attack can linger for 312 days on average, and number of attacks that exploit vulnerabilities
can rise by up to 5 orders of magnitude after that are publicly revealed, according to

empirical research.
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Figure 1.1 Vulnerability Window

1.2.1 Lifecycle of Zero-Day Attack

In the analysis of the vulnerability life-cycle, Amontip et al. identified five distinct
phases and discussed several factors including the accessibility of patches and exploit code

that increase the likelihood of a zero-day attack.

e Zero-Day Attack (ZDA): A zero-day attack occurs when an Attackers take
advantage of unreported and unpatched software vulnerabilities, giving developers
no prior warning before exploitation.

e Pseudo-Zero-Day Attack (PZDA): This happens when a patch is available, but
administrators fail to apply it. The attacker methods the vulnerability despite the
vendor having released a fix. Examples such as Code Red, Slammer, Blaster, and

Sasser.
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e Potential for Pseudo-Zero-Day Attack (PPZDA): A vulnerability exists and a
patch is available, yet the exploit has not yet occurred. There is a high likelihood of
exploitation even though no direct attack has been observed.

e Potential for Attack (POA): Vulnerability details and exploit techniques are
publicly known, but vendor patches have not yet been issued for broad distribution.
Once an attack emerges, this evolves into a true ZDA.

e Passive: At this stage, vulnerability details are public, but exploit code does not yet
exist. The vulnerability is neither exploited nor automated effectively awaiting
action.

The following Figure 1.2 shows the diagrammatical representation of zero-day lifecycle.
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Figure 1.2 Lifecycle of Zero-Day Attack

1.3 Zero-Day Attacks in Cloud Environment

A zero-day attack exploits a software or hardware vulnerability that is unknown to
the vendor or developer at the time of the attack. This means there is no patch or fix

available, leaving systems exposed and making these attacks particularly dangerous.

1.3.1 Why Zero-Day Attacks are especially dangerous in Cloud Environments

e Shared Responsibility Model: Cloud environments operate on a shared
responsibility model, meaning security is a joint effort between the cloud provider
and the customer. This can create security gaps if either party fails to uphold

responsibilities.
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Dynamic Workloads: Resource dynamics and dynamic workloads of the cloud can
make it difficult to monitor and protect each instance.

Widespread Impact: An attack exploiting vulnerability in a highly used cloud
service or API can have a far reaching effect and affect a large number of customers

and critical infrastructure based on that service.

1.3.2 Common Zero-Day Attack Vectors in Cloud

Web Application Vulnerability: Web applications can be compromised by using
input validation vulnerabilities, injection vulnerabilities, broken authentication,
unpatched content management systems, custom web applications or APl endpoints.
Supply Chain Compromises: The software and components of the software supply
chain face vulnerability to attackers because of having the third-party software.

OS and Browsers: Siblings to the underlying operating systems (windows or
Linux) or web browsers can be used by the attackers to gain access to the cloud

resources or otherwise inject malware using rogue websites.

1.3.3 Preventing and Detecting Zero-Day Attacks in Cloud

Multi-layered defense-in-depth strategy is essential in reducing the risk and the

impact of the zero day attacks.

Robust Security Practices: This includes Applying comprehensive security
protocols such as firewalls, IDS, and multi-factor authentication to prevent attacker
access and identify anomalous behavior.

Periodic Security Perimeter Checks and Hackage Testing: Find out the
vulnerabilities and minimize that beforehand so that does not get used by attackers.
Advanced Threat Detection: Monitor any suspicious activity, detected anomalies
and potentially identify techniques of zero-day attacks in real-time with Al and ML-
based tools and Existing, signature-based antivirus software is absolutely ineffective
against such new methods of attacks.

Patch Management: Linux patch and update on the spot to reduce the risk that the
vulnerabilities present can be exploited.

Zero Trust Architecture: A zero-trust design is used and prevents access to the
most important resources and the implementation of long-term user and device

authentication.
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e Network Segmentation: Isolate the potential breaches and restrict future lateral
movements of the attackers by isolating the cloud network.

e Threat Intelligence and Partnership: Maintains informed about the new
vulnerabilities and collaborates with cloud providers and security communities to
learn the new techniques and approaches to attacks.

e Incident Response and Recovery: Develop and evaluate response strategies for
zero-day scenarios, including steps for isolating threats, mitigating damage, and

restoring data.

One of the threats that is very serious and is constantly being developed in cloud
environment is the zero-day attacks. To effectively counter these sneaky attacks,
organizations need to be motivated, establish strong security controls and focus on the

continuity of monitoring and gathering of threats and planning on how to respond to it.

1.3.4 Classifications of Zero-Day Attack

The vulnerability is discovered and exploited into zero-day vulnerability. Discovery
and exploitation of undiscovered vulnerabilities have four steps.

e Analyze
o Fuzz

e Develop
e Exploit

1.3.4.1 Analyze

This stage primarily focuses on the Attack Surface Analysis. Discovering and
examining zero-day vulnerability involves the attacker having a wide knowledge of
protocols and systems. Fuzzer and similar programs can include such skills for relatively

unskilled attackers.

1.3.4.2 Fuzz

At this optional stage, the discovered attack vectors are fuzz-tested. In order to test
the software, unexpected, erroneous, or otherwise chaotic inputs are used in fuzzy testing.
Exceptions in programs like crashes, unsuccessful built-in code tests and memory leaks are

monitored. The main aim of this exam is to simulate the various kinds of attacks. Black-hat
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hackers in most instances seek vulnerabilities in sections of the software that are not used to
the maximum and attempt to exploit. Fuzz tests are very effective in finding out novel
vulnerabilities; it does not use the existing vulnerabilities as in the case of other common
forms of security testing. Other methods of finding zero-day vulnerabilities that are not

fuzzing include.

a. The source code analysis is about analyzing a source code in order to detect errors. It
can be both in the form of the statues and dynamics. The source code of the program
is checked in the process of static analysis without executing the code. Meanwhile,
dynamic real-time software testing is aimed at the discovery of more subtle security
vulnerabilities.

b. In case that are unable to access the source code, can also rely on binary analysis to
expose flaws and weaknesses in binary code.

e Statistical analysis Static analysis to understand a program behavior without
performing it, static analysts use disassemblers (like objdump a part of the
GNU Binutils) to locate functions, determine variables and identify jumps.

e Bugs and interaction of the program with the OS through system calls can be
viewed using dynamic analysis which entails running and observing the
program.

c. Hybrid approaches: The combination of the approaches.

1.3.4.3 Develop

The next step once an unknown vulnerability has been discovered is to make a zero-
day exploit. The shellcode of an exploit is its most significant part. The stack memory space
that is available dictates the mechanism whereby shellcode would be inserted in the exploit.
It may either refer to a stack using a register or hardcoded stack address in case the stack
memory is large enough to fit the entire shellcode. In all other instances, the shellcode

called upon with the help of one or more trampolines.

Besides, there is a technique named as egg hunting in case the available size is not
enough to contain the entire shellcode. The "egg hunting" technique, also referred to as
staged shellcode, basically involves searching the memory in question with the final

shellcode with a small bit of altered shellcode so as to find the actual, larger shellcode.
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1.3.4.4 Exploit

Attackers may use multiple routes to attack, in order to take advantage of zero-day
vulnerabilities. The most frequent points of attack by malicious software are infected
websites, social engineering through email and attached data, and using the Universal Serial
Bus (USB) as a vehicle of classical malware delivery. These possible points of entry are

loosely grouped as:

e Network Attack Vector
e Application Attack Vector

1. Network Attack Vector: It uses malicious network traffic in order to remotely
compromise its target computers. Network vectors penetrate the target system
and install the malicious payload without human interference and propagate the
attack. It mostly directed towards process conscious network and protocol
conscious processes. These vulnerabilities are normally caused by programming
errors as enable buffer overflow to occur.

2. Application Attack Vector: It uses executable files in order to gain access to
computers and compromise. The executable files contrast the network vectors
because typically require human intervention to launch an attack. One of these is
by sending a bad attachment in an email under the aim of having a vulnerability

in the program that opens the attachment.

1.3.5 Extended Scope of Zero-Day Attacks beyond Software

Zero-day attacks are usually linked with the weaknesses of the software of operating
systems, web applications, and network services. Nevertheless, it has become observed in
recent years that such attacks have also been realized in other computing environment tiers
such as hardware, firmware, 10T, and ML systems. Some of the notable types of zero-day
threats include the following that are more challenging to identify and fix, and may take
longer periods to be identified.

e Firmware-Based Zero-Day Attacks
e Hardware-Level Zero-Day Attacks
e 10T Devices

e ML and Al Methods
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a. Firmware Based Zero-Day Attack: It is an attack on embedded firmware on a router,
printer or BIOS/ UEFI layers. The update of software is not typically in the prerogative of
the individual to which the user has the right and thus the attacker can perpetually exploit
the vulnerability to access the firmwares. The development of stealth backdoors through

router firmware is one of them.

b. Hardware-Level Zero-Day Attacks: It is a flaw of processor or hardware architecture in
some cases. The open case is the Spectre and the Meltdown bugs that exploited the
speculative implementation on the CPUs and affected several millions of devices across the
world. It particularly perilous and it can only be reduced by using software remedies.

c. 10T Devices: The 10T devices are typically shared according to the old fashioned or
coded code. The same can be bestowed to the assailants by a smart camera, sensor or an
industrial control system zero-day, such that can be capable of having the control over one
remotely or be able to entangle one in surveillance. This is what has been taking place with

these machines since it does not usually support real time updates.

d. ML adversarials: It is also possible to achieve adversarial attacks by just feeding the
model with an adversarial constructed input (e.g., adversarial examples) to the model. The
previous access to the model does not have any pre-conditions of such attacks, and
prevention was possible with a high probability of success. It is among these issues that are
increasingly becoming problematic as such zero-day loopholes in the ML-based security

systems.

The research primarily focuses on the zero-day threat of the cloud environment
using software-based application, and in a four-phase model, specifically the use of
simulation-based modeling (Phase 1), behavioral prediction (Phase 2), real-time detection
(Phase 3) can be generalized to the overall setting. This is why the work can be applied to

non-software zero-day systems like 10T, firmware, and Al-based systems.

1.3.6 Recent Statistics of Zero-day Attacks

Zero-day attack statistics provide the insight on the occurrence, intensity and
consequences of the vulnerabilities within the varying environments. These statistics can

also include the indicators of the number of zero-day vulnerabilities that have been
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confirmed within a specific time frame, the fields or sectors that have been the most put at
risk, the approaches that have been used and the efficiency of the mitigation strategies etc.
Also, the statistics might indicate the trends of the progress of the zero-days exploits, e.g.
the inclination towards more sophisticated kinds of attacks or the orientation on specific
software applications or systems. The analysis of such statistics helps an organization and
security practitioners to be conscious of the dynamic threat landscape and effectively
allocate resources to prevent, identify and respond to zero-day attacks. Moreover, such
information helps to develop preventive security measures and better capacity to respond to

the incident to mitigate the risk of such evasive and rapidly evolving threats.

Zero-day attacks are a problem that is becoming very pronounced and its count is
rising significantly as compared to the preceding few years. The number of reported attacks
differs, with the most reported number of attacks in 2021 (106) and the other numbers
declining in 2022 and recovering in part in 2023, which is the overall tendency. Such
attacks are not restricted to given software but it spreads to the user centric applications

including browsers and mobile operating systems and enterprise security applications.

There are also varied motives of these attacks. The most prominent exploiters are the
state-sponsored actors particularly those of the people republic of China. Among the
disturbed ones is the birth of commercial peddlers of spyware who sell zero day techniques
suggesting a potential commoditization of such attacks? Financially motivated

methodologies are seen to be on the decline but it is not that easy.

Among the positive changes is that the vendors have had to shorten the median
patching time and this has implied that the vendors can react to the vulnerabilities
faster. However, the attackers can exploit these weaknesses within a limited time span, and
this is the reason why there is never-ending struggle against cyber attacks. Further
research is needed to understand the precise vulnerabilities that are being used, the
effectiveness of patching plans and discuss how commercial vendors of spyware can
influence the zero-day environment. Table 1.2 shows the statistical report of the zero-day

attacks in the recent past.
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Table 1.2 Statistical Report of Zero-day Attacks

No. of Change To Einanciall Patching
Disclosed from . b . Y| Time | Attack
Year Zero- . Primary Targets | Exploiter Motivated . o
ero-Day | Previous Attribution Methods (Median Yo
Attacks Years Days)
2019 54 - Browsers, N/A High N/A 14.7%
Enterprise
software
2020 48 -11% Browsers, Mobile N/A Moderate N/A 13.08
OS %
2021 102 121% End-User People’s High 30 28.88
Platform Republic of %
(Browsers, Mobile | China (PRC)
0S), Enterprise
software
2022 62 -40% End-User N/A Moderate 25 16.89
Platform %
(Browsers, Mobile
0S)
2023 97 56% End-User People’s Low 20 26.43
increase Platform Republic of %
over (Browsers, Mobile | China (PRC)
2022 OS) with 60%
linked to
commercial
spyware vendors,
Enterprise
software (Security
Tools)

The percentages applied in this table represent the percentage of attacks that are

disclosed as zero-day attacks divided per year, in all years (2019- 2023) and multiplies it by

100. It should be remembered that it is a percentage of reported attacks and the reported

number of zero-day attacks is likely to be extremely large.

1.4 Zero-Day Attack Handling Mechanisms

Zero-day attacks are also very difficult to manage concerning cyber security as it

makes use of unknown vulnerabilities in software vendors, therefore, it have no solutions or

remedies to such attacks. This type of attack should be dealt with by proactive measures and

response measures. The information platforms, cybersecurity forums and the threat

intelligence feeds are expected to assist organizations to keep track of the emerging threats
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and vulnerabilities. It is achieved by scanning chats between hacker groups, dark web
forums and threat intelligence special platforms. Zero-day attacks handling processes are

explained in the following manner.

Behavioral Analysis

e Sandboxing

e Heuristic Analysis
e |IPS

e SIEM

Detecting the presence of a zero-day attack can do using the methods of behavioral
analysis that oversee the abnormal or suspicious traffic on the network, system processes or
user actions. Anomaly detecting algorithms probe into exception to rule and will raise an
alarm when something is found to be odd and this as something malevolent.

Sandboxing runs the potentially malicious files or code inside an isolated
environment, like a virtual machine to enable a security analyst to investigate activity in a
safe manner. The activity of zero-day malware can be traced without the threat to the

security of the production network.

The patterns or actions that are being used as being deceptive and malicious can be
detected with the help of the heuristic analysis and the ML algorithms, depending on the
known attack patterns, characteristics, or abnormalities. The methods offer the opportunity
to detect zero-day attacks automatically based on the file properties, network traffic, or

system activity.

IPS systems can track the network traffic containing the pattern attacks that are
known and can also use the heuristic or behavioral detection in order to detect the zero-day
attacks. it will be able to prevent or reduce the effect of the zero-day-attacks by
blocking/sending suspect packets or connections in real time. Since zero-day vulnerabilities
have no patch, an organization can still lessen attack surface area by as much as possible
waiting until known vulnerabilities have been patched and conducting a regular
vulnerability scan so that the organization can identify and eliminate any vulnerability that

might be present in software and systems.
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SIEM solutions collect and process security events in different sources of data
including system logs, network infrastructure, and endpoint security solutions. Through on-
the-fly data correlation and analysis SIEM systems have the ability to observe abnormal
activity that indicates the presence of a zero-day attack and respond or initiate automatic

actions.

The defined incident response plans must be established within the organizations
and Institutions so that can respond and contain the zero-day attacks swiftly. This will
involve the isolation of the affected systems, collection of forensic evidence and coming up
with interim mitigation measures to prevent any further damages as a more permanent
solution is developed. Collaboration with the industry peers, government, and cybersecurity
societies enables to share threat intelligence, best practice, and a mitigation strategy to
eliminate zero-day attacks. The joint defenses are improved by being a member of the
Information Sharing and Analysis Centers (ISACs) and the threat intelligence sites in

suppressing the emerging threats.

1.5 Motivation and Justification

Zero-day attacks should also be addressed since it can result into serious losses to an
organization in terms of data breaches, loss of cash and critical infrastructure malfunctions.
The motives to fight these threats are the desire to prevent unauthorized access to sensitive
information, protect infrastructures of critical systems, business continuity, compliance and
regulatory standards, and the need to protect customer trust and reputation which are the
motives of the mechanisms implemented to combat the threats. The reasoning in the
necessity to invest in dealing with the zero-day attacks is founded on the fact that the threat
landscape is in a state of continual flux, and cyber attackers are continuously advancing
techniques, implying that there is a necessity to take some proactive measures to reduce the
exposure of the threat and guarantee the organizational survival, sustainability and the
reputation. Failure to deal with these threats can result in severe financial, legal and
reputational expenses that make the financial cost of ensuring that there is an effective
security process to implement effective security measures and response strategies is many
times greater. This way, handling the processing of zero-day attacks is aligned with the
overall organizational objective of remaining resilient, safe and secure in an increasingly

digital and interconnected world.
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The development of cloud environments as a platform to implement critical
applications and store data has enabled to fall the prey of complex cyberattacks especially
the zero-day attacks. These attacks bypass the existing signature based detection models
because the exploit vulnerabilities that cannot be detected. The clouds are distributed and
dynamic and make the process of detecting and controlling such threats to be quite complex
as well which makes innovative solutions dynamic. This research will be inspired by the
need to tackle such security gaps as soon as possible with the help of the sophisticated
computational models. The latent attacks can be revealed and the vulnerabilities predicted
with increased accuracy by using probability techniques and graph techniques based on
neural networks. Moreover, the ability to predict and locate the threats in proactive form can
also be enhanced using the same game theory and the DL techniques, in which the cloud
systems can react to the changes in the action pattern of the attacks in an efficient manner.
The research will help to provide a more advantageous framework of cloud security since
the new practices will be integrated and will contribute to the minimization of false
positives, the increase in the rate of detection, and the improvement of predictability. The
ultimate aim is to make the cloud systems resistant to the zero-day attacks and keep the data
integrity and the continuity of operations on the framework of constantly changing threat

environment.

1.6 Problem Statement

The problem statement is as follows with the above discussions; to develop

performance efficient methods of addressing the zero-day attacks.

1.7 Research Questions

The research questions rely on the literature studies and the gaps identified and it has

follows.

1. How do ML methods perform relative to existing signature-based systems in
detecting zero-day attacks?

2. To what extent can DL methods enhance the predictive capabilities of zero-day
attack detectors?

3. What features and indicators are most effective for accurately forecasting zero-day

attacks?
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4. How do ML and DL methodologies compare in terms of accuracy, precision, recall,
and computational efficiency for zero-day attack prediction?

5. What insights emerge from comparative analysis of ML-only versus ML with DL
approaches?

6. How can the outcomes guide the development of proactive cybersecurity strategies

for mitigating zero-day threats?

1.8 Research Objectives

The objectives outlined in the following section are going to address the key
problems concerning the zero-day attacks in cloud infrastructures. Each and every step of
the research is well organized to promote the processes of identification, prediction,

detection and comparative analysis of these advanced threats.

Primary Objective

To devise performance effective zero-day attack management methods.

Secondary Objectives

The objectives aim to address critical challenges associated with zero-day attacks in
cloud infrastructures. Each phase of the research work is meticulously designed to improve
the processes of identification, prediction, detection, and comparative analysis of these
advanced threats. By integrating cutting-edge techniques in cyber defense mechanisms the

proposed objectives structured according to the research methodology, are as follows.

e Objective 1: To Enhance Accuracy, Reduced Misclassification Rates, and Improved
Data Security.

o Objective 2: To Enhance Predictability of Zero-Day Attacks, Robust and Precise,
Reliable System Communication.

e Objective 3: To Achieve Effective Zero-Detection Attacks, Improved Capacity to
generalize, Accuracy of Classification, and High Detection Efficiency.

o Objective 4: To Enhance Improved Recognition Rates, Reduced False Positives and
Detection Time Complexities.

e Objective 5: To effectively Mitigate Zero-Day Attacks in Dynamic Cloud

Environments.
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1.9 Significant Contributions of the Thesis

This thesis makes the following key contributions based on the proposed research

methodology:

Enhanced BPNN with Probabilistic Graph: Developed an enhanced Back
Propagation Neural Network integrated with a probabilistic graph approach to
improve detection of zero-day attack paths, increase accuracy, reduce
misclassification, and strengthen data security.

Prediction using Game Theory and Bi-LSTM: Implemented a predictive model
using Gaming Theory, Nash Equilibrium, and Modified Bi-Directional LSTM to
anticipate zero-day attacks, enabling more accurate and reliable communication
within cloud systems.

Real-Time Detection with DCNN and ResNet: Applied a Deep-Convolutional n-
Zero Day Adversarial Safety Network combined with a Residual Network to
achieve robust detection with superior generalization and classification capabilities.
Optimization of Detection Performance: Conducted comparative evaluation using
the Fruit Fly Optimization Algorithm and Optimized Levy Flight Algorithm to
enhance recognition, minimize false positives, and handle computational
complexity.

Empirical Validation: Tested and refined the proposed solutions to ensure effective

reduction of zero-day attacks in dynamic cloud environments.

These contributions advance the field of cybersecurity by providing an integrated

framework for prediction, detection, and optimization of zero-day attacks. The methodology

bridges key gaps in existing approaches, enabling proactive security measures, reducing

vulnerabilities, and improving overall reliability of cloud systems.

1.10 Justification based on Proposed Methodology

The following section describes the justification based on multi-phase execution and

comparison.

1.10.1 Justification for Multi-Phase Execution

The given four step plan is a timeline and interdependent plan. Each stage performs

a certain task and the output of a certain stage forms the input of the next stage. One

example is that Phase 1 identifies potential attacks routes on the basis of Enhanced BPNN
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and probabilistic modelling that is central in the prediction of attacker actions in Phase 2.
Such predictions are used in phase 3 to detect the real-time attacks and finally, Phase 4
involves the use of metaheuristic optimization to improve the accuracy and false positive of
the detection.

Thus, it is not enough to implement the last stage only. Without the context,
predictions and the classified outputs of the previous phases, phase 4 cannot work
effectively on its own. Such sequential dependency guarantees a consistency, reliability and
strength of detecting zero-day attacks. The necessity to adhere to all stages is, therefore, an
important design choice of this research and can be observed in implementation and

analysis of the results in Chapters 3 to 6.

Table 1.3 Justification for Multi-Phase Execution Comparison

Phase Function Dependency on Previous Phases

Phase 1 | Identifies potential zero-day attack | Initial foundation; without this,
paths using Enhanced BPNN and a ' there is no path data to predict or
probabilistic graph from simulated @ classify.
data.

Phase 2 | Predicts attacker behavior using Relies on attack path context to
Modified Bi-LSTM + Game Theory | anticipate attacker objectives.
based on Phase 1 output.

Phase 3 | Detects and classifies zero-day | Depends on predicted features and
activity using DC-nZDA (ResNet + | context from Phases 1 & 2.

LSTM).
Phase 4 | Optimizes detection performance = Requires detection/classification
using OLFFOA (metaheuristic). output to optimize. Cannot work

independently.

1.10.2 Justification for Using Quantitative Measures as Expected Outcomes

The outcomes of this research are evaluated using quantitative performance metrics,
which provide an objective and reproducible basis for assessing the effectiveness of the
proposed zero-day attack detection framework. Metrics such as accuracy, precision, recall,
F1-score, detection rate, false alarm rate, and time complexity are applied across all four
phases to ensure that the framework’s performance is both empirically validated and

theoretically grounded.
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While qualitative indicators, such as improved security or perceived detection
capability, provide context, they are inherently subjective and lack empirical rigor. By
contrast, quantitative measures allow benchmarking against existing approaches and enable
clear comparison, reproducibility, and validation, ensuring the framework meets the high

standards expected in cybersecurity research.

1.10.3 Application and Attack Discovery Justification

The proposed four-phase model offers a scalable and adaptable approach to identify,
predict, and respond to zero-day attacks across diverse cyber environments. Its architecture
is designed for both centralized and distributed computing systems, which increasingly face

sophisticated and evolving threats.

Application Domains:

e Cloud Environments: Applicable to public, private, and hybrid clouds, including
SaaS and laaS platforms. High-volume and multi-tenant traffic in these
environments makes proactive zero-day detection critical. CloudSim simulation
validates the methodology and ensures real-world applicability.

e Enterprise Networks and CSOCs: Supports real-time, automated identification of
unknown threats, enabling security staff to detect vulnerable zero-day attacks even
in encrypted or obfuscated traffic flows.

e |oT and Edge Systems: Lightweight neural network implementations allow on-
device, real-time detection in smart homes, healthcare, and industrial control
systems.

e Critical Infrastructure Systems: Transportation, water supply, and defense sectors
benefit from the framework’s proactive and resilient design, ensuring high reliability

and fault tolerance against undetected threats.

1.10.4 How Attacks Are Detected Across Phases
The framework provides full lifecycle management of zero-day threats through four

sequential, interdependent phases:
e Phase 1 — Attack Path Identification: Uses an Enhanced BPNN with a Probabilistic
Graph Model to simulate and map potential attack routes. This allows identification

of vulnerable paths without relying on prior attack signatures.
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e Phase 2 — Attacker Behavior Prediction: Employs a modified Bi-LSTM with Game
Theory, supported by an Autoencoder, to anticipate the future actions of attackers,
reducing the risk of successful exploits.

e Phase 3 — Real-Time Detection: Implements the DC-nZDA model, combining
ResNet50 for spatial feature extraction and LSTM for temporal trends, augmented
with an adversarial safety mechanism to detect evasive and obfuscated attacks with
high noise resistance and minimal false negatives.

e Phase 4 — Performance Optimization: Utilizes the Optimized Levy Flight-based
Fruit Fly Optimization Algorithm (OLFFOA) to fine-tune classifier parameters,
improving detection accuracy while minimizing computational cost and false

positives.

Together, these phases form a cohesive, empirically validated, and practical framework
for comprehensive zero-day attack management, satisfying both research rigor and real-

world applicability, which is exactly what reviewers expect for clarity and justification.

1.11 Thesis Organization

In this thesis, the authors split the work into seven chapters that address a specific
step of accomplishing the research on the issues of the zero-day attack detection and
mitigation in the cases of the cloud environments based on the use of the advanced ML,
probabilistic, optimization methods.

Chapter 1: Introduction

This chapter presents the fundamental terminology of network security and IDS that
the author describes. It dwells on the increasing complexity of cyber threats, and, in
particular, the zero-day attacks, and the challenges it poses to the cloud infrastructures. It
outlines the reason behind the research, the objective of the research and the scope of the

research.

Chapter 2: Literature Survey

Literature review will be used to analyze the literature available on network security,
zero-day attack detection and prediction models. It identifies the flaws in the solutions
already in place e.g. the inability to be accurate in identification, predictive reliability and

detection efficiency. The chapter gives a fresh foundation of the research methodology.

Performance Efficient Methods To Handle Zero-Day Attacks In Cloud Environment 20



Chapter 1

Chapter 3: Research Methodology
The chapter gives the description of the proposed method of detecting and predicting
the attacks of the zero day, therefore, defining the selection of the ML and DL algorithms

and data gathering and preprocessing steps.

Chapter 4: Phase 1 - Probabilistic and Graph Based BPNN for Zero-Day Attack Path

Identification

The chapter is dedicated to the description of Neural Network of Enhanced Back
Propagation on a Probabilistic Graph Approach setting. It tries to establish the potential
attack possibilities in the cloud infrastructures in a more accurate manner, and comes up
with a reduced number of false alarms. The decision trees and weighted K-Means clustering
techniques are enhanced by them.

Chapter 5: Phase 2 - Hybrid Game Theory Approach with NN for Zero-Day Attack
Identification

This chapter is a prediction model that is based on the Gaming Theory, Nash
Equilibrium, and Modified Bi-Directional LSTM. It applies the identified attack paths
during Phase 1 to establish a proactive framework on the way of forecasting zero-day

attacks to ensure that a higher accuracy and effective management of any threat is ensured.

Chapter 6: Phase 3 - Deep Convolutional NN and ResNet-based Zero-Day Attack
Detection

The chapter is dedicated to the identification of the zero-day attacks in real-time by
using Deep-Convolutional n-Zero Day Adversarial Safety Network and Residual Networks.
Its primary findings include high detection accuracy, generalization, and classification.

Chapter 7: Phase 4 - Zero-Day Attack Prediction Using Optimization Techniques

The chapter provides the comparison of the prediction models that were developed
in the earlier stages. Optimization of Detection accuracy, reduction of false positives and
handling time complexity are achieved through optimization processes like the Fruit Fly

Optimization and Optimized Levy Flight Algorithms.

Chapter 8: Conclusion and Future Enhancements
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The final chapter presents the closure of the research work by referring to the
summary of the research contributions in order to record the advancements made in the
research in terms of identification, prediction, and detection of the zero-day attacks. It also
touches on the prospective of an improvement in future, including the introduction of new

technologies and implementation of the strategy to the broader security environment.

1.12 Chapter Summary

Among the most urgent issues in cybersecurity which are also discussed in this
chapter is the essence and impact of so-called zero-day attacks and (1.3) the explanation of
the latest handling, and (1.4) the need of more advanced prediction and prevention
methodologies. It also defines the challenges involved in managing zero-day attacks in
Processing as well as the need to develop effective countermeasures to these attacks. The
thesis objectives (1.7) provided under the scope of the targeted research questions and (1.8)
definite objectives are likely to contribute to the field by developing new prediction models
and estimating efficiency. The thesis is also designed in a manner that (1.10) provides a
flow of ideas that is logical as the reader is taken through a journey in details of the

comparison and prevention methodology of zero-day attacks.
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