
170 Securing the VANET through a Hybrid Approach by Mitigating DoS Attacks and its 

types with Self-healing and Immunization 

 

  

 

 

 

 

Conclusion 

CHAPTER 6 

FUTURE SCOPE  

The proposed research presents a three-phase methodology that successfully 

secures VANETs by detecting and preventing DoS attacks with integrated self-healing 

and immunization, laying a strong foundation for future advancements. Potential 

directions include:  

The three-phase methodology enforces TRHE with Hex-Tuple matched mapping 

for secured transmission. However, future research could focus on developing stronger 

privacy measures to further enhance VANET performance. 

Optimization techniques adopted for the immunization based on MFO rely on 

high PDR for efficient data delivery. The current approach optimizes single attributes like 

stable clusters and reliable relay nodes. Future research into a multi-attribute optimization 

approach would balance scalability, communication efficiency, and reliability, leading to 

more robust VANET performance. 

Emerging technologies like edge computing, AI-based anomaly detection, and 

5G/6G connectivity can be explored to improve real-time attack detection, reduce 

response times, and enhance the overall resilience of VANET infrastructures. 

 

 

 

 

 

 


