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ANNEXUREI
Sample Dataset for IRIS database used for Biometric Authentication
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ANNEXURE II

Sample Dataset for Malware applications

S.No

APPLICATION
NAME

PERMISSIONS

whatsapp

ACCESS_COARSE_LOCATION,
ACCESS_FINE _LOCATION, ADD VOICEMAIL,
CALL_PRIVILEGED, CAMERA,
AUTHENTICATE_ACCOUNTS, SEND_SMS,
USE_CREDENTIALS, BLUETOOTH_PRIVILEGED,
WRITE_SETTINGS

hike

ACCESS_COARSE_LOCATION,
ACCESS _LOCATION_EXTRA COMMANDS,

READ CONTACTS, WRITE_CONTACTS, INTERNET,
ACCESS NETWORK_STATE,

BIND ACCESSIBILITY SERVICE, WAKE LOCK,
SEND SMS, READ SMS, WRITE_SMS

viber

ACCESS NETWORK_STATE,
ACCESS_MOCK_LOCATION, RECEIVE_SMS,
BLUETOOTH PRIVILEGED, DELETE_PACKAGES,
BIND DEVICE_ADMIN, CHANGE CONFIGURATION,
WRITE_GSERVICES, WRITE_SETTINGS

line

ACCESS_SURFACE_FLINGER, ACCESS WIFI STATE,
BROADCAST SMS, AUTHENTICATE ACCOUNTS,
RECEIVE_SMS, CHANGE_WIFI STATE,
WRITE_SETTINGS, SET POINTER_SPEED,
BROADCAST SMS, GET ACCOUNTS,

SET POINTER SPEED
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we chat

ACCOUNT MANAGER, CALL PHONE,

BIND ACCESSIBILITY SERVICE,

SET PROCESS LIMIT, WRITE VOICEMAIL,
BLUETOOTH PRIVILEGED, SET POINTER SPEED,
INJECT EVENTS, CALL PHONE, ADD VOICEMAIL

skype

AUTHENTICATE_ACCOUNTS, BATTERY STATS,
CAMERA, KILL BACKGROUND PROCESSES,
SET TIME ZONE, SET_PROCESS LIMIT,
BROADCAST SMS, RECEIVE_SMS,

BIND DEVICE ADMIN

facebook

BIND ACCESSIBILITY SERVICE, BIND APPWIDGET,
READ FRAME BUFFER,
CAPTURE_SECURE_VIDEO OUTPUT,

BROADCAST SMS, SET TIME ZONE,
WRITE_VOICEMAIL

twitter

BIND DEVICE_ADMIN, CHANGE CONFIGURATION,
READ LOGS, AUTHENTICATE ACCOUNTS,
SET_PROCESS LIMIT, SET POINTER SPEED,
HARDWARE TEST

gmail

BLUETOOTH_PRIVILEGED, CHANGE WIFI STATE,
REBOOT, SET TIME ZONE,

BIND ACCESSIBILITY SERVICE, WRITE GSERVICES,
SET PROCESS LIMIT

10.

snapchat

BROADCAST SMS, BROADCAST STICKY,
DELETE _CACHE FILES,
CAPTURE_SECURE_VIDEO OUTPUT,

BIND DEVICE_ADMIN, CHANGE CONFIGURATION,
ACCESS_COARSE_LOCATION,

WRITE_HISTORY BOOKMARKS
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11.

flipkart

CALL PHONE, CALL PRIVILEGED, DEVICE POWER,
ACCESS_COARSE_LOCATION,
ACCESS_SURFACE_FLINGER, USE_CREDENTIALS

12.

ebay

CAMERA, CAPTURE AUDIO OUTPUT,
SUBSCRIBED FEEDS READ, SEND SMS,
ACCOUNT MANAGER, UNINSTALL SHORTCUT,
DELETE CACHE FILES, BIND DREAM SERVICE,
UNINSTALL_SHORTCUT

13.

quikr

CAPTURE_SECURE_VIDEO OUTPUT,
WRITE_GSERVICES, SEND_SMS,
AUTHENTICATE_ACCOUNTS, STATUS_ BAR,
DEVICE_POWER

14.

Olx

CHANGE_CONFIGURATION,
CHANGE_NETWORK_STATE, WRITE_SETTINGS,
BIND_ ACCESSIBILITY_ SERVICE, WRITE CALL LOG,
WRITE GSERVICES, SEND SMS,

BROADCAST STICKY

15.

Amazon

CHANGE WIFI_STATE, CLEAR_APP _CACHE,
WRITE_VOICEMAIL, WRITE_HISTORY BOOKMARKS,
BIND DEVICE ADMIN, SET PROCESS LIMIT,
AUTHENTICATE_ACCOUNTS

16.

Jabong

DELETE CACHE FILES, DELETE PACKAGES,
WRITE HISTORY BOOKMARKS,

SET POINTER SPEED, CALL PHONE,

BIND ACCESSIBILITY SERVICE

17.

snapdeal

DEVICE _POWER, GET_ACCOUNTS,
USE CREDENTIALS, WRITE HISTORY BOOKMARKS

18.

Myntra

HARDWARE TEST, INJECT _EVENTS,
WRITE SETTINGS, SET_TIME ZONE,
GET_ACCOUNTS, USE_CREDENTIALS.
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19.

Yebhi

INSTALL LOCATION PROVIDER, GET ACCOUNTS
USE CREDENTIALS, SET TIME ZONE,
WRITE HISTORY BOOKMARKS

2

20.

homeshop18

READ EXTERNAL STORAGE,
ACCESS_COARSE_LOCATION,
ACCESS_SURFACE_FLINGER, USE_CREDENTIALS

21.

subway surfer

READ INPUT STATE, SEND SMS,
CAPTURE_SECURE_VIDEO OUTPUT,
WRITE_VOICEMAIL, DELETE_CACHE FILES,
READ FRAME BUFFER, WRITE_GSERVICES,
READ LOGS

22.

Temple run

READ SYNC_SETTINGS,
ACCESS_COARSE_LOCATION, READ LOGS,
DEVICE POWER, HARDWARE TEST,
WRITE_HISTORY BOOKMARKS,
ACCESS_FINE_LOCATION,
SET_PREFERRED APPLICATION,

CHANGE WIFI_STATE, REBOOT

23.

angrybirds

RECEIVE_SMS, SEND_SMS, SET TIME,
CHANGE_CONFIGURATION,
AUTHENTICATE_ACCOUNTS

24.

flappy bird

SET POINTER SPEED, SET PROCESS LIMIT,
BIND ACCESSIBILITY SERVICE
ACCESS_COARSE LOCATION,
CHANGE_WIFI STATE,

SET PREFERRED APPLICATIONS

25.

candy crush

SET_PROCESS_LIMIT, SYSTEM_ALERT WINDOW,
SEND_SMS, SET POINTER SPEED,
BIND DEVICE ADMIN, SET PROCESS LIMIT,
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CAPTURE_SECURE_VIDEO OUTPUT

26.

red stone

SET TIME ZONE, WRITE GSERVICES, SEND SMS
WRITE HISTORY BOOKMARKS,
BLUETOOTH PRIVILEGED

2

27.

gem miner

SUBSCRIBED FEEDS READ, WRITE SETTINGS,
SYSTEM_ALERT WINDOW,
CAPTURE_SECURE _VIDEO OUTPUT, SEND_SMS,
BROADCAST SMS

28.

bubble shot

WRITE_GSERVICES, CALL_PHONE,
WRITE_VOICEMAIL, AUTHENTICATE_ACCOUNTS,
CHANGE_CONFIGURATION,
ACCESS_SURFACE_FLINGER,

WRITE_HISTORY BOOKMARKS

29.

jewels

WRITE_SETTINGS, WRITE_SMS,
ACCOUNT MANAGER,
WRITE_HISTORY BOOKMARKS,
BIND ACCESSIBILITY SERVICE,
CHANGE WIFI_STATE

30.

sudoko

WRITE_VOICEMAIL, DELETE_PACKAGES,
BIND DEVICE_ADMIN,
USE_CREDENTIALS,
CAPTURE_SECURE_VIDEO OUTPUT,
AUTHENTICATE_ACCOUNTS

31.

mario

HARDWARE_TEST, CHANGE_CONFIGURATION,
ACCESS_COARSE LOCATION

WRITE_HISTORY BOOKMARKS, WRITE_SETTINGS,
UNINSTALL SHORTCUT

BIND ACCESSIBILITY SERVICE
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32.

bike race

WRITE GSERVICES, BIND DEVICE ADMIN,
STATUS BAR, CHANGE WIFI STATE, SEND SMS,
WRITE VOICEMAIL, USE CREDENTIALS

33.

car race

ACCESS_COARSE_LOCATION,

BLUETOOTH PRIVILEGED, WRITE CALL LOG,
SET PROCESS LIMIT, UNINSTALL SHORTCUT,
DELETE CACHE FILES

34.

crazy taxi

SEND_SMS, WRITE_GSERVICES, DEVICE_POWER,
BROADCAST SMS
CAPTURE_SECURE_VIDEO OUTPUT, STATUS BAR.

35.

bigshot

SET PROCESS LIMIT, AUTHENTICATE ACCOUNTS,
WRITE CALL LOG, WRITE HISTORY BOOKMARKS,
BLUETOOTH_PRIVILEGED

36.

death rally

CAPTURE_SECURE_VIDEO OUTPUT,
ACCESS_COARSE LOCATION,

BIND ACCESSIBILITY SERVICE,

BLUETOOTH PRIVILEGED,SEND_SMS,
WRITE_CALL LOG, WRITE_HISTORY BOOKMARKS

37.

Talking tom

SEND_SMS, BIND DEVICE_ADMIN,
AUTHENTICATE_ACCOUNTS, CALL PHONE,
BROADCAST SMS, CHANGE WIFI STATE,
ACCESS_COARSE_LOCATION

38.

rapis toss

SEND_SMS, DELETE_CACHE_FILES, CALL_PHONE,
BLUETOOTH_PRIVILEGED,
CAPTURE_SECURE_VIDEO OUTPUT,

BIND ACCESSIBILITY SERVICE

39.

goal tracker

ACCESS_COARSE_LOCATION, SEND_SMS,
BIND DEVICE ADMIN,
CAPTURE_SECURE _VIDEO OUTPUT, CAMERA
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40.

basket ball toss

SEND_ SMS, WRITE HISTORY BOOKMARKS,
USE CREDENTIALS, HARDWARE TEST,
CAPTURE_SECURE_VIDEO_OUTPUT,
BLUETOOTH PRIVILEGED

41.

app lock

SEND_SMS, WRITE_HISTORY BOOKMARKS,
CHANGE WIFI_STATE,
CHANGE_CONFIGURATION,

INSTALL LOCATION PROVIDER,

UNINSTALL SHORTCUT, SET PROCESS LIMIT

42.

dictionary

SEND_ SMS, WRITE HISTORY BOOKMARKS,
STATUS BAR, UNINSTALL SHORTCUT,

CHANGE_WIFI STATE, ACCESS_COARSE_LOCATION

43.

uc browser

SEND_SMS, SET POINTER SPEED,
USE_CREDENTIALS, STATUS BAR,
DELETE_CACHE FILES, DEVICE POWER,
UNINSTALL_SHORTCUT

44,

opera mini

SEND_SMS, STATUS_BAR,
AUTHENTICATE_ACCOUNTS, DEVICE_ POWER,
SET PROCESS_LIMIT, WRITE CALL LOG,
UNINSTALL _SHORTCUT, READ LOGS

43.

true caller

SET PROCESS LIMIT, REBOOT, STATUS BAR,
AUTHENTICATE ACCOUNTS, SET_TIME ZONE,
RECEIVE_SMS, BIND ACCESSIBILITY_ SERVICE,
WRITE CALL LOG

46.

google chrome

SEND_SMS, BIND ACCESSIBILITY SERVICE,
RECEIVE_SMS, BIND DEVICE_ADMIN,
SET_PROCESS_LIMIT, SET POINTER SPEED,
AUTHENTICATE_ACCOUNTS

47.

go launcher

ACCESS_COARSE LOCATION , SET PROCESS_LIMIT,

SEND SMS, BLUETOOTH PRIVILEGED,
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SET_POINTER SPEED,
BIND ACCESSIBILITY SERVICE

SEND SMS , AUTHENTICATE ACCOUNTS,
BIND DEVICE ADMIN, SET PROCESS LIMIT,

48. | nova launcher CHANGE CONFIGURATION,

ACCESS COARSE LOCATION

SEND SMS , WRITE HISTORY BOOKMARKS,
49. | flash transfer STATUS BAR, BIND DEVICE ADMIN,

CHANGE CONFIGURATION, CHANGE WIFI STATE
50. | battery doctor CAPTURE _SECURE VIDEO OUTPUT,

SET PROCESS LIMIT, CHANGE WIFI STATE,
BIND DEVICE ADMIN, SET TIME ZONE
SYSTEM ALERT WINDOW,

BLUETOOTH PRIVILEGED

A Comprehensive Approach to Mobile Device and Data Security using Iris Authentication,
Malware Detection, Secured Cloud Storage and Retrieval 139




Annexures

ANNEXURE III

Sample Dataset for Encryption Files

aes.txt, one.txt, two.txt, five.txt, fifteen.txt, rsa.txt, sam.txt, ten.txt, timings.txt, o.txt,
config.txt, ABCD.txt, Adder.txt, BARTEE txt, biometric.txt, camera.txt, changelog.txt,
crypto.txt, common.txt, config.txt, contacts.txt, receipients.txt, sender.txt,Decode.txt,
Disclaimer.txt, encode.txt, errors.txt, eula.txt, four.txt, help.txt, install.txt, iris.txt, face.txt,
sign.txt, installation.txt, john.txt, java.txt, jscript.txt, jvm.txt, jk.txt, key.txt, three.txt,
Korean.txt, license.txtlinks.txt, logtxt, messagel.txt, mess.txt, digest.txt, math.txt,
message.txt, main.txt, multi.txt, notes.txt, noise.txt, nets.txt, open.txt, oscillation.txt,
odd1 txt, ordinary.txt, adderl.txt, seven.txt, oral.txt, printl.txt, patents.txt, procedure.txt,
projl.txt, proj2.txt, cryptl.txt, cryptaes.txt, readme.txt, ripple.txt, rsa-encrypt.txt,
encrypt.txt, decrypt.txt, uploading.txt, downloading.txt, upper.txt,serial.txt, shift.txt,
register.txt,system.txt, sys.txt, sync.txt, trademarks.txt, textfile.txt, torrent.txt, traditional .txt,
terminal txt, roman.txt, related.txt, test.txt, torch.txt, uninstall.txt, version.txt, winxp.txt,
vee.txt, wiki.txt, version3.txt, versiond.txt, version5.txt, malware.txt, virus.txt, worm.txt,
myfile.txt, sms.txt, surftxt, choice.txt, surround.txt, systemreg.txt, status.txt,
synchronous.txt, update txt, terra.txt, it.txt, iot.txt, subway txt, temp.txt, pgp.txt, variable.txt,
vast.txt, various.txt, radio.txt, radius.txt, whatsappmedia.txt, hike.txt, elliptic.txt,
symmetric.txt, hash.txt, hybrid.txt, aesrsa.txt, aesecc.txt, des.txt, messagedig.txt, cloud.txt,
phase.txt, file.txt, fuzzy txt, keywords.txt, plaintext.txt, plainl.txt, plain2.txt, plain3.txt,

search.txt, source.txt.
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irisl,jpeg, photojpeg, facebook]peg, whats.jpeg,
DSCO0003 jpeg, DSC0004jpeg, DSCO0005.jpeg,
DSCO0008 jpeg, DSC0009 jpeg, DSCO0010.jpeg,
DSCO0013 jpeg, DSCO0014jpeg, DSCO0015.jpeg,
DSCO0018 jpeg, DSCO0019jpeg, DSC0020.jpeg,
DSCO0023 jpeg, DSC0024jpeg, DSCO0025.jpeg,
DSC0028 jpeg,

DSC0001 jpeg,

DSCO0006 jpeg,
DSCO0011 jpeg,
DSC0016 jpeg,
DSCO0021 jpeg,

DSC0026 jpeg,

DSC0002 jpeg,
DSCO0007 jpeg,
DSCO0012 jpeg,
DSC0017 jpeg,
DSCO0022 jpeg,

DSC0027 jpeg,

IMG201601 jpeg, IMG201602.jpeg, IMG201603 jpeg, IMG201604 jpeg,

IMG201605.jpeg,IMG201606.jpeg, IMG201607 jpeg, IMG201608.jpeg, IMG201609 jpeg,

IMG201610.jpeg,IMG201611 jpeg, IMG201612 jpeg, IMG201613 jpeg, IMG201614 jpeg,

IMG201615 jpeg.
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ANNEXURE IV
Sample Dataset for Keyword Search in RFMKS

Entertainment files

Hello, chatmessage, fuzzy search, camera, photo, digital, image, lens, photography, art, slr,
wedding, film, video, bluray, dvdrip, cctv, stereo, mono, audio, wavefile, radio, headline,
news, channel, entertainment, Nikon, canon, sony.

Contact files

Name, number, log, display, clear, delete, call, missed call, import, export, accounts,
settings, add contact, family, sms, bulk sms, groups, friends list, mms, friends, coworkers,
frequent contact, all contacts, speed dial, favorites, block.

Location files

Map, trace, operator, address, city, GSM, provider, earth, traffic, bicycle, terrain, transit,
direction, starting point, destination, walking, flights, driving, home, work, street view,
imagery, tilt view, zoom in, zoom off.

Calendar files

Calendar, days, week, month, search, events, remainder, schedule, birthdays, holidays,
settings, goal, refresh, January, February, march, april, may, june, july, august, September,
October, November, December, leap year.

Social Network files

Facebook, whatsapp, twitter, snapchat, imo, skype, messenger, Hangout, gmail, truecaller,
telegram, groupme, line, kakao talk, kik, tango, linkedin, cubie, hike, BBM, viber, nimbuzz,
chaton, voxer, rocketalk, youtube, googleplus, yahoo messenger, imdb, GitHub, Periscope,
Doximity, AIM, LiveProfile, Beluga, Convore, google latitude, foursquare, atzip, waze,
Fiddme, vine, reddit, quora, dribble, Loopt, Instagram, flickr, socialcam, photo trader, dream

stream, liveshare, phototreats, postage, songmate.
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