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1.Introduction 
Information and communication technologies have 

accelerated human tasks while introducing new risks, 

such as network model intrusions [1]. Intrusion in 

information systems refers to unauthorized attacks on 

data integrity, availability, and confidentiality, 

including data alteration or destruction [2]. Predicting 

zero-day attacks (ZDA) remains one of the biggest 

challenges in intrusion detection systems (IDS) [3].  

 

 

 

 
*Author for correspondence 

 

Figure 1 illustrates the zero-day vulnerability 

timeline architecture, outlining the lifecycle of 

security flaws from discovery to exploitation and 

eventual patching [4, 5]. 

 

To mitigate these risks, researchers have developed 

IDS solutions to identify and reduce harmful network 

activity, ensuring system security [6, 7]. Most IDS 

are either anomaly-based or signature-based [8]. 

Anomaly-based IDS can detect irregularities in 

normal network activity patterns, making them 

effective in identifying unknown attacks, though they 

tend to produce more false positives (FPs) [9]. In 

contrast, signature-based IDS are effective at 
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recognizing known attack patterns but cannot detect 

new, previously unrecorded threats [10]. 

 

 

  

 
Figure 1 Zero-day vulnerability timeline 

 

ZDA prediction exploits undisclosed vulnerabilities 

in software, making it one of the most complex 

challenges in IDS [11]. ZDAs pose a significant 

threat as they target vulnerable systems before a fix is 

available [12]. Figure 2 illustrates the lifecycle of a 

ZDA, detailing the stages from vulnerability 

discovery to exploitation. These attacks typically 

involve multiple steps, including vulnerability 

identification, weaponization, and exploitation [13]. 

Signature-based IDS are ineffective in detecting 

ZDAs, whereas anomaly-based IDS perform better in 

identifying previously unknown attacks [14]. 

However, anomaly-based approaches suffer from low 

accuracy and high false positive rates, which limit 

their reliability. 

 

 
Figure 2 Lifecycle of ZDA 

 

ZDA lacks preset indicators, and prior information is 

challenging to identify and impossible to predict [15]. 

The complexities of such attacks have not been fully 

addressed by traditional machine learning (ML) 

models and some deep learning (DL) methods [16–

18]. Since many models fail to function consistently 

on new data, insufficient datasets for testing and 

training are particularly problematic [19]. ZDA 

detection leverages recent advancements in DL 

frameworks, including convolutional neural network 

(CNNs), long short-term memory auto-encoder 

(LSTM-AE), and generative adversarial networks 

(GANs). However, these approaches face challenges 

related to generalizability and scalability [20–22]. In 

this context, federated learning (FL) is emerging as a 

promising approach to enhance the anomaly 

detection performance of ZDAs across various 

scenarios in the internet of things (IoT) and 5G 

networks [23, 24]. Additionally, another innovative 

approach involves using GANs to generate synthetic 

ZDA samples, which can improve classifier training 

and enhance robustness [25]. 

 

Previous research on zero-day malware detection has 

addressed several significant challenges. Existing 

IDS, which primarily rely on signature-based or 

heuristic algorithms, often fail to identify new or 

sophisticated attacks [26]. ML-based approaches 

frequently suffer from limited dataset diversity and 

generalization issues, as they depend heavily on 

labeled data that may not accurately represent real-

world threats, as discussed by [27, 28]. Additionally, 

adversarial attacks exacerbate these challenges by 

exploiting vulnerabilities in model training. 

Moreover, many models designed to handle the 

complexities of ZDAs lack effective feature selection 

and processing mechanisms [29, 30]. 

 

Traditional detection approaches face significant 

challenges due to the increasing complexity and 

frequency of zero-day malware attacks, as well as 

their ability to exploit unknown vulnerabilities. 

Existing models often struggle with limited dataset 

diversity, poor generalization, and the difficulty of 

accurately replicating real-world zero-day threat 

scenarios. This study is driven by the urgent need to 

develop a robust system capable of overcoming these 

limitations through adversarial learning and enhanced 

dataset complexity. As a result, the detection of 

previously unseen malware is improved. The ultimate 

goal is to create a scalable and adaptable system to 

combat emerging cyber threats effectively. 

 

This study employed a ResNet-50-based CNN to 

address these challenges by developing a DL-based 

IDS for real-time ZDA detection. The proposed 

approach minimized FPs while enhancing detection 

accuracy and scalability, enabling it to efficiently 

manage high network traffic. The primary objective 

was to improve the prediction and detection of zero-

day vulnerabilities using DL methodologies, thereby 

strengthening IDS in handling emerging cyber 

threats. 

 

The main aim is to develop and evaluate the deep 

convolutional zero-day adversarial safety network 

(DC-nZDASN) framework for generating adversarial 

malware samples that mimic real-world threats, 

thereby enhancing zero-day malware detection. This 

approach focuses on increasing dataset diversity 

through feature modification, stabilizing training 

Zero-day vulnerability timeline 
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using deep auto-encoders (AEs), and training the 

discriminator to recognize malware-specific patterns. 

This research presents a comprehensive framework 

for ZDA prediction and detection, incorporating 

advanced feature selection, model training, and 

classification techniques. The hybrid approach of 

random forest (RF) and logistic regression (LR) 

ensures optimal feature selection, while dataset 

preparation utilizes a standard scaler and decision 

tree regression (DTR) for pre-processing. ResNet-50 

and long short-term memory (LSTM) are integrated 

into the training phase to improve prediction 

performance, with further enhancements achieved 

using Adam optimization (AO). Additionally, 

stacking ensemble classification (SEC), LR, gaussian 

naïve bayes (GNB), decision tree (DT), and support 

vector machine (SVM) were used for classification. 

 

The paper is organized as follows: Section 2 presents 

an overview of related works. Section 3 introduces 

the proposed model, describing its architecture and 

methodology. Section 4 details the experimental 

results, providing analysis and interpretation. Finally, 

Section 5 concludes the paper by summarizing the 

key contributions and outlining directions for future 

research. 

 

2.Literature review 
This section discussed the related work to provide a 

more expansive idea focusing on ZDA prediction. 

Idhammad et al. [31] provided a supervised CNN 

architecture for edge systems that addressed latency 

and limited resources. Their technique complemented 

the studies on dispersed edge network protection, 

matched research on feature extraction, and 

underlined the robustness of CNN in distributed 

denial-of-service (DDoS) traffic detection. 

 

Older models relied heavily on rule-based or 

statistical techniques that struggled with flexibility 

and accuracy. IDs have evolved significantly. Lin et 

al. [32] proposed cluster center and nearest neighbor 

(CANN), a strategy that combined cluster centers 

with nearest neighbors to increase detection accuracy 

and efficiency. It used cluster-based preprocessing 

for data dimensionality reduction and computation 

efficiency improvement. The closest neighbor 

technique ensured precise anomaly classification. 

Their hybrid approach addressed its limits in 

standalone clustering or neighbor-based systems by 

providing a fair trade-off between accuracy and 

processing efficiency. Their approach was consistent 

with previous research, emphasizing the need to 

combine unsupervised and supervised approaches for 

robust anomaly detection. It influenced subsequent 

studies focusing on hybrid IDS models for effectively 

managing large-scale and dynamic network 

environments. 

 

Staudemeyer [33] explored the application of LSTM- 

recurrent neural network (RNN) for IDS. Their study 

demonstrated that LSTM's ability to effectively 

understand sequential network traffic data enabled 

the identification of detailed infiltration patterns. By 

leveraging LSTM’s capability to retain long-term 

contextual information and capture temporal 

correlations, the model outperformed traditional IDS 

strategies in anomaly detection. The research also 

highlighted the significance of hyperparameter tuning 

and architectural design in enhancing detection 

accuracy. This work has contributed to the adoption 

of advanced RNN architectures in cybersecurity 

applications, particularly for real-time intrusion 

detection. 

 

Sarhan et al. [34] studied zero-shot ML techniques in 

detecting ZDA. It focused on the function of ZDA 

detection by the significantly low amount of labeled 

training data for such threats. The proposed methods 

were able to generalize and identify anomalous 

behavior by using feature embeddings and transfer 

learning towards anomalous behavior identification 

indicative of ZDA. The research showed that zero-

shot learning (ZSL) had been beneficial in situations 

that typical supervised models could not handle. This 

inability was due to the lack of knowledge that ZSL 

helped improve cybersecurity resilience. 

 

Jose and Jose [35] developed the convolutional 

neural network with long short-term memory (CNN-

LSTM) IDS, an anomaly- and signature-based IDS 

for IoT, utilizing both CNN and LSTM. Their work 

addressed the unique security challenges of IoT 

systems, where sophisticated detection techniques are 

necessary due to the vast data volume and diverse 

attack vectors. By integrating CNN for feature 

extraction and LSTM for sequence learning, the 

proposed model effectively detected both known and 

novel attacks. It demonstrated a promising approach 

for protecting IoT networks against emerging threats, 

achieving high detection accuracy and low false-

positive rates. 

 

In the context of cybercrime, Alazab et al. [36] 

explored the concept of crime toolkits and 

highlighted their role in facilitating online malicious 

activities. They examined the commercialization of 

cybercrime and the accessibility of widely available 
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tools that enable attackers to conduct operations 

without extensive technical expertise. Their study 

provided a detailed analysis of various cybercrime 

toolkits, including their components, functionalities, 

ease of access, and usage by attackers. This research 

highlighted the need for robust security measures to 

combat the threats posed by these toolkits. Their 

work contributed to a deeper understanding of 

cybercrime dynamics and the increasing complexity 

of cyberattack techniques. 

 

Pascanu et al. [37] explored the use of RNNs for 

malware classification, emphasizing their ability to 

process sequential data for detecting malicious 

software. Their research demonstrated RNNs’ 

effectiveness in capturing temporal patterns within 

malware execution behavior, enabling the 

identification of complex and previously unknown 

malware variants. The authors highlighted that RNNs 

significantly improved detection accuracy compared 

to traditional signature-based techniques. This study 

underscored the potential of DL technologies in 

strengthening cybersecurity, particularly in detecting 

malware employing evasive tactics, thereby 

enhancing dynamic and automated malware detection 

systems. 

 

Arun et al. [38] investigated the detection and 

simulation of ZDA using advanced DL methods. 

Their study emphasized the challenges of detecting 

zero-day vulnerabilities due to the lack of historical 

data and predefined signatures. To address this, the 

authors proposed a DL framework based on anomaly 

detection, integrating CNNs and LSTM networks to 

analyze network traffic and system logs for patterns 

indicative of ZDA. Experimental results 

demonstrated that the proposed framework achieved 

superior detection accuracy, robustness, and potential 

real-time application in IDS. 

 

Oluwadare and ElSayed [39] examined unsupervised 

learning algorithms for detecting ZDA in IDS. Their 

research focused on identifying previously unseen 

attacks in the absence of labeled data and highlighted 

the potential of unsupervised learning approaches to 

address this challenge. The authors compared various 

unsupervised techniques, including DL, anomaly 

detection, and clustering, in ZDA detection. Their 

findings demonstrated how different strategies 

handled the evolving nature of cyber threats, 

outlining their respective strengths and weaknesses. 

The study concluded that unsupervised learning holds 

significant promise in enhancing IDS capabilities by 

identifying new attack patterns without requiring 

large labeled datasets. 

 

Aljawarneh [40] analyzed technological 

advancements, security concerns, and emerging 

challenges in online banking systems. The study 

identified vulnerabilities threatening the integrity and 

trustworthiness of online transactions, including 

phishing attacks, malware, insider threats, and denial-

of-service (DoS) attacks. They discussed the growing 

complexity of cyber threats and the need for robust 

security solutions to mitigate these risks. The 

research examined emerging technologies such as 

anomaly detection systems, encryption techniques, 

and multi-factor authentication, emphasizing the 

necessity for continuous innovation and security 

enhancements to protect online banking systems from 

evolving digital threats. 

 

Demirel and Sandikkaya [41] introduced a web-based 

anomaly detection framework using CNNs for ZSL. 

Their study highlighted the limitations of traditional 

anomaly detection methods, which rely heavily on 

large labeled datasets for optimal performance. The 

proposed framework overcame this constraint by 

enabling the detection of previously unseen attack 

classes or anomalies without requiring labeled data. 

By integrating CNNs, the model improved feature 

extraction representation and enhanced accuracy in 

anomaly detection within web environments. This 

approach proved particularly valuable in dynamic 

and evolving cybersecurity landscapes, as it achieved 

scalable and adaptive anomaly detection with 

minimal prior knowledge of attack patterns. 

 

Bai et al. [42] showed that temporal convolutional 

networks (TCNs) were more effective in sequential 

data processing flow than recurrent architectures such 

as LSTM and gated recurrent units (GRUs). Among 

the various potential inductive biases offered, TCNs 

achieved parallelization, flexible receptive fields, and 

stable gradients that remediated some issues, such as 

vanishing gradients and sequential computation 

bottlenecks in pure recurrent models. It has been 

shown that TCNs achieve higher accuracy and 

efficiency than conventional recurrent models in 

tasks such as sequence prediction and classification. 

This approach utilizes dilated convolutions to achieve 

large receptive fields, which are essential for real-

world time series and sequence modeling, albeit at 

the cost of computational efficiency. 

 

Roy et al. [43] employed an artificial neural network 

(ANN) approach to develop an IDS that enhanced 
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network security. Specifically, the model overcame 

the limitations of traditional IDS in detecting 

unknown attacks. The DL capabilities of the ANN 

model were leveraged to analyze complex patterns in 

network traffic and distinguish between normal and 

malicious activities. They demonstrated that ANN is 

scalable, adaptable to large datasets, and capable of 

achieving high accuracy in real-world intrusion 

detection. The study also highlighted that DL-based 

approaches provide higher detection rates for both 

known and unknown intrusions compared to 

conventional methods. 

 

Habibi et al. [44] evaluated multiple CNN 

architectures and pre-trained models in terms of their 

performance in malware classification. This study 

compared the effectiveness of CNN-based 

architectures against pre-trained malware classifiers 

that utilized transfer learning for accurate malware 

classification. The researchers found that pre-trained 

models leveraged prior knowledge, improving 

classification performance, particularly on small 

datasets. Evaluation metrics such as accuracy, 

precision, and computational efficiency were used to 

assess model performance. Their experiments 

demonstrated that pre-trained models generally 

outperformed standard CNNs in terms of accuracy 

and robustness, providing valuable insights for 

enhancing malware detection systems in 

cybersecurity. 

 

In network security, Hindy et al. [45] explored DL-

based methods for efficiently detecting ZDA. They 

introduced advanced neural network (NN) 

capabilities that enabled the identification of 

previously unknown attacks targeting undisclosed 

vulnerabilities. Their proposed models analyzed 

network traffic patterns and behaviors to distinguish 

between normal and malicious activities. Feature 

selection and preprocessing played a crucial role in 

improving model accuracy and reducing FPs. The 

findings indicated that DL-based techniques, 

particularly CNN-based and LSTM-based 

approaches, were effective in detecting and 

mitigating ZDA in critical systems. 

 

Previous studies have highlighted the increasing 

complexity of IDS and the evolving nature of cyber 

threats. The integration of DL techniques, such as 

CNNs, RNNs, and hybrid models, has significantly 

improved the detection of both known and emerging 

security risks, including structured query language 

(SQL) injection, malware, and ZDAs. Traditional 

detection methods, particularly signature-based 

approaches, have demonstrated limitations in 

identifying new and sophisticated threats. In contrast, 

the adoption of advanced ML models has provided 

enhanced adaptability to evolving attack strategies. 

However, challenges persist in addressing insider 

threats, ensuring scalability, and maintaining 

regulatory compliance. These challenges emphasize 

the ongoing need for innovation in IDS development. 

This review highlights the necessity of advanced IDS 

technologies, especially in light of the rapidly 

expanding cybersecurity threat landscape.  

 

3.Materials and methods 

The overall architecture of the proposed methodology 

is illustrated in Figure 3, which depicts the ML 

approach for classification tasks. The process begins 

with Stage 1, where missing values are managed, and 

features are scaled using a DTR. In Stage 2, feature 

importance is analyzed using LR and RF. Stage 3 

involves training with LSTM and ResNet-50 models. 

In Stage 4, classification is performed using stacking 

ensemble techniques, incorporating various ML 

algorithms such as DT, Naïve Bayes (NB), SVM, and 

LR. This section details the feature selection and 

preprocessing techniques used to develop an ML 

model for detecting ZDA and the neural network 

(NN) training procedures. 

 

The methodology begins with feature extraction, 

identifying and categorizing relevant properties. 

These features are then normalized, ensuring a 

consistent dataset suitable for ML algorithms. Using 

probabilistic and graph-based approaches reported by 

Yin et al. [46], multiple ZDA pathways are analyzed, 

enhancing the robustness of the detection model. 

 

Backpropagation neural networks (BPNN) are 

utilized to analyze complex attack patterns in cloud 

systems, identifying potential vulnerabilities and 

attack pathways, as discussed by Swathy and 

Padmavathi [47]. Features selected using RF 

techniques undergo further analysis with LR to assess 

feature significance and enhance prediction accuracy. 

 

Additionally, the hybrid game theory (HGT) method 

integrates game theory with ML techniques to 

improve attack detection. Previous studies by Dhanya 

et al. [48] and subsequent advancements by Akshaya 

and Padmavathi [49] in phase 2 of their research 

explore the application of HGT. This combination of 

methodologies examines attack tactics and decision-

making mechanisms, enabling advanced ZDA 

detection and enhancing the overall performance of 

the model. 
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Figure 3 Proposed methodology 

 

3.1Dataset collection 

Two datasets have been considered for the 

experimentation. Dataset 1: national science library- 
knowledge discovery in databases (NSL-KDD) is 

obtained from the Kaggle repository and is provided 

in a comma-separated values (CSV) format, 

following the suggested methodology for IDS 

evaluation. NSL-KDD is specifically designed for 

ZDA detection, aiming to identify new, previously 

unseen attacks in network traffic [50]. It is an 

improved version of the KDD Cup 1999 dataset, 

addressing redundancy and improving the quality of 

attack samples. This dataset contains labeled network 

traffic data with 41 features, including protocol type, 

service, flag, and other statistical measurements. It 

encompasses multiple attack categories such as DoS, 

probe, remote-to-local (R2L), and user-to-root 

(U2R), providing a broad range of feature values for 

comprehensive IDS evaluation. 

 

The second dataset, Celosia, is explicitly designed for 

cybersecurity research, focusing on detecting zero-

day and anomaly-based attacks. It includes various 

network traffic attributes such as traffic volume, 

packet headers, flow durations, and payload entropy. 

Unlike NSL-KDD, the Celosia dataset integrates both 

labeled and unlabeled data, offering a more realistic 

simulation of diverse network conditions by covering 

extensive traffic patterns and attack behaviors [51]. 

This makes it particularly useful for anomaly-based 

IDS studies. The concept of ZDA refers to 

vulnerabilities exploited before any security 

mechanisms are in place, making them one of the 

most challenging issues in cybersecurity. To enhance 

predictive accuracy in anomaly-based IDS, Celosia 

has been utilized in research studies such as those 

conducted by Tavallaee et al. [52]. 

 

This research introduces a novel method called DC-

nZDASN, which generates synthetic malware 

samples to distinguish them from real malware. The 

data generated through random sampling closely 

resembles the original dataset but retains distinct 

characteristics. Unlike genuine data, these synthetic 

samples have altered attributes, making them useful 

for improving detection models. The proposed model 

utilizes both real-world malware characteristics and 

synthetically modified data created by DC-nZDASN. 

This approach stabilizes the training process and 

enhances feature extraction. By learning malware 

traits, the model generates generalized data and 

continuously refines the training dataset before the 

actual training phase. As illustrated in Figure 4, the 

trained discriminator within the DC-nZDASN 

framework effectively identifies malware 

characteristics, improving the robustness of the 

detection system. 

 

DC-nZDASN improves malware detection, 

particularly for ZDA, by integrating features and 

preprocessing techniques to enhance its model 

performance. Key features include behavioral 

indicators and signature-like traits. In preprocessing, 

the standard scaler, along with DTR, ensures the 

optimal data preparation. Feature selection uses RF 

with LR to refine the input by highlighting the most 

Input Dataset 

Stage 1 
Preprocessing or missing value 

analysis 

Algorithms-standard scaler with 

DTR 

Stage 2 
Analyzing feature importance 

using LR and RF  

Training with LSTM and 

ResNet50  
Stage 3 
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ML Algorithms-Decision 
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relevant features. The model leverages residual 

network (ResNet50), LSTM, and CNN to enhance 

prediction accuracy. Additionally, it employs 

classification algorithms such as DT, SVM, LR, and 

GNB to further improve performance. These 

techniques collectively contribute to increased 

accuracy. 

 

 
Figure 4 Flow diagram of DC-nZDASN Model 

 

Moreover, the model introduces novel characteristics 

by generating synthetic malware occurrences, which 

strengthens its capability to identify emerging threats 

more effectively.Several solutions are proposed to 

address DC-nZDASN's class imbalance. Under-

sampling the majority class helps balance the dataset 

using data-level strategies such as the synthetic 

minority over-sampling technique (SMOTE), which 

oversamples the low class. Algorithm-level 

adjustments include setting class weights to find the 

misclassification in minority classes and incorporate 

cost-sensitive learning. Evaluation metrics like 

precision, recall, F1-score, and area under the curve - 

receiver operating characteristic (AUC-ROC) ensure 

the model performance. This approach mitigates the 

impact of class imbalance. Additionally, RF help 

improve prediction accuracy by aggregating results 

from multiple balanced subsets of the data, ensuring a 

more representative and unbiased classification. 

 

Furthermore, this method improves the detection of 

minority classes. These strategies collectively 

improve the model proficiency in finding ZDA. 

Despite imbalanced data distributions, it also ensures 

robustness and reliability. Figure 5 depicts the 

diagrammatical representation of ZDA prediction 

architecture. 

 

 
Figure 5 ZDA prediction architecture 

 

3.2Data preprocessing 

Data preparation is a crucial step in the data analysis 

process. Missing values and noise are common 

challenges in data analytics, often reducing the 

quality and reliability of the dataset. Data 

preprocessing plays a vital role in improving the 

efficiency and accuracy of data mining results by 

handling these impurities. Furthermore, applying ML 

techniques to a well-preprocessed dataset is essential 

for ensuring reliable results and accurate predictions. 

Proper preprocessing enhances the model's ability to 

extract meaningful patterns and improve overall 

performance. 

 

In DC-nZDASN, several enhancements have been 

made to standard algorithms to improve performance, 

reduce complexity, and address ZDA detection 

challenges. The model integrates architectures like 

ResNet50 and LSTM to capture complex patterns and 

dependencies in malware data. Additionally, data 

preprocessing techniques, including standard scaling 

with DTR and synthetic data generation, enhance 

data quality and introduce variability crucial for 

generalization. These modifications collectively 

improve the model’s ability to accurately detect 

ZDAs, making DC-nZDASN a reliable solution for 

cybersecurity applications. 
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However, misclassifications typically occur in high-

noise inputs or attack patterns closely resembling 

benign behavior. Key challenges include limited 

training data representations, feature overlap between 

benign and malicious samples, and adversarial 

attacks exploiting model weaknesses. Additionally, 

the evolving nature of cyber threats complicates 

detection. Addressing these issues requires diverse 

training datasets, improved noise-handling, refined 

feature extraction, and continuous learning to adapt 

to emerging attack patterns. 
3.2.1 Label encoding method 

Label encoding aims to make the labels legible by the 

machines that convert them into a numerical 

representation. ML algorithms are capable of 

utilizing these labels appropriately. An essential part 

of this algorithm is the preparation of organized 

datasets for supervised learning. 
3.2.2 Standard scaler method 

Standard Scaler represents a data preprocessing 

technique that standardizes features by removing the 

mean and scaling features to unit variance. Standard 

Scaler normalizes data by transforming it to have a 

mean of 0 and a standard deviation of 1, making it 

suitable for ML algorithms that are sensitive to 

feature magnitude, such as SVM and LR. By 

standardizing features, Standard Scaler ensures that 

all variables contribute equally to the model’s 

performance, especially when they have different 

ranges or units, preventing any single feature from 

dominating the learning process. 

 

The goal is to remove the outliers and scale the 

features to set the uniform variance. Equation 1 

shows the calculation of standard score (Ds). 

𝐷𝑠 = 𝑧
𝑥−𝜇

𝜎
    (1) 

 

𝑥: The original value of the feature 

 to be standardized. 

𝜇: The feature values in the training set are averaged 

to get this mean. 
𝜎: It represents the dispersion in the training set's 

feature value. 
𝑧: This is the feature's standardized value or standard 

score. 

 

The purpose of Equation 1 is to get consistent with 

different features and performance quality with the 

algorithms that depend on the scaled data. Many ML 

estimators depend on the standardized dataset. If the 

features differ from a normal distribution, the 

performance is poor. In a data-partitioning setup, the 

test set is held distinct from the training set, in which 

the algorithm is accurate. Values in training data, 

underlying logic, and algorithm features are used to 

generate the training model. Uniformity across 

dimensions is the goal of normalization. 

Equation 2 shows the attributed information gain. 

𝐺𝑎𝑖𝑛(𝐴) = 𝐼𝑛𝑓𝑜(𝐷) − 𝐼𝑛𝑓𝑜 𝐴(𝐷)  (2) 

 

𝐺𝑎𝑖𝑛(𝐴): This represents the information gain of 

attribute A. It measures the number of attributes A 

and reduces the dataset D entropy (uncertainty). 

𝐼𝑛𝑓𝑜(𝐷): This is the entropy of dataset D before 

splitting on attribute A. 

𝐼𝑛𝑓𝑜 𝐴(𝐷):  This is the weighted entropy of dataset 

D after splitting on attribute A. 

Entropy reduction due to dataset splitting to D on 

attribute A is measured by formula (2). A higher 

value of this indicates attribute A reduces uncertainty 

better. 

 

Equation 3 presents the preprocessing information 

entropy. 

𝐼𝑛𝑓𝑜(𝐷) = 𝐸𝑛𝑡𝑟𝑜𝑝𝑦(𝐷) = − ∑ 𝑝(𝑗|𝐷)𝑙𝑜𝑔𝑝(𝑗/𝑑)𝑗   

     (3) 

 

𝐼𝑛𝑓𝑜(𝐷) or 𝐸𝑛𝑡𝑟𝑜𝑝𝑦(𝐷): This refers to the entropy 

of dataset D. Entropy measures the amount of 

uncertainty or impurity in the dataset. 

𝑝 (𝑗|𝐷): This is the likelihood of class j in dataset D. 

𝑙𝑜𝑔𝑝(𝑗/𝑑): This is the logarithm of the probability of 

class j in dataset d. The logarithm is usually taken in 

base 2 for the entropy calculations.  

Equation 3 calculates the entropy of the dataset D, 

which quantifies the impurity or uncertainty in the 

data. 

 

Distribution information entropy is shown in 

Equation 4. 

 

𝐼𝑛𝑓𝑜𝐴(𝐷) = ∑
𝑛𝑖

𝑛

𝑣
𝑖=1 𝐼𝑛𝑓𝑜(𝐷𝑖)  (4) 

 

𝐼𝑛𝑓𝑜𝐴(𝐷): This is the entropy after splitting dataset 

D on attribute A. 
𝑣: This represents the number of distinct values or the 

partitions created by attribute A. 

𝑛𝑖: This is the number of occurrences in partition Di. 
𝑛: This is the total number of occurrences in dataset 

D. 
ni

n
: This is the weight of partition Diin related to the 

total dataset D. 

 

𝐼𝑛𝑓𝑜(𝐷𝑖): This is the entropy of partition Di.  
The entropies of the subsets (𝐷𝑖) formed by the split 

of the dataset 𝐷 over the attribute 𝐴 are weighted 

averaged. Formulas (2), (3) and (4) are essential 
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when creating DTs as they are used to find and 

optimize the splits in the data to give you the highest 

predictive power. 

 

3.3Feature importance 

Step two involves training the network to use the 

feature importance strategy. The feature importance 

technique establishes the connection between the 

attribute and the target set. The dataset is where the 

input dataset is subjected to the RF technique. Using 

the LR approach, predicted dataset attributes appear 

often. Once the dataset has been preprocessed, the 

hybrid approach combines RF and LR algorithms to 

choose the features. 

 

Prioritizing the most significant traits during training 

is achieved with RF, which ranks the features by their 

value. LR improves the model's accuracy and 

efficiency by identifying the most predictive 

characteristics. 
3.3.1 RF 

Feature space X of M dimensions hold the sample 

dataset D. After randomly selecting many high-

quality trees P from a forest, the number of good and 

uncorrelated trees (Q) is determined. The five steps 

below outline the building of improved RF using X 

and Q uncorrelated high-performance trees. 

1. K in-of-bag (IOB) data subsets are denoted as 

IOB1, IOB2, and IOBK by unsystematically 

sampling D with substitution and the bagging 

technique. 

2. Assign the evaluation value to each IOB data 

subset IOBi and use it to create a tree classifier. 

This procedure is repeated after harvesting and 

treating each tree. 

3. Arrange these K trees by area under the curve 

(AUC) 

4. Choose the best P trees that perform well based on 

their AUC scores. 

5. RF construction is improved to determine whether 

these P trees' estimated probabilities are correlated. 
3.3.2 LR 

LR is a statistical method used to analyze and 

quantify the relationship between a dependent 

variable and one or more independent variables. LR 

estimates the probability of a particular outcome 

using the logistic function, making it widely 

applicable in classification tasks such as binary and 

multi-class prediction. LR model is described in 

Equation 5. 

𝑃𝑖 =
1

1+𝑒𝑥𝑝(−𝛽0−∑ 𝛽𝑖𝑥𝑖𝑗
𝑘
𝑗=1 )

   (5) 

 

𝑃𝑖  : This is the predicted probability of the dependent 

variable being 1 (success) for the observation i. 

𝛽0: This is the intercept term of the model. 

𝛽𝑖: This is the coefficients for independent 

variables xij. Each βi measures the impact of jth 

independent variable on the log odds of the 

dependent variable. 

𝑥𝑖𝑗: This is the independent variables for x ith 

observation. 

𝑒𝑥𝑝: This is the exponential function, often denoted 

as 𝑒 

 

When applying the logit transformation to Equation 

5, the linear relationship between logit (pi) and 

explanatory variables is presented in Equation 6. 

𝑙𝑜𝑔𝑖𝑡(𝑝𝑖) = 𝑙𝑜𝑔 (
𝑝𝑖

1−𝑝𝑖
)   (6) 

 

𝑙𝑜𝑔𝑖𝑡(𝑝𝑖): This is the logit function of 𝑝𝑖 , which 

transforms the probability 𝑝𝑖  Into log odds. 

𝐿𝑜𝑔 : This is the natural logarithm (base). 

 

3.4Training with LSTM and ResNet50 
3.4.1 Bidirectional long short-term memory (Bi-LSTM) 

and LSTM 

RNNs primarily rely on short-term memory, enabling 

them to process sequential data by retaining 

information from previous time steps and applying it 

to the current state. However, standard RNNs 

struggle with retaining long-term dependencies due 

to the vanishing gradient problem, where gradients 

diminish over multiple layers, leading to ineffective 

learning in deeper layers with low weights. This issue 

often results in the loss of essential information 

during training. 

 

Compared to traditional feedforward RNNs, LSTM 

networks are more effective in preserving long-term 

dependencies. LSTM employs a forget gate 

mechanism, allowing it to selectively retain or 

discard information, which enhances its performance 

over standard RNNs. Due to this gate-controlled 

memory management, LSTM outperforms 

conventional RNNs in handling sequential data. 

 

Equations 7 to 11 define the mathematical operations 

used to compute the hidden states (bq) of an LSTM 

unit, based on the values of its input, forget, and 

output gates. 

𝑓𝑞 =  𝜎 (𝜔𝑓 .[𝑏𝑞−1, 𝑥𝑞] +  𝑎𝑓)  (7) 

 

fq: At the time, disregard the gate activation vector in 

step q. 
σ: A sigmoid activation function produces integers 

from 0 to 1. 
ωf: Weighted matrix for the forget gate. 
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bq−1: Past hidden state. 

xq: Current input at the time step. 

af: Bias for the forget gate. 

𝑖𝑞 =  𝜎 (𝜔𝑖 .[𝑏𝑞−1, 𝑥𝑞] +  𝑎𝑖)  (8) 

 

iq: Input gate activation vector at time step q. 

ωi: Weights for the input gate. 

ai: Bias for the input gate. 

𝑜𝑞 =  𝜎 (𝜔𝑜.[𝑏𝑞−1, 𝑥𝑞]+ )   (9) 

 

 

oq: Output gate activation vector at time step q. 

ωo: Weights for the output gate. 

ao: Bias for the output gate. 

𝑐̃𝑞 =  𝑡𝑎𝑛ℎ (𝜔𝑐 .[𝑏𝑞−1, 𝑥𝑞] + 𝑎𝐶)  (10) 

 

c̃q: The state vector of candidate cells at time step q 

tanh: Activation function that uses hyperbolic 

tangents and returns values between -1 and 1 

ωc: Considerations for the potential cell state 

aC: The potential bias of cell state 

 

𝑐𝑞 =  𝑓𝑞 . 𝑐𝑞−1 + 𝑖𝑞 . 𝑐̃𝑞    (11) 

 

cq: Cell state vector at time step q. 

cq−1: Previous cell state vector. 

.: Element-wise multiplication. 

𝑏𝑞 = 𝑡𝑎𝑛ℎ(𝑐𝑞)    (12) 

 

bq: Hidden state vector at time step q. 

 

This recommended technique includes the usage of 

LSTM. The Foundation of LSTM is RNN, which 

looks at the sequence in both directions. Load 

forecasting, categorization, computer vision, and 

energy consumption prediction (ECP) are the areas in 

which LSTM has excelled.  
3.4.2 CNN with LSTM 

Utilizing the combined CNN and Bi-LSTM 

architecture proves highly effective in predicting 

ZDA under cyber security. Preprocessing data 

extracts the relevant features and label representation. 

LSTM captures temporal reliance, and CNN extracts 

spatial patterns from input data, such as network 

traffic logs. These networks are fused to integrate the 

spatial and temporary features that facilitate the 

model's ability to detect anomalies or deviations from 

the expected indication of ZDA. This model 

demonstrates robustness and accuracy in identifying 

previously unseen cyber threats through training, 

validation, and continuous monitoring. This model 

has been a valuable tool for proactive cyber security 

measures. 
3.4.3 Applying with ResNet 

ResNet-50, a residual neural network (ResNet) 

variant, is a 50-layer deep architecture known for its 

ability to improve accuracy by filtering more data, as 

discussed by Shaikh and Gupta [53]. ResNet models 

commonly incorporate skip connections, enabling the 

network to bypass one or more layers, effectively 

mitigating the vanishing gradient problem. These 

models frequently include double or triple-layer 

skipping, integrating nonlinear activations rectified 

linear unit (ReLU) and batch normalization to 

enhance stability and training efficiency. 

 

Additionally, the Highway Network introduces an 

extra weight matrix to dynamically adjust the 

contribution of different layers, further improving DL 

performance. ResNet-50 follows a convolutional 

block sequence architecture, ending with an average 

pooling layer to refine feature extraction. 

 

To evaluate ResNet's predictive accuracy, Mean 

Squared Error (MSE) is used as a performance 

metric. The ResNet model is applied to estimate 

traffic volumes across different road segments, 

aiming to achieve the closest alignment with real-

world data. Consequently, the training objective of 

ResNet-50 minimizes MSE, as formulated in 

Equation 13. 

𝑀𝑆𝐸 =
1

𝑛
∑ (𝑦𝑖)2𝑁

𝑖=1    (13) 

 

𝑛: Total number of samples. 

𝑁: In the context of the given equation, Nis is the 

total number of samples, typically n. This represents 

the mistake or misrepresentation in the original data. 

𝑦𝑖: Actual value for 𝑖𝑡ℎsample. 

(𝑦𝑖)2: Squared difference between the actual and 

predicted values for 𝑖𝑡ℎ sample. 
3.4.4 Bi-LSTM with ResNet 

Here, training models provide the strategy for 

predicting domestic energy uses. These are as under: 

In data preprocessing, mean value m is substituted for 

missing values in the column for the dataset's 

significant number of missing values. The provided 

formula is used to normalize the whole values in a 

min-max scaler with a range of [0, 1] to deal with the 

adhered data as per Equation 14. 

𝑚𝑛 = [
𝑀−𝑀𝑚𝑖𝑛

𝑀𝑚𝑎𝑥−𝑀𝑚𝑖𝑛
]   (14) 

 

𝑚𝑛: Normalized value at a given time. 

𝑀: Original value at a given time step. 

𝑀𝑚𝑖𝑛: Minimum value. 
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𝑀𝑚𝑎𝑥: Maximum value. 

 

Normalized dataset values are 𝑀𝑚𝑎𝑥 , 𝑀𝑚𝑖𝑛and 𝑚𝑛, 

where M is given the time step value. Preparing data 

helps to reduce time spent on computations. This 

ensures that no critical information is lost. 

Before feature selection, the dataset is partitioned 

into features and labels using the sliding window 

technique. A labeled column with its current value 

utilizes the historical values as features. A 60-value 

window is required for the proposed method. 

 
A model's network efficiency is improved or 

decreased depending on the design choices made 

during construction. Modifications to the kernel's size 

filter count and several methods are used throughout 

the test to validate the effect. This parameter has an 

impact on data-dependent network performance. 

 

CNN uses the ReLU activation function in its last 

layer after the time-distributed convolution at each 

layer's beginning. After the CNN layer, the output is 

sent via the dense, LSTM, and time-distributed 

flattening layer. CNN-LSTM model layer has 64 

convolution filters, 75 LSTM units, and one dense 

unit. With max pooling, there is precisely one kernel 

per layer. Figure 6 shows the proposed method for 

determining the energy use. 

1) In the first stage, information is cleaned and 

organized. 

2) Features and labels are retrieved and analyzed 

before the data is separated into training and testing 

sets. 

3) Each model's network architecture is checked 

using the various performance indicators. 

4) Future energy consumption is accurately predicted 

by selecting the optimal model and architecture. 

 

Hyperparameter tuning process for DC-nZDASN 

involves systematically optimizing the key 

parameters such as learning rate, batch size, number 

of layers and neurons (CNN layers (2, 4, 6, 8), LSTM 

units: (50, 100, 150, 200), dropout rate (0.1, 0.2, 0.3, 

0.4, 0.5), activation functions (ReLU, Sigmoid, Tanh, 

Leaky ReLU), optimizers and number of epochs (10, 

20, 50, 100, 200). This process uses a grid search 

(GS) for the initial comprehensive evaluation and 

random search (RS) for the efficiency and Bayesian 

optimization for fine-tuning. Criteria for selecting the 

optimal parameters include validation accuracy loss; 

F1-Score and ROC-AUC are used to prevent the 

overfit. Combining these techniques makes the model 

robust and performs high in achieving superior 

detection rates for ZDA. 

 
Figure 6 Proposed hybrid model for training and 

testing 

 

Hyperparameter tuning involves techniques like GS, 

RS, Bayesian optimization, and K-Fold Cross-

Validation. GS systematically evaluates the 

combinations of parameters (e.g., learning rates (1e-

5, 1e-4) with batch sizes (32, 64) but are 

computationally expensive. RS randomly samples 

parameter combinations, offering rapid evaluations. 

Bayesian optimization uses probabilistic models such 

as Gaussian Processes to balance exploration and 

exploitation of efficient identification of optimal 

hyperparameters. K-Fold Cross-Validation splits data 

into k subsets, trains on k-1, and validates on one, 

ensuring robust generalization. Data is divided into 

training (60-70%), validation (10-20%), and testing 

(10-20%) sets, refining model performance and 

ensuring accurate evaluation.  

 

3.5ML classifications 
3.5.1 Decision tree algorithm 

DT shows the attribute test as an internal node, test 

results as a branch and classes as a leaf node. The 

root node is shorthand for the tree's first node. 

Information gain, gain ratio, and 𝐺𝑖𝑁 𝑖The index is 

the most prevalent attribute selection metric used in 

the DT method. S is assumed as data collection, 

unique value m for the class label features, and g 

distinct classes are indicated by 𝑝𝑖  (i, 1, 2 ... g). 𝑝𝑖  is 

equal to the number of items in 𝐼 class. Equation 15 

gives the estimated data for each given sample for 

classification. 

𝐼(𝑠𝑒1, 𝑠𝑒2, 𝑠𝑒3, … 𝑠𝑒𝑔) = ∑ 𝑝𝑖𝑙𝑜𝑔2(𝑝𝑖)𝑔
𝑖=1  (15) 

Data Preprocessing 

(Handle Missing Values and Normalization) 

 

Feature Selection Train - Test Split 

Network Architecture 

LSTM Bi-LSTM CNN-LSTM ResNet 50 

 

Training Loss Accuracy 

Evaluating Model Performance 

 

Select Model for Future Prediction 
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𝑠𝑒1: Number of samples in ith class. 

𝑠𝑒: Total number of samples. 

𝑝𝑖: Probability of a sample belonging to ith class, 

calculated as 𝑝𝑖 =
𝑠𝑒1

𝑠𝑒
 

Entropy: A measure of impurity or disorder. Lower 

entropy means a real subset. 

Where pi = 𝑠𝑒𝑖/ se is the chance of any sample 

belonging to the population. 

 

ADT sorts a test tuple into many possible categories 

derived from the set of training tuples. A tuple is an 

item of information whose properties have been 

defined. 𝐷 is the dataset that uses DT representation 

and contains T sets of training tuples as per Equation 

16. 

𝐷 => 𝑄 = [𝑞1, 𝑞1, … , 𝑞𝑛]   (16) 

 

𝐷: The entire dataset. 

𝑄: A set of tuples[𝑞1, 𝑞1, … , 𝑞𝑛]. 
𝑞𝑖: Each tuple in the dataset, where 𝑖 ranges from 1 to 

𝑛 (the total number of tuples). 

 

The maximum number of tuples in the dataset is 

denoted by 𝑛.  
3.5.2 Classification using linear SVM 

A support vector (SV) is created to better categorize 

the new data sets by amplifying the information in 

the training set S. SVMs rely on recognizing the 

patterns. On data classification, SVM seeks the 

precise hyperplane that divides the overall data points 

into their respective classes. One of the two 

categories is hyperplane with motion.  

 

Hence, the likelihood of incorrect classification is 

reduced; SVM in data is used to train or test the set. 

The SVM method is highly recommended because of 

its excellence in overall efficiency. Binary 

classification is the possible use of SVM. A proper 

multiclass approach is required to deal with the 

multiple data classification and identification classes. 

A simple binary classification issue is presented in 

Equation 17. 

𝑇 = {(𝑋1, 𝑌1), (𝑥2, 𝑦2), (𝑥3, 𝑦3) … … (𝑥𝑛 , 𝑦𝑛)}, 
𝑦𝑖𝜖{−1,1}, 𝑥𝑖𝜖𝑅𝑑 ,   (17) 

 

𝑥𝑖 : This is the data point. 

𝑦𝑖: Represents the corresponding label. 

𝑛: Denotes the number of training samples. 

𝑑:Indicates the dimensionality of data points. 

𝑋𝑖is the data point, and yi is the corresponding label. 

Training data set member is denoted as n. Linear 

SVM determines the ideal separation margin by 

assessing the optimization goal, as presented in 

Equations 18 and 19. 

𝑚𝑖𝑛{
1

2
|𝑎|2 + 𝑝 ∑ 𝑠𝑖 ≥ 0𝑙

𝑖=1   (18) 

𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜𝑦𝑖(𝑎𝑇𝑤𝑖 + 𝑏) ≥ 1 − 𝑠𝑖 , 𝑖 = 1,2,3,4 … … 𝑙  

     (19) 

𝑎:Is the normal vector to the hyperplane. 

𝑏: Is the bias term (offset) 

𝑠𝑖: The slack variables allow some misclassification 

(for non-separable cases) 

Parameter 𝑝 regulates the trade-off between margin 

maximization and classification error minimization. 

 

Normal vectors a, seal amount b, and 𝑆𝑖 Are the 

positive slack variables using a Lagrangian 

multiplier?𝑎𝑖. Minimum issues are up to the level that 

provides an optimum solution, as referred by Karush-

Kuhn-Tucker criteria. If 𝑎𝑖 is more significant than 

zero, information associated 𝑤𝑖 is called SV. As a 

result, optimal values of 𝑎 and 𝑏 in the hyperplaneare 

are used to create the linear discriminative function, 

as shown in Equation 20. 

𝑓(𝑥) = 𝑠𝑔𝑛(∑ 𝛼𝑖𝑧𝑖𝑤𝑖
𝑇𝑤 + 𝑏)𝑙

𝑖=1   (20)  

 

The liberated dual form of Equation 21 is: 

𝑚𝑎𝑥(∑ 𝑎𝑖 , 𝑎𝑗 , 𝑦𝑖 , 𝑦𝑗
𝑛
𝑖,𝑗=1 𝑥𝑖

𝑇𝑥𝑗)  (21) 

 

To solve the issues, the utility of quadratic 

programming methods and Karush-Kuhn-Tucker is 

addressed in Haeser and Ramos [54]. Based on the 

findings, the possibility of denoting A as a linear 

combination of training vectors and 𝑏 as the mean of 

SV is shown in Equations 22 and 23. 

𝐴 = ∑ 𝛼𝑖𝑧𝑖𝑤𝑖
𝑙
𝑖=1     (22) 

 

𝑏 =
1

N𝑠𝑣
∑ (𝐴𝑤𝑖 − 𝑧𝑖)

𝑁𝑠𝑣
𝑖=1    (23) 

 

𝑁𝑠𝑣 Represents the number of supports in vector. 

While SVM provides an alternative method to 

recognize the categories, it visually involves 

considerable optimization and pairwise distance 

calculation time. When filtering the neighbors for 

sample issues, the local vector machine maintains the 

distance function of the neighbor group. In contrast to 

the closest neighbors and SVM, the efficient strategy 

undertaken by SVM performs better with multiclass 

data. This research classifies surface 

electromyography (SEMG) with a linear SVM 

classifier.  
3.5.3 Naive bayes classifier 

To simulate 𝐵 (
𝑀

𝑁
), 𝑀 is the feature vector, and 𝑌 is 

the label per Equation 24. 
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𝐵 (
𝑀

𝑁
) = 𝐵 (

𝑀1

𝑁
) 𝐵 (

𝑀2

𝑁
) … , 𝐵(

𝑀𝑌

𝑁
)  (24) 

 

Number of parameters is 𝑛𝑘 +  𝑘 −  1. Data has to 

be practiced: 𝑀 is the feature matrix, 𝑦1 and 𝑦𝑛 are 

the labels. Equations 25 and 26 present the above 

content as follows: 

𝑐𝑙𝑎𝑠𝑠𝑝𝑟𝑖𝑜𝑟: 𝐵(𝑛) = |{𝑖: 𝑛𝑖 = 𝑁}|/𝑦 (25) 

𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑: 𝑝𝑚𝑖(𝑦) =
𝐵(𝑚𝑖 , 𝑛)

𝐵(𝑁)

=
|{𝑖: 𝑚𝑖𝑗 = 𝑚𝑖, 𝑛𝑖 = 𝑛}|/𝑦

|{𝑖: 𝑛𝑖 = 𝑛}|/𝑦
 

     (26) 

NB Classifier-Continuous: The below area 

improbability density function graphs between 𝑚1 

and 𝑚2 denotes the likelihood that a random variable 

has a value between 𝑚1 𝑎𝑛𝑑 𝑚2, as shown in 

Equation 27. 

𝑓(𝑚) =
1

√2𝜋𝜎
𝑒

−
(𝑚−𝜇)2

2𝜎2    (27) 

 

𝜇: Mean of the feature values. 

𝜎: Standard deviation of the feature values. 

𝑚: Feature value. 

This function represents the likelihood of feature 

value m, the given mean𝜇, and standard deviation𝜎. 
3.5.4 Gaussian parameter estimation 

Parameters are the Gaussian distribution's mean 𝜎 

and variation.𝜎2. The given 

observations 𝑚1, … ,  𝑚𝑦 and the chance of those 

observations for a given 𝜎2 assumed from Gaussian 

distribution is given in Equation 28. 

𝐵(𝑚1, … , 𝑚𝑦|𝜇, 𝜎2) = ∏
1

√2𝜋𝜎
𝑒

−
(𝑚𝑛−𝜇)2

2𝜎2𝑦
𝑦−1   (28) 

 

𝑚𝑛: Observation n. 

𝜇: Mean of Gaussian distribution. 

𝜎2: Variance of Gaussian distribution. 

It represents the product of the probability density 

function values under each observation in Gaussian 

distribution, as shown in Equation 29. 

𝐿(𝜇, 𝜎) = −
1

2
𝑁𝑙𝑜𝑔(𝜋𝜎2) − ∑

(𝑥𝑛−𝜇)2

2𝜎2
𝑁
𝑛=1  (29) 

 

𝑁: Total number of observations. 

It combines the logarithm of the Gaussian probability 

density function for every observation, making it 

easier to differentiate and find the maximum 

likelihood estimates (MLE) of 𝜇 and 2𝜎2. 

Taking the derivative of the desired variable and 

solving determines the values of two, which 

maximize the log-likelihood. As a result, the MLE of 

the mean is provided in Equation 30. 

μ =
1

Y
∑ my

y
y=0     (30)  

Equation 31 represents the arithmetic mean of 

observations. It is derived by setting the derivative of 

the log-likelihood function μ to zero and 

solving the function. 

 

MLE of the variance is 

𝜎2 =
1

𝑌
∑ (𝑚𝑛 − 𝜇2)𝑌

𝑦=0    (31) 

 

This equation represents the variance of observations. 

It is derived by setting the derivative of the log-

likelihood function from σ2 to zero and solvingσ2. 
3.5.5 LR 

LR is a technique for learning functions in which 

𝑀 =  𝑀1. . . 𝑀𝑦 are the vectors of discrete or 

continuous variables, and the vectors for discrete-

valued is 𝑁 either f, M, N, or B (
N

Y
). This section 

covers the case when N is a Boolean variable. At last, 

the investigation is extended to include the case 

of 𝑁 taking the small set of possible values. In LR, 

P (
N

M
)distribution is assumed to have a parametric 

shape, and its parameters are derived from the 

training data. Equation 32 presents the discrete-

valued. 

𝐵(𝑁 = 1|𝑚) =
1

1+𝑒𝑥𝑝 (𝑊𝑜+∑ 𝑤𝑖𝑚𝑖)
𝑦
𝑖=1

  (32) 

 

By rewriting(
 N

M
), a convenient linear classification 

equation is formed. Assigning an NK value which 

maximize𝑠 B (N =
Nk

M
) is the standard classification 

method. On the other hand, N =  0 is determined if 

the following holds, as per the Equations 33 to 35. 

1 <
𝐵(𝑁=0|𝑀)

𝐵(𝑁=1|𝑀)
    (33) 

 

On combining, these equations become 

1 < 𝑒𝑥𝑝 (𝑤0, + ∑ 𝑤𝑖𝑚𝑖) 
𝑦
𝑖=1   (34) 

 

The linear classification rule is obtained by taking the 

natural log of both sides i as follows: if M satisfies, 

then N =  0; otherwise, N =  1 

0 < 𝑤0 + ∑ 𝑤𝑖𝑀𝑖
𝑦
𝑖=1    (35) 

3.5.6 Stacking ensemble 

Data is gathered over extended durations. After 

taking T real-value samples 𝑥1, . . . , 𝑥𝑇 , output is 

I divided by the time T(1 ≤  𝐼 ≤ ℎ). Time series 

forecast compares the expected and actual 𝑥𝑤 + i 
values using the historical data from 

samples 𝑥1. . . 𝑥𝑤  (𝑤 + ℎ ≤ 𝑇) (1 ≤  𝐼 ≤ ℎ). In this 

expression, two variables are required: w representing 

the time frame in the historical window and h 

representing the time frame in the prediction horizon.  
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Traditionally, the time sequence is divided into three 

parts. Different patterns are seen in the time 

sequence. Remains of time series data illustrate the 

process of extensive irregular data hiding seasonality 

and information. 

 

Examining the other breakdown patterns, time 

effects, and other long-term trends are illuminated. 

The inherent unpredictability of real-world time 

series is forecasted notoriously. On top of that, 

checking of stationary time series is carried out.  

 

Any non-stationary time series needs transformation 

before using the forecasting model. The number of 

variables that are compared distinguishes the study of 

univariate and multivariate time series. Data is 

strictly chronological and present in univariate time 

series. At each time point, values of several variables 

are recorded in multivariate time series. 

Understanding the connection between these factors 

is essential. Time series predictions are made using a 

few different methods. ML techniques for nonlinear 

modeling prediction have become more significant, 

and the traditional approaches provide adequate 

results for linear situations. 
3.5.7 Ensemble learning 

Enhanced classification and regression performance 

have increased in popularity, and the models have 

gained traction recently. These techniques combine 

several learning models to boost the performance of 

each model. According to early 1990s ensemble 

learning research, several relatively weak learning 

algorithms are combined to create robust algorithms. 

Ensemble learning makes predictions using several 

learner modules from a single data set. A single 

prediction is made when all the expert guesses are 

added together. This technique typically has two 

stages. Training data is mined for the set of learners, 

which are later included in a single prediction model. 

Several forecasts use the diverse information from 

varied base models to build the composite model. 

The improved composite model often outperforms 

the group of individual models. Ensemble learning is 

valuable in ML. It is possible to interpret the model 

by systematically searching for the most promising 

hypothesis. As the datasets are typically restricted, 

prediction is improved and performed better on 

unknown data. This complicates the task of theory 

selection. Ensemble methods need reasonable 

approximation of unknowable true hypotheses to 

address this challenge. The above content is provided 

in Equation 36. 

𝑦𝑒𝑛𝑠𝑒𝑚𝑏𝑙𝑒 =
1

𝑁
∑ 𝑦𝑖

𝑁
𝑖=1    (36) 

 

In ensemble learning, predictions from individual 

base models 𝑦𝑖 are combined using techniques like 

majority voting or weighted average to arrive at the 

final prediction𝑦𝑒𝑛𝑠𝑒𝑚𝑏𝑙𝑒. 

 

Systematic difficulty is the local search often used to 

reduce the number of incorrect predictions made by 

ML models. Local optimization impedes these types 

of global searches. Genuine unknown functions are 

understood better when the local searches launch 

from different starting points. Bagging is a method 

where multiple models are created and compared 

with the objective results. As a result, a majority vote 

arrives at the final decision. This procedure is known 

as bagging. Typically, regression makes an average 

prediction. There is a single conceptual distinction 

between boosting and bagging. Instead of assigning 

equal importance to each model, boosting uses 

weighted voting to decide the final score. Most 

regression procedures end with the weighted average. 

Predictions from the underlying algorithms are used 

to train the combiner algorithm in making the final 

predictions. This approach has been used in any 

ensemble approach. The regression problem in this 

research is handled by using the stacking technique. 

𝑦𝑏𝑎𝑔𝑔𝑖𝑛𝑔 =
1

𝑁
∑ 𝑦𝑖

𝑁
𝑖=1    (37) 

 

Equation 37 shows the replacement use; bagging 

creates several models, training on separate data 

subsets, and averages their predictions. 

 
For parallelizing computations and efficient matrix 

operations during DL model training, systematic 

resources are used for DC-nZDASN, including the 

high-performance graphic processing unit (GPUs) 

such as NVIDIAGeForce RTX or Tesla series. A 

multi-core central processing unit (CPU)’s 

complements GPU processing for non-GPU tasks 

such as data preprocessing. Cloud resources like 

amazon web services (AWS), google cloud platform 

(GCP), and Azure are used for scalability. While 

demanding systematic power, malware featuring 

GPU support, such as AWS EC2 GCP compute 

engine, is used for DL tasks. Cloud-based solutions 

like AWS simple storage service (AWS S3) and GCP 

cloud storage store large datasets and trained models, 

whereas technologies like Docker and Kubernetes 

manage ML workflows efficiently in the cloud. 

Software tools like Tensor Flow, PyTorch, Pandas, 

NumPy, and Scikit-learn are implemented for model 

building, while data preprocessing, evaluation, and 

cloud management tools aid in resource provision 

and monitoring. This combination of hardware, 



International Journal of Advanced Technology and Engineering Exploration, Vol 12(124)                                                                                                             

521          

 

cloud, and software resources optimizes the 

performance and scalability of DC-nZDN's complex 

requirements. 

 

For parallelizing computations and enabling efficient 

matrix operations during DL model training, 

systematic resources are utilized in DC-nZDASN. 

This includes high-performance graphics processing 

units (GPUs) such as NVIDIA GeForce RTX or 

Tesla series, which accelerate model training. 

Additionally, multi-core central processing units 

(CPUs) complement GPU processing by handling 

non-GPU tasks like data preprocessing. To ensure 

scalability, cloud resources such as AWS, GCP, and 

Microsoft Azure are employed. For GPU-intensive 

DL tasks, cloud-based instances like AWS EC2 and 

GCP Compute Engine provide the necessary 

computational power. Large datasets and trained 

models are stored using AWS Simple Storage Service 

(AWS S3) and GCP Cloud Storage. For efficient ML 

workflow management, containerization and 

orchestration tools like Docker and Kubernetes are 

used. Additionally, software tools such as 

TensorFlow, PyTorch, Pandas, NumPy, and Scikit-

learn support model building, data preprocessing, 

evaluation, and cloud resource monitoring. This 

integrated combination of hardware, cloud 

computing, and software tools optimizes DC-

nZDASN's performance, scalability, and resource 

efficiency, ensuring smooth execution of complex 

DL workloads. 

 

4.Results and discussion  
The system monitors active nodes in the network, 

identifying those with a high probability of ZDA 

occurrence. Nodes flagged as potential threats are 

isolated to prevent further communication and 

enhance security. MSE values and threshold-based 

predictions are adjusted to improve ZDA detection 

and mitigation. 

 

Table 1 outlines the LSTM and ResNet parameters, 

including input size, padding, activation functions, 

and step size, providing a structured evaluation of 

model performance. Features are categorized as 

numerical, nominal, or binary, with 41 features from 

the NSL-KDD dataset considered and validated using 

the DC-nZDASN model. Among them, 18 key 

features are identified as the most influential in 

different classification processes.In label training 

classifiers, standard sample characteristics are used to 

detect DoS, Probe, R2L, and U2R attacks. 

Preprocessed test data is fed into the training 

classifier, which classifies and identifies samples. 

Detection results are validated through model 

verification and test comparisons performed in a 

Windows operating system (OS) environment. 

 

To improve computational efficiency, parallel 

computing is implemented. The threshold limit for 

selecting dataset feature values is predicted, and error 

values are identified. The dataset is partitioned into 

training and testing sets based on the four attack 

types (U2R, R2L, Probe, and DoS) for further 

processing, as detailed in Table 2. 

 

The TP, FP, TN, and FN values are shown in Figure 

7, representing the confusion matrix. The anticipated 

class for TP is 28, TN is 17, and FP and FN are 0.

 

Table 1 LSTM with ResNet parameters 

Layers Type Size Padding Activation 

function 

Step Classification based on 

feature inputs 

Layer 1 Multi-Layer Convolution 1×1, 3×3, 5×5, 7×7 0  1  2 ReLU 1 11 × 11 × 64 

Layer 2 Convolution Layer 3×3  ReLU 1 9 × 9 ×64 

Layer 3 Multi-Layer Convolution 1×1, 3×3, 5×5, 7×7 0  1  2 ReLU 1 9 ×9 ×128 

Layer 4 Convolution Layer 3×3  ReLU 1 7 × 7 × 128 

Layer 5 Multi-Layer Convolution 1×1, 3×3, 5×5, 7×7 0  1  2 ReLU 1 7 ×7 ×256 

Layer 6 Pooling Layer 3×3 - ReLU 2 3 ×3 ×256 

Layer 7 Fully Connected Layer - - Sigmoid - 256 

Layer 8 Fully Connected Layer - - Sigmoid - 64 

Layer 9 Fully Connected Layer - - Sigmoid - 5 

 

Table 2 Attack types and corresponding training / testing set 

Attacks Training set Testing set 

U2R Ps, Buffer Overflow, Rootkit, Load Module Perl, Ps, Buffer Overflow, Xterm, Sqlattack 

R2L Warezmaster, Phf, Multi-Hop, internet 

message access protocol (IMAP), Guess 

Ftpwrite, Httptunnel, IMAP, Named, Phf, Multi-hop, Send mail, 

Snmpgetattack, Wxlock, Snmpguess, Warezmaster, Xsnoop. 



Swathy Akshaya and Padmavathi. G 

522 

 

Attacks Training set Testing set 

Password, Ftpwrite, Spy, Warezclient 

Probe Satan, Portsweep, Nma, Ipsweep Msacn, Saint, Satan, Nmap, Portsweep, Ipsweep 

DoS Neptune, Smurf, Back, land, Pod, Teardrop Udpstrom, Smurf, Worm Process Table, Teardrop, Pod, Neptune, 

Back, Land, Apache2, Mailbomb 

 

 
Figure 7 Confusion matrix 

 

4.1Performance metrics 

After analyzing the results using a multi-category 

classification framework, the feature importance 

accuracy is determined to be 87.58%. Additionally, 

the one-versus-the-rest method is employed by 

converting the multi-class classification problem into 

binary classification sub-problems to enhance 

prediction accuracy. 

 

The classification components are defined as follows: 

a. TPd: Class D describes both forecast and actuality. 

b. TNd: Some categories of d are the focus of the 

forecast. 

c. FPd: Category d is the predicted outcome; 

however, more categories are inside category d in 

practice. 

 

Every category is used as a positive sample to 

compute the overall accuracy, precision, and recall. 

Equation 38 represents the mathematical formulation 

for accuracy. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦
=  𝑁𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑠𝑎𝑚𝑝𝑙𝑒𝑠𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 

𝑁𝑢𝑚𝑒𝑏𝑒𝑟𝑜𝑓𝑠𝑎𝑚𝑝𝑙𝑒𝑠𝑓𝑜𝑟𝑎𝑙𝑙𝑐𝑎𝑡𝑒𝑔𝑜𝑟𝑖𝑒𝑠 (38) 

 

Equation 39 shows that comparing the sample's 

accuracy with the category's precision is one 

approach for examining accuracy. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑖 =  𝑇𝑃𝑑𝑇𝑃𝑑 + 𝐹𝑃𝑑  (39) 

 

The recall of a specific category measures how well 

the model correctly identifies instances of category d 

from the total actual occurrences of that category 

(Equation 40).  

𝑅𝑒𝑐𝑎𝑙𝑙𝑖 =  
𝑇𝑃𝑑

𝑇𝑃𝑑+ 𝐹𝑁𝑑
   (40) 

 

Equation 41 calculates the F1-score. 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 =  2.
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛.𝑟𝑒𝑐𝑎𝑙𝑙

𝑁𝑝𝑟𝑒𝑐𝑖𝑠𝑜𝑛+𝑟𝑒𝑐𝑎𝑙𝑙
  (41) 

 

Findings of training and testing the proposed model 

on celosia and NSL-KDD datasets are presented in 

Table 3. The experiments use ResNet50 combined 

with LSTM for the training and testing phases. 

 

Table 3 Training and testing performance of 

ResNet50-LSTM Model on NSL-KDD and Celosia 

datasets over 10 epochs 
Epoch Training 

loss 

Validation 

loss 

Training 

accuracy 

Testing 

accuracy 

1 0.0039 0.0626 0.9987 0.9846 

2 0.0035 0.0762 0.9989 0.9835 

3 0.0030 0.0699 0.9991 0.9853 

4 0.0039 0.0643 0.9986 0.9862 

5 0.0017 0.0684 0.9995 0.9866 

6 0.0030 0.0747 0.9991 0.9858 

7 0.0026 0.0887 0.9991 0.9844 

8 0.0023 0.0776 0.9992 0.9855 

9 0.0023 0.0749 0.9992 0.9868 

10 0.0013 0.0767 0.9996 0.9876 

 

The proposed model’s training and testing loss 

parameters are shown in Figure 8. The Y-axis 

displays the loss amount, and the X-axis displays the 

number of epochs. Figure 9 shows that CNN-ResNet 

has trained 10 epochs with testing and training 

accuracy. As the X-axis displays the epoch numbers, 

the Y-axis displays the accuracy. 

 

Table 4 presents a comparative analysis of different 

ML algorithms, including DT, SVM, GNB, LR, and 

the stacking ensemble classifier, based on their 

accuracy, precision, recall, and F1-score. The 

evaluation is conducted on two datasets: NSL-KDD 

and Celosia, demonstrating the effectiveness of 
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different classifiers in detecting cyber threats. The 

stacking ensemble classifier achieves the highest 

performance across both datasets. 

 
Figure 8 Training and testing loss 

 
Figure 9 Training and testing accuracy 

The proposed model achieves a classification 

accuracy of 95.09%, surpassing existing techniques 

in ZDA detection. This high accuracy is crucial for 

strengthening cybersecurity measures. The key 

findings of the model are as follows: 

1. The model integrates DL architectures such as 

ResNet50, LSTM, and CNNs, enhancing learning 

stability and enabling the detection of zero-day 

threats by recognizing complex internal patterns. 

2. The model generates synthetic malware, employs 

advanced preprocessing techniques, feature 

selection methods, and ensemble classifiers, 

significantly improving its ability to detect novel 

and previously unseen threats. 

3. Leveraging cloud-based resources and GPU 

acceleration, the model ensures efficient data 

handling, faster training of DL models, and 

scalability, making it suitable for large-scale 

datasets and complex security tasks. 

4. Strategies such as class weight adjustment, cross-

validation, and appropriate evaluation metrics 

enhance the model’s ability to generalize across 

diverse datasets, reducing overfitting and 

mitigating bias toward majority classes. 

5. The model significantly strengthens threat 

detection and mitigation strategies, contributing to 

a more effective and proactive cybersecurity 

framework. 

 

A complete list of abbreviations is listed in Appendix 

I. 

 

Table 4 Algorithm performance comparison on NSL-KDD and celosia datasets 
Dataset Algorithm Accuracy (%) Precision  Recall F1-score 

Dataset 1: NSL-

KDD 

DT 88 87 90 88 

SVM 83 81 88 84 

GNB 90 91 89 90 

LR 85 83 89 85 

Stacking ensemble 

classifier 

95.9 89.5 88.4 89 

Dataset 2: 

Celosia 

DT 91.75 91 92 92 

SVM 71 71 70 71 

GNB 83 87 78 82 

LR 71 72 70 71 

Stacking ensemble 

classifier 

95.9 92.3 91.1 91.7 

 

Figure 10 box plot compares the performance 

distribution of different classification algorithms 

based on an evaluation metric such as accuracy. The 

hybrid model (Stacking ensemble classifier) and 

SVM exhibit the highest median performance with 

lower variability, while DT shows the lowest 

accuracy and higher dispersion, indicating 

inconsistency in its predictions. The green triangles 

represent the mean values for each classifier. 

 

Limitations 

Despite its effectiveness, the model has certain 

limitations: 
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1. The model's performance heavily relies on 

accurate, diverse, and well-labeled training 

datasets, which may not always be available. 

2. The implementation requires high-performance 

GPUs and cloud-based infrastructure, making it 

resource-intensive and potentially costly. 

3. The model may struggle to adapt to rapidly 

evolving attack methods, requiring continuous 

updates and retraining. 

4. Although the model reduces misclassification, 

completely eliminating false alarms remains a 

challenge. 

5. While the model employs various generalization 

techniques, emerging threats that differ 

significantly from training data may still pose 

detection challenges. 

 

 
Figure 10 Stacking ensemble classifications (SEC) 

comparison chart 

 

5.Conclusion and future work 
The proposed DC-nZDASN model effectively 

enhances ZDA detection, achieving a classification 

accuracy of 95.09%, surpassing traditional methods. 

By integrating ResNet50, LSTM, and CNN, the 

model improves learning stability and effectively 

identifies new and evolving cyber threats. The 

inclusion of synthetic malware generation, advanced 

preprocessing techniques, and ensemble classifiers 

further strengthens its robustness against previously 

unseen attacks. Utilizing cloud-based resources and 

GPU acceleration, the model ensures efficient data 

processing, scalability, and rapid training. 

Additionally, techniques such as class weight 

adjustment, cross-validation, and diverse evaluation 

metrics improve generalization and reduce 

overfitting. The model achieves a classification 

accuracy of 95.09%, outperforming other methods 

and enhancing new threat detection capabilities. 

Despite these promising results, continuous research 

and updates are necessary to address the ever-

evolving nature of ZDAs and maintain long-term 

effectiveness. To improve generalizability, the model 

requires further testing and validation with diverse 

datasets and real-time streaming data. Future work 

will focus on enhancing ZDA classification by 

integrating DL and ML in IDS, refining adaptability 

through self-learning mechanisms, and introducing 

real-time streaming data analysis for dynamic threat 

detection. Additional improvements include 

simulation techniques for better training data quality 

and collaborations with industry experts to ensure 

real-world applicability. 
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Appendix I 
S. No. Abbreviation Description 

1 AE Auto-Encoder 

2 AO Adam Optimization 

3 AUC Area Under the Curve 

4 AUC-ROC Area Under the Curve - Receiver 
Operating Characteristic 

5 AWS Amazon Web Services 

6 Bi-LSTM Bidirectional Long Short-Term 

Memory 

7 BPNN Backpropagation Neural Networks 

8 CANN Center And Nearest Neighbor 

9 CNN Convolutional Neural Network 

10 CNN-LSTM Convolutional Neural Network with 

Long Short-Term Memory 

11 CPU Central Processing Unit 

12 CSV Comma-Separated Values 

13 DCNN Deep Convolutional Neural Network 

14 DC-nZDASN Deep Convolutional Zero-Day 

Adversarial Safety Network 

15 DL Deep Learning 

16 DoS Denial-of-Service 

17 DDoS Distributed Denial-of-Service 

18 DT Decision Tree 

19 DTR Decision Tree Regression 

20 ECP Energy Consumption Prediction 
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21 FL Federated Learning 

22 FP False Positives 

23 GAN Generative Adversarial Network 

24 GCP Google Cloud Platform 

25 GNB Gaussian Naïve Bayes 

26 GPU Graphics Processing Unit 

27 GS Grid Search 

28 GT Game Theory 

29 HGT Hybrid Game Theory 

30 IDS Intrusion Detection Systems 

31 IoT Internet of Things 

32 IMAP Internet Message Access Protocol  

33 LR Logistic Regression 

34 LSTM Long Short-Term Memory 

35 ML Machine Learning 

36 MLE Maximum Likelihood Estimates 

37 MSE Mean Squared Error 

38 NN Neural Network 

39 NSL- KDD National Science Library- Knowledge 

Discovery In Databases 

40 OS Operating System 

41 RF Random Forest 

42 ReLU Rectified Linear Unit 

43 R2L Remote-to-Local 

44 ResNet50 Residual Network 

45 RNN Recurrent Neural Network 

46 RS Random Search 

47 SEC Stacking Ensemble Classification 

48 SEMG Surface Electromyography 

49 SMOTE Synthetic Minority Over-sampling 

Technique 

50 SV Support Vector 

51 SVM Support Vector Machine 

52 TCN Temporal Convolutional Networks 

53 SQL Structured Query Language 

54 U2R User-to-Root 

55 ZDA Zero-Day Attack 

56 ZSL Zero-Shot Learning 

57 IOB In-of-Bag 
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ABSTRACT 
 
Zero-Day Attacks (ZDAs) are a significant concern for cybersecurity as they take advantage of previously 

unknown vulnerabilities in software systems. This lack of prior knowledge makes ZDAs extremely difficult 
to detect as they operate in stealth mode, often evolving as new ideas and approaches emerge in the 

cybersecurity landscape. Herein, we introduce a hybrid deep learning framework comprising four models, 

including Artificial Neural Network – Auto Encoder (ANN-AE), ResNet50, CNN-LSTM, and Modified Bi-

LSTM with Game Theory (GT), to improve the prediction and detection of ZDAs. Each model is used in a 

particular manner: ANN-AE for feature compression and anomaly detection, ResNet50 for feature 

extraction, CNN-LSTM for capturing spatio-temporal patterns, and Bi-LSTM with GT for modelling 

attacker-defender interactions. To enhance accuracy and model reliability, we applied the Optimised Levy 

Flight-based Optimisation Algorithm (OLFOA) in hyperparameter optimisation. We empirically evaluated 

the proposed approach on two publicly available benchmark datasets, achieving favourable results, 

specifically high detection accuracy, low false alarm rates, and low computational cost. Our results 

substantiate the proposed approach to facilitate real-time ZDA prediction and detection and denote the 

potential for future application in cybersecurity. 

 

KEYWORDS 
 
Zero-Day Attack Prediction, Hybrid Game Theory, Transfer Learning, ResNet50, ANN-AE, CNN-LSTM, 

Bi-LSTM, Ensemble Neural Networks, OLFOA. 

 

1. INTRODUCTION 
 
In the ever-changing field of cybersecurity, there is a threat called a Zero-Day Attack (ZDA). A 

ZDA takes advantage of vulnerabilities that hardware or software manufacturers didn't even 

know existed. The creation of ZDA attacks is particularly critical as they occur before the initial 

manufacturing patch is released or before an actual signature detection (or Deep Learning (DL)) 
has any hope of responding [1]. ZDAs become more prevalent and sophisticated, demanding an 

urgent need for intelligent, adaptive, and innovative detection methods to anticipate ZDA attacks 

in real-time [2-4]. To address this issue, this research proposes a new deep learning-based 
ensemble detection framework for predicting ZDAs. The proposed framework consists of four 

different complementary DL models, where each model has a specific function in detecting 

ZDAs: The Artificial Neural Net Auto Encoder (ANN-AE) serves as the unsupervised anomaly 
detection model to compress the feature space, the ResNet50 model performs hierarchical deep 

feature extraction, the Convolutional Neural Network-Long Short Term Memory (CNN-LSTM) 

performs the spatio-temporal nature of the attack patterns, and modified Bi-directional LSTM 

with Game Theory (Bi-LSTM + GT) is used to sequentially predict and model the behavior of the 
attacker and defenders [5-7]. 

 

Multiple models can identify different patterns of behaviour of ZDAs using a raw signal of 
anomalies, to the more advanced and evolving multi-stage sequences of attacks [8-10]. The 

https://airccse.org/journal/ijc2025.html
https://doi.org/10.5121/ijcnc.2025.17408
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Optimised Levy Flight-Based Optimisation Algorithm (OLFOA) improves the ensemble's 
performance. OLFOA is inspired by natural Levy flights' random and distant movement patterns 

[11] [12]. This randomness allows for better global exploration and discovering patterns to 

balance global explorations and local exploitations in the search space [13]. As such, OLFOA can 

optimise hyperparameters such as learning rates, dropout values, and architecture (network) 
configurations, improving the accuracy and robustness of the detection model [14] [15]. The 

algorithm starts with a population of agents with a random initial position. The agents use Levy 

flight pathways to navigate the solution space [16]. The Levy flight allows for sudden and large 
value movement improvement in the probability of escaping local optima. As optimisation 

occurs, the quality/fitness of each solution (i.e., classification accuracy) determined by the 

detection models is continually assessed. Thus, agents adapt their position based on previous 
fitness levels. This agent-based structured procedure greatly enhances the model's ability to 

detect more subtle and unseen (attack) patterns [17] [18]. 

 

While implementing OLFOA, predicting ZDA requires various components. The random search 
agent population starts the technique by adapting the positions through the achieved performance 

metrics [19]. The random motion feature of the search procedure enables the agents to discover 

new solutions by using the Levy flying mechanism for solution space exploration. While 
improving system specifications and hyperparameters [20] [21], the algorithm upgrades the 

classifier parameters and position data to achieve maximum effectiveness. Feature selections 

coupled with cross-validation assessments lead to the maximum performance levels for external 
assessment. Through this strategy, both search process quality and prediction accuracy during 

operational use are improved simultaneously. The OLFOA functions as an effective answer to 

resolve ZDA prediction and mitigation problems. Using FFOA to optimise Levy flight 

unpredictability results in OLFOA that delivers an affordable and adaptable threat detection 
method for unknown cyber threats. This enables cybersecurity experts to better imagine 

upcoming threats through parameter flexibility alongside accurate measurements. Thereby, it is 

established as an essential complexity attack detection security tool.  
 

The significant contributions of this paper are as follows: 

 

 This paper proposes a proactive and multi-faceted approach for the prediction of ZDA. 

The proposed framework uses an ensemble of deep learning models: ANN-AE, 
ResNets50, CNN-LSTM, and Modified Bi-LSTM (GT) to model their compressed 

features, spatial nature, temporal behaviour, and adversary models, respectively. 

 The proposed model is optimised using the Optimised Levy Flight-Based Optimisation 

Algorithm (OLFOA), which tunes the model hyperparameters dynamically to achieve 
fast convergence and better detection errors, while properly accounting for drifted, 

evolving ZDA threats. 

 The proposed model is evaluated based on accuracy, precision, recall, and F1 score. Its 

effectiveness in detecting adversarial samples and routing complex ZDA propagation 
was demonstrated with standard datasets. 

 This research recognises the computational cost of ensemble learning and 

implementation cost and the value generated over time from proactive threat detection 

postures with actionable results. This paper also recognises paths to future work 

regarding real-time detections, scalability, and performance in autonomous defence 
systems and contextual environments. 

 

This work consists of the following sections: Section 2 examines the range of ZDA prediction 
algorithms reported in several papers. Section 3 includes the preferred model. Section 4 compiles 

the study findings. Section 5 provides an overview of the results and potential future 

investigations. 
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2. BACKGROUND STUDY 
 

2.1. Related Works 
 

In response to growing concerns about the IoT security threat landscape, Karimy and Reddy [22] 
take a new approach by investigating how Federated Learning (FL) and Differential Privacy (DP) 

can be combined to improve intrusion detection without losing the privacy of user data. FL is a 

decentralised training method that allows for model creation via multiple edge devices instead of 
centralised devices, and DP provides usable protection of people's data while learning. These 

authors research approach can reduce data exposure risks while addressing more complex cyber 

threats that threaten the IoT landscape. 

 
Hindy et al. [23] proposed applying DL techniques to detect outliers indicating ZDAs. The 

purpose was to build an efficient, high-recall Intrusion Detection System (IDS) to detect current 

and potential future ZDAs while minimizing the system's impact. Their model's performance was 
compared to a baseline established by a One-Class Support Vector Machine (SVM), and their 

model was superior at recognising previously unseen attacks.  

 

Shruthi and Siddesh [24] presented a trust-based anomaly detection system with a reinforcement 
learning framework based on Deep Deterministic Policy Gradient (DDPG). The model uses trust 

metrics and belief networks to assess node behaviour and identify anomalies in dynamic network 

environments. These authors provided a method for anomaly detection incorporated with real-
time detection abilities, especially when the network is decentralised and uncertain. 

 

Sultan et al.  [25] built an intrusion detection scheme specifically for MANETs (Mobile Ad-Hoc 
Networks) with DL-based Artificial Neural Networks (ANNs). The unstructured infrastructure of 

MANETs makes traditional security ineffective. They used ANNs to identify and categorise 

malicious activities found through network traffic data. These authors focused on Denial of 

Service (DoS) attacks, particularly because of their high occurrence rate. Their method can 
enhance the integrity of the environment of the mobile ad-hoc networks. 

 

By integrating Genetic Algorithm, Fuzzy Logic (GT-Fuzzy-GADS) and Holt-Winters (GT-
HWDS), De Assis et al. [26] created a set of easily implemented methods in Software-Defined 

Networking (SDN) systems. The frequency of Denial of Service (DoS) and Distributed Denial of 

Service (DDoS) attacks dropped as SDNs were automatically found and identified using a game-

theoretically based monitoring system. Like SDN, IP traffic data was gathered to ascertain the 
system's effectiveness. Using this data, a Network Anomaly Simulator introduced the aberrant 

flows into real-world ones to replicate DoS and DDoS attacks. 

 
Pholpol and Sanguankotchakorn [27] proposed a framework based on deep reinforcement 

learning for predicting traffic congestion in Vehicular Ad-hoc Networks (VANETs). By 

modelling traffic dynamics as a Markov decision Process (MDP), the framework allows vehicles 
to make intelligent routing decisions in real-time. In addition, the proposed method can use 

neural Q-learning to learn optimal vehicle routing policies depending on traffic flow and 

congestion patterns. The proposed method improved prediction performance and decreased 

vehicle communication delays in highly dynamic vehicular environments. 
 

Khan et al. [28] developed a game-theoretic-based defence framework to mitigate the Distributed 

Denial of Service (DDoS) attack in Internet of Things (IoT) operation networks. In their 
framework, the interaction between attackers and defenders is modelled as a non-cooperative 

game, allowing the defender to adapt responses based on attack intensity and phase and the state 
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of the network. The framework increases resilience by incorporating trust management, pay-off-
based actions, information sharing, and additional mitigations while minimizing false positives. It 

addresses emergent behaviour in dynamically adapting to attack changes when a resource-

constrained IoT network is attacked. 

 
Table 1. Significant Study on Existing Zero-Day Attacks 

 
Autho

rs 

Approach Research 

Area 

Techniques Used Key Contributions 

Bala et 

al. [29]  

Comprehensive 

Review 

Internet of 

Things (IoT)-

based DDoS 

Attack 

Detection 

AI techniques for 

anomaly detection, 

taxonomies of 

DDoS attacks, and 

challenges in IoT 

security. 

A comprehensive review of AI 

techniques for DDoS attack 

detection in IoT, identification 

of key challenges and gaps in 

research. 

Mekal

a et al. 

[30]  

Survey Industrial 

Internet of 

Things (IIoT) 

Cybersecurity 

Focus on IIoT 

threats and 

countermeasures, 

risk assessment, 
challenges, and 

cybersecurity 

strategies for IIoT. 

Discuss various threats and 

countermeasures in IIoT, and 

explore the future direction of 

cybersecurity strategies for 
IIoT. 

Das et 

al. [31]   

Optimisation 

Model + 

Ensemble Auto 

Encoder 

ZDA 

Detection 

Ensemble Auto-

encoder combined 

with optimisation 

techniques. 

Introduces an enhanced 

optimisation model that 

improves detection rates for 

ZDA using ensemble auto 

encoders. 

Kim et 

al. [32]  

Generative 

Adversarial 

Networks (GAN) 

Zero-Day 

Malware 

Detection 

Transfer learning 

via GANs, deep 

auto encoders for 

anomaly detection. 

Focuses on zero-day malware 

detection using GANs and 

deep auto encoders, enhancing 

detection accuracy for new 

attack patterns. 

Zahoor
a et al. 

[33]  

Deep Contractive 
Auto-encoder + 

Ensemble 

Zero-Day 
Ransomware 

Detection 

Deep contractive 
auto encoders, 

ensemble voting 

classifiers for 

detection. 

Proposes a hybrid detection 
model using deep contractive 

AEs and ensemble classifiers, 

improving ransomware 

detection for ZDAs. 

Moha

med et 

al. [34]  

Hybrid Detection 

Approach 

combining 

dimensionality 

reduction and DL 

Cybersecurity, 

ZDA 

Detection 

WavePCA,  

Autoencoder,  

AHEDNet. 

Proposed an adaptive hybrid 

framework (AWPA + 

AHEDNet) for detecting 

ZDAs. 

 

 

2.2. Observations of the Existing Work 
 

 Growing Threat of ZDAs: The utility of the previously unknown software flaws entails 

a significant and escalating risk.  

 Existing Technology Limitations: Modern defensive solutions like IDS and firewalls 
provide limited protection against contemporary threats. Although occasionally 

beneficial, these strategies are insufficient to counter the complexity of modern threats 

routinely.  

 Problems with Conventional Approaches: Signature-based detection is challenging to 
follow when the threat features vary rapidly. 

 Heuristic algorithms have additional challenges in adapting to dynamic attack 

strategies. 
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 Demand for Modern Solutions: To address these concerns appropriately, stronger and 

more flexible ZDA detection techniques are required. 
 

2.2. Research Gaps and Challenges 

 

 Insufficiently Comprehensive Techniques: Current attempts lack a coordinated and 

proactive strategy to safeguard against ZDAs appropriately. Zero-day threats are 

always changing. Hence, a complete strategy is needed.  

 Restricted scope of novel strategies: Machine Learning and Game Theory Integration 
(GTI) are two approaches that focus on certain detection qualities. These approaches 

do not understand the multiple dimensions involved in an attack terrain. 

 Scaling issues: More study is required to ensure the current models are scalable and 

feasible. 

 Developing detection models: Improved detection accuracy and reliability rely on 

more complex technologies that adapt to various attack scenarios. 
 

3. METHODOLOGY 
 

This study presents a hybrid ensemble framework for detecting ZDAs by using the strengths of 
multiple DL based models to develop better accuracy and generalizability for Zero-Day 

detection. The architecture consists of an element for unsupervised anomaly detection and 

dimensionality reduction, an ANN-AE, ResNet50 for deep-level hierarchical feature extraction 

and a CNN-LSTM model for accurately modelling the spatio-temporal dynamics of network 
attacks. Another part of the architecture is a modified Bi-LSTM model integrated with GT, 

intending to predict the next sequence of steps based on the strategic interaction between the 

network Defenders versus Attackers. An impressive advantage is combining components for the 
precision of the architecture to improve the accuracy, minimise false positives, and successfully 

defend against ZDAs. 

 

3.1. Dataset Description 
 

Dataset 1 (D1): Zero-Day Path dataset 
 

The PATH dataset is used in ZDA research, it is a cloud simulation dataset that validates 

anomaly detection and intrusion detection in realistic attack scenarios. PATH emulates the 

behavior of a real cloud infrastructure with a variety of services, user interactions, and attack 
vectors, especially zero-day exploits.  

 

Dataset 2 (D2): Zero-Day Attack Dataset (celosia) 
 

Source: https://www.kaggle.com/code/mkashifn/celosia-zero-day-attack-detection-demo  

The Celosia Zero-Day Attack dataset is based on IoT Network Traffic sources and is designed to 
facilitate ZDA prediction and detection research. The dataset consists of time-series CSV files 

containing features such as packet size, duration, and flow counts. Each row of data is labeled 

normal or attack for supervised learning. The dataset was designed to assess anomaly detection 

and ML models. The dataset focuses on actual zero-day threats derived from cloud environments. 
 

 Pre-processing: Both datasets engage in general preprocessing, including missing value 

imputation, normalising, and feature subset selection to aid dimensionality reduction and 

model performance. They both share some techniques, such as min-max scaling, and 

https://ieee-dataport.org/documents/nsl-kdd-0
https://www.kaggle.com/code/mkashifn/celosia-zero-day-attack-detection-demo
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specific to dataset 1, the collection of noise and reduction of the noise through the ANN-
AE model. 

 Public Accessibility: Dataset 1 is a synthetic dataset designed for this study's specific 

purpose. It is available through requests if researchers wish to use it and aid in 

reproducibility. Dataset 2 is available publicly in Kagle repository. 

 

3.2. Data Preprocessing and Feature Engineering 

 
Through preprocessing, raw network traffic data underwent extensive preprocessing before it 

could be used to improve model performance and dimensionality. All incomplete or corrupted 

entries were deleted at the beginning. Then, feature selection was done using correlation-based 

preparation analysis and knowledge of the domain to keep the most discriminative attributes and 
reduce the initial high-dimensional feature set. An unsupervised Autoencoder (ANN-AE) was 

used to achieve even more dimensionality reduction of the feature space by compressing the 

existing features to the latent representation while only retaining the noise that filtered through. 
Each feature was scaled to fit between the 0 and 1 range using the Min-Max scaling method to 

enable model stability. Since class imbalance is normally present in zero-day attack data sets, the 

Synthetic Minority Over-sampling Technique (SMOTE) overlays anonymous attack data to 
balance attack samples with benign samples. Finally, we created the splits of our data sets into 70 

% training, 15% validation, and 15% testing data sets using stratified sampling to preserve the 

class proportions. 

 

3.3. The Proposed Framework 
 
In this proposed research, data is first collected. Then the data goes through a preprocessing and 

feature engineering module that aims to clean, normalise, and extract the necessary features. This 

clean data is passed on to the deep learning module. The deep learning module is composed of 

four models: ANN-AE for feature compression and anomaly detection, ResNet50 for deep 
feature extraction, CNN-LSTM for learning the spatio-temporal attack patterns, and, lastly, a 

Modified Bi-LSTM with GT for strategic sequence modelling. Model performance is generated 

via hyperparameter optimisation that uses OLFOA. Mode ensemble is achieved in the ensemble 
fusion layer, which combines all outputs to enable maximum prediction power. The system then 

produces the output, ZDA detection. Fig. 1 shows the overall structure for ZDA detection. 

 

 
 

Figure 1. Framework of the Proposed Zero-Day Attack 
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3.4. Hybrid Ensemble Architecture 
 

The architecture is implemented in sequential modules, with each component contributing to a 

specific stage of the ZDA detection process: 
 

3.4.1. The Artificial Neural Network–Autoencoder – Anomaly Detection & Feature 

Compression 
 

The Artificial Neural Network - Autoencoder (ANN-AE) is an essential part of the proposed 

hybrid detection architecture for ZDA classification, as it serves as unsupervised anomaly 

detection and provides feature compression for managing noisy system logs, high-dimensional 
data, and class imbalance. The ANN-AE reduces the dimensionality of the input by encoding the 

input into a lower, latent space, reconstructing an output, and minimising the reconstruction loss. 

By doing this, the ANN-AE denoises and derives exclusionary information on anomalies without 
any labelled data. The ANN-AE compressed representation of normal activities enhances the 

performance of downstream models such as ResNet50 and CNN-LSTM. Therefore, it allows the 

ensemble to detect anomalies more effectively, reducing false positives and promoting better 
generalisation of unseen attacks. 

 

3.4.2. ResNet50- Deep Hierarchical Feature Extraction 

 
In the proposed framework for ZDA detection, ResNet50 is used for deep hierarchical feature 

extraction of the compressed and denoised embeddings from the ANN-AE by Akshaya and 

Padmavathi [35]. ResNet50 is a 50-layer deep residual neural network, and the residual 
architecture can accommodate the abstract representations often critical for identifying stealthy or 

subtle attack behaviours, especially when dealing with high-dimensional, imbalanced data. By 

implementing residual learning, with identity skip connections, ResNet50 ensures gradient flow 
to prevent distress-vector problems (vanishing gradients), enabling the model to learn strong deep 

representations. This is a key step for recognising non-linear attack signatures and supporting 

generalisation to ZDA variants.  

 
Transfer Learning (TL) is incorporated by utilizing the lower convolutional layers of the 

ResNet50 model pre-trained on the ImageNet dataset. The first layers representing general-

purpose features are kept as frozen weights, while the last layers are trained on traffic data from 
the domain. Using TL accelerates the convergence of the model and reduces overfitting, which 

allows it to better adapt to the zero-day domain, especially with limited labelled samples of 

attacks. TL allowed the network to use previously learned visual representations while 

customising its cybersecurity application decision space. In addition, its outputs provide a rich, 
high-level feature space for fusion with sequential models such as CNN-LSTM and Bi-LSTM 

with GT, further enhancing the framework's ability to detect complex lifeforms that represent 

evolving and evasive cyber-attacks.  
 

3.4.3. Convolutional Neural Network-LSTM – Spatio-Temporal Attack Pattern Modeling 

 
Whereas LSTM extracts the temporal information, CNN extracts the spatial data. The model 

starts with a CNN, which extracts high-level characteristics from large volumes. The CNN-

LSTM hybrid model is an important element of the ZDA detection architecture since it can take 

full advantage of the spatial correlations and temporal correlations associated with the 
cyberattack behavior. In this case, the CNN will draw out localized features from the input, such 

as packet-level fingerprinting or clusters of system events. At the same time, the LSTM units will 

take advantage of the temporal relationships of these features to model or encapsulate the 
sequential flow of the attack. The hybridisation approach is simple, and has a massive potential 



International Journal of Computer Networks & Communications (IJCNC) Vol.17, No.4, July 2025 

138 

for grasping morphed attack sequences and detecting progressive multi-staged intrusion events 
(i.e. reconnaissance → exploitation → exfiltration) since the CNN-LSTM model will be able to 

characterise the malicious patterns concerning time and the layers of the networks involved. The 

combination of CNN-LSTM is also very important to capture the essence of dynamic time-series 

data, and for this study, either through network logs or through CloudSim-generated network 
paths with time-stamped user events that acted as indicators of attacks. The results for this study 

correspond with those found in earlier research  Swathy Akshaya and Padmavathi [37]. The 

CNN-LSTM-based detection will lead to higher degrees of accuracy and fewer false positives 
through the benefits of context. Further, this hybrid architecture also makes a system aware of 

both the structural elements of attacks and the evolution of the attacks in time, thus providing the 

rationale for the importance of the CNN-LSTM model for temporal ZDA analysis. 
 

3.4.4. Game Theory Integration with Intrusion Tolerance Concepts 

 

Intrusion Tolerance Systems (ITS) are systems designed to maintain system integrity and 
availability during attacks by enforcing recovery and adaptive defences. The goal of recognising 

and modelling ITS within a game theory (GT) framework is to enable the examination of the 

interaction of an intelligent attacker and a resilient defender. The defender's options encompass 
several strategies to enhance resilience, including fault tolerance and adaptive response, while the 

attacker tries to maximise the effect of the attack or evade detection. Payoff functions can 

evaluate the trade-offs necessary between security and availability, and the cost and resource 
expenditures of the defender, and allow derivation of optimal defender strategies (e.g., Nash or 

Stackelberg Equilibria). Integrating ITS with GT provides a strong theoretical basis for designing 

robust cyber-defence systems. 

 

3.4.5. Modified Bi-LSTM + Game Theory – Strategic Sequence Modeling 

 

Bi-Long Short Term Memory: Recurrent Neural Networks (RNN) process sequential data; 
however, they only use weakly supervised representations because of the difficulties with long-

term dependencies caused by vanishing gradient or exploding gradient problems or errors. Long-

short-term memory (LSTM) networks solve this issue by allowing more selective information 

storage over time. Moreover, LSTMs can be improved and are generally more effective as 
Bidirectional LSTMs, which are created by combining two LSTMs. These allow the model to 

learn input sequences in forward and reverse directions, improving accuracy and overall long-

term learning. 

 

Game Theory: Unlike computer smart networks, WSNs lack several resource limitations, 

including power, memory and processing speed. It is attacked from several angles, including 
Sybil, Hello Flood, Black Hole, Grey Hole and Zero Day. The sleep attack gives WSNs using 

cluster-based routing a new security mechanism. It models epidemiologically using an internal 

attack detection technique. Most of these models overlook the link between the four IDs and the 

attackers. While the IDS is operating, malicious actors try to access the nodes of the sensor 
network. Regarding the design of the game, the polar opposite is true. A game-theoretic model is 

presented for attacking-defense simulation and an attacker-IDS equilibrium solution to solve 

energy consumption and detection efficiency concerns.  
 

The last stage of the framework uses a Modified Bi-LSTM combined with a Game Theory (GT) 

layer that considers both forward and backwards dependencies in the events elicited from the 
timeline, all while modelling the strategic interaction of the attackers and defenders. The Bi-

LSTM operates on either side of an input sequence, allowing for the learning of longer-term 

dependencies. Also, the contextual relationships in network log files. At the same time, game 

theory simulates rational decision making by measuring the utility of an attacker and a defender 
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so that an attacker will attempt to maximize their utility and the defender will attempts to 
minimize their losses. This permits the integrated Bi-LSTM and GT to predict and logically 

counteract proposed sophisticated ZDAs with planned, misleading deception by allowing the 

defenders to model these attacks proactively. According to Akshaya and Padmavathi [36], the 

reasoning weaves together across a complex tapestry that extends beyond detection provided by 
the adapted Bi-LSTM because modeling the malicious behavior of adversaries facilitates 

improved reactions to swiftly changing conditions or new threats. 

 

3.5. Comparative Analysis of ZDA Prediction using Optimization 
 

This study investigates the role of deep learning in the detection of ZDAs and how optimization 
has the potential to improve the detector's accuracy by reducing false positives. We have 

proposed the Optimized Levy Flight-based Optimization Algorithm (OLFOA) based on animals' 

foraging behavior, which is an optimal way of exploiting resources, to optimize model 
parameters and feature selection. OLFOA significantly increased detection accuracy and latency, 

making it a robust defence against the ever-evolving threats of ZDAs. 

 

3.5.1. Optimized Levy Flight-based Optimization Algorithm (OLFOA) 

 

Levy's flying style is unpredictable. This feature aids the algorithm in detecting the world by 

preventing the whole population from slipping towards the local optimum. The following rule 
indicates a moving posture. 

 

 -------- (1) 

 
The search agent's obligations shift after the update. The Levy flight-based update states the i-th 

particle's or agent's updated position . A parameter or factor that influences the behavior of 

the Levy distribution used for updating the position is s. This technical work introduces the 
evolutionary ZDA prediction, which uses the OLFOA mechanism and the result of the ZDA 

prediction. The OLFOA model assists in the adaptive decisions of the two primary 

hyperparameters for ZDA prediction. The offered framework mainly consists of the internal 
parameter adjustment and the external examination of classification performance. The fitness 

function is the correctness of the classification. A classifier's average accuracy in predicting ZDA 

is denoted by the acronym ACCi.  

 
The adaptive decision-making process for ZDA prediction continually changes two major 

hyperparameters: population size and inertia weight. Thus, the proposed OLFOA approach is 

rather crucial. All of these components aid the algorithm in managing the exploration against 
exploitation trade-offs during optimization and handling ZDA-specific attack patterns. 

Furthermore, OLFOA is designed to maximize the fitness function, namely, the classification 

accuracy of ZDA prediction. The evaluation of ZDA detection performance revolves around 
average accuracy per the prediction accuracy guidelines. This optimization process uses system 

controls to modify search variables simultaneously with the velocity and step size parameters and 

supplementary performance checks that optimize the classification results. Multi-check tests 

using various datasets determine the optimal functioning point of ZDA detection models for 
selecting the features and optimizing classifier parameters. Organizations that unite ZDA 

predictions with OLFOA gain improved zero-day threat discovery capabilities, enhanced attack 

strategy adaptation, and current strategy maintenance through improved classification 
management. 
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3.6. Integration of Models for Enhanced Cyber Defence  
 

This framework uses these unique techniques with synergistic benefits. The ensemble technique 

ensures that each model contributes its unique skills. Hence, detection accuracy and system 
resilience against false positives are enhanced. This multi-layered protection truly shines when 

the attacker uses ZDAs or other unusual methods that conventional signature-based defences 

have not identified. The hybrid technique enhances detection rates and generates fewer false 
positives than modern detection systems that analyze the data from ZDAs. Algorithm 2 specifies 

the Ensemble Neural Network execution procedures. 

 

Algorithm 1: Ensemble Neural Network 

Input: 

    - Training dataset: (X_train, Y_train) 

    - Test dataset: (X_test) 

    - Count of base models in the ensemble: N 

    - Neural network architecture along with parameters 

Initialize: 

    - Create an empty list of models: Ensemble = [] 

Training Phase: 

    For i = 1 to N do: 

        - Create a neural network model: model_i 

        - Optionally, a subset of (X_train, Y_train) is bootstrapped for diversity 

        - Train model_i on training data 

        - Add model_i to Ensemble 

Prediction Phase: 

    Initialize: predictions = [] 

    For each model_i in Ensemble, do: 

        - Predict on X_test: pred_i = model_i.predict (X_test) 

        - Add pred_i to the predictions list 

Combine predictions: 
        If classification: 

            - Final_prediction = majority_vote (predictions) 

        Else if regression: 

            - Final_prediction = average (predictions) 

Output: 

    - Final_prediction  

 

The model's performance increases during its training phase to produce adaptable detection 
systems capable of dealing with zero-day incidents. A model created through cybersecurity 

infrastructure assessment enables real-time system event checking through its connection to 

present network data. This model implements the ensemble methods that serve as the enhancers 
of accuracy, durability and additional functionalities. After detecting the unknown attacks, the 

system activates a safety alarm and protective measures to isolate the safety system, followed by 

dangerous traffic filtering procedures. Cyber threats continue to develop due to technological 

progress because the flexible systems join forces with automated learning. 
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Table 2. Summary of Component Justifications 

 
Model Role Justification 

ANN-AE Feature Compression & Anomaly 

Detection 

Unsupervised noise filtering and 

dimensionality reduction 

ResNet50 Deep Feature Extraction Captures complex hierarchical malware 
patterns 

CNN-LSTM Spatio-Temporal Pattern Recognition Detects evolving, multi-stage attack 

sequences 

Modified Bi-LSTM 

+ Game Theory 

Strategic Behavior & Sequence 

Modeling 

Models adversarial tactics and long-

term dependencies 

OLFOA Hyperparameter Optimization & 

Accuracy Boost 

Enhances learning by optimizing 

model parameters using global-local 

search. 

 

Table 2 shows that the proposed framework consolidates different models that utilize aspects of 
the identification and detection of ZDA.  

 

4. EXPERIMENTAL RESULTS AND ANALYSIS 
 

The performance evaluation indicates the comprehensive results on each of the 4 deep learning 
models, ANN-AE, ResNet50, CNN-LSTM, and Modified Bi-LSTM with Game Theory, which 

have their respective strengths in feature compression, feature extraction, temporal pattern 

learning, and sequential modelling with strategies. Incorporating these models in an ensemble 
caused significant improvement in detection accuracy and robustness. Additionally, the use of the 

OLFOA for hyperparameter tuning leads to an increase in classification accuracy and a faster 

convergence rate than models trained with the standard parameters, confirming the involvement 
of this hyperparameter tuning method in improving the overall system performance. To validate 

the strength of our results, we constructed 95% confidence intervals for each performance metric, 

including accuracy, precision, recall, and F1-score, using a bootstrapping approach with 1,000 

resamples. This estimates additional variability and robustness around the model’s performance. 
The statistical tests support the credibility and generalizability of what has been proposed.  

 

Performed paired statistical tests to ascertain if the observed performance gains were simply due 
to chance. The paired t-test was performed when the differences in performance metrics 

presented a normal distribution, and the Wilcoxon signed-rank test, a non-parametric alternative, 

otherwise. The tests compared the accuracy of detection of the baseline models, unimpaired, via 

identical data folds. Statistical significance was examined at a p-value of 0.01. Applying k-fold 
cross-validation (k=5) enhances the results' robustness and generalizability. The dataset was split 

into five equally sized subsets, and the model was trained using four and then tested on the 

remaining subset five times, generating five results. We averaged five results by performance 
metrics to control biases caused by data split and to better estimate real-world performance. 

 

4.1. Evaluation Metrics 

 

The presented data shows that the hybrid game theory and transfer learning model is a better 

approach. The metrics used for this estimation are as follows.  
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Table 3. Performance Metrics 

 

Performance Metrics Formula 

True Negatives 

 
False Positives 

 
False Negatives 

 
Accuracy 

 
Precision 

 
Recall 

 
F1 Score 

 

 

4.2. Discussion 
 
This study included Traditional ML classifiers for completeness and as baseline classifiers. The 

classifiers include Support Vector Machines (SVM), Naïve Bayes (NB), and simple ANN. Each 

of these models has been widely reported as simple and efficient: SVM seeks to best separate 
sample(s) with large and high-dimensional spaces with kernel methods, but SVM is limited in 

potentially complex temporal (time/space) or hierarchical (classifying ZDA through leveraging a 

cyber kill chain) relationships/structures that exist with ZDAs; whereas, NB has very low 
computational needs and achieves results for limited types of classifications, but it explicitly 

assumes feature independence (rarely possible with network security data, wherein, the features 

are almost always correlated); and basic ANNs allow for nonlinear modeling, but do not work 

with depth or sequence without evolving architecture types. However, as traditional models, they 
were found to have comparatively less accuracy and higher false alarm rates, whereby the 

proposed ensemble framework (ANN-AE, ResNet50, CNN-LSTM, and Modified Bi-LSTM 

using Game Theory and bootstrapped using the OLFOA suggests that ZDA detection approaches 
that can exploit deep, hybrid architectures, in tandem with an advanced optimization model, are 

preferred for the complexity and feature sets of ZDA detection. 

 

4.3. Results and Analysis 
 

To assess the improvement provided by using the proposed OLFOA-based deep ensemble, 
compared to the results of baseline machine learning classifiers (SVM, NB, ANN). The proposed 

models perform moderately and are outperformed at every metric by the OLFOA-optimised 

ensemble. The performance evaluation of the models, including the proposed ANN-AE with the 

Optimized Levy Flight Optimization Algorithm (OLFOA) model, is shown in Table 4. The 
hybrid ANN-AE + OLFOA model has a higher detection rate of 89.53% and the lowest false 

alarm rate of 10.38%. Therefore, the model has shown an improvement in accuracy and 

reliability. 
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Table 4. Performance Analysis of ANN-AE with Optimization 

 

Techniques Detection Rate (%) False Alarm Rate (%) Time Complexity (Sec) 

SVM 87.82 (±1.2) 12.18 (±1.5) 4.735 

NB 84.54 (±1.4) 15.78 (±1.8) 1.254 

ANN 88.30 (±1.0) 11.70 (±1.3) 0.343 

ANN-AE + OLFOA 89.53 (±0.9) 10.38 (±1.1) 0.328 

 
Fig. 2 compares different detection techniques. The combination of ANN-AE and OLFOA has 

the highest detection rate (89.53%) and lowest false alarm rate (10.38%), with minimal time 

complexity (0.328 s).  
 

 
 

Figure 2. Performance Analysis of ANN-AE with Optimization Comparison Chart 

 

Table 5 outlines a comparative analysis of ZDA prediction performance using algorithms on two 

datasets. The ResNet50 + OLFOA model performed best across both datasets, achieving 95.9% 
accuracy and producing the highest precision, recall, and f-measure.  

 
Table 5. Zero-Day Attack Prediction using ResNet50 for Datasets 1 and 2 

 

Dataset Algorithm Accuracy (%) Precision (%) Recall (%) F-measure (%) 

Dataset 1 DT 88.0 (±1.5) 87.0 (±1.7) 90.0 (±1.4) 88.0 (±1.5) 

SVM 83.0 (±2.0) 81.0 (±2.1) 88.0 (±1.8) 84.0 (±1.9) 

GNB 90.0 (±1.3) 91.0 (±1.2) 89.0 (±1.5) 90.0 (±1.3) 

LR 85.0 (±1.8) 83.0 (±1.9) 89.0 (±1.6) 85.0 (±1.8) 

ResNet50 94.6 (±1.0) 88.1 (±1.2) 87.9 (±1.3) 88.0 (±1.2) 

ResNet50 + OLFOA 95.9 (±0.8) 89.5 (±1.0) 88.4 (±1.1) 89.0 (±1.0) 

Dataset 2 DT 91.75 (±1.2) 91.0 (±1.3) 92.0 (±1.1) 92.0 (±1.2) 

SVM 71.0 (±2.5) 71.0 (±2.6) 70.0 (±2.7) 71.0 (±2.6) 

GNB 83.0 (±1.8) 87.0 (±1.6) 78.0 (±2.1) 82.0 (±1.9) 

LR 71.0 (±2.4) 72.0 (±2.3) 70.0 (±2.5) 71.0 (±2.4) 

ResNet50 94.2 (±1.1) 91.7 (±1.2) 90.2 (±1.3) 90.1 (±1.2) 

ResNet50 + OLFOA 95.9 (±0.9) 92.3 (±1.0) 91.1 (±1.1) 91.7 (±1.0) 

 
Fig. 3 illustrates a performance assessment for Datasets 1 and 2 across six algorithms: DT, SVM, 

GNB, LR, ResNet50, and ResNet50 + OLFOA. ResNet50 + OLFOA delivered the best 

performance for both datasets, arguably the best prediction performance. SVM exemplified a 

lower showing on the metrics return, most noticeably and confessionally on recall and F-measure.  
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Figure 3. Zero-Day Attack Prediction using ResNet for Datasets 1 & 2 

 

Table 6 presents the performance of the ZDA prediction models that apply the CNN-LSTM 
architecture, whether with or without the OLFOA optimization technique, using two datasets.  

 
Table 6. Zero-Day Attack Prediction using Integrating CNN-LSTM for Datasets 1 and 2 

 
Dataset Algorithm Accuracy (%) Precision (%) Recall (%) F-measure (%) 

Dataset 1 DT 89.00 (±1.4) 88.00 (±1.6) 91.00 (±1.2) 89.00 (±1.4) 

SVM 84.00 (±1.8) 82.00 (±2.0) 89.00 (±1.6) 85.00 (±1.7) 

GNB 91.00 (±1.1) 92.00 (±1.0) 90.00 (±1.2) 91.00 (±1.1) 

LR 86.00 (±1.7) 84.00 (±1.8) 90.00 (±1.4) 86.00 (±1.6) 

CNN-LSTM 95.85 (±0.9) 89.30 (±1.1) 88.14 (±1.0) 89.00 (±1.0) 

CNN-LSTM + OLFOA 96.01 (±0.8) 90.20 (±0.9) 89.02 (±0.9) 90.00 (±0.9) 

Dataset 2 DT 92.03 (±1.2) 92.00 (±1.3) 93.00 (±1.1) 92.00 (±1.2) 

SVM 72.00 (±2.3) 72.00 (±2.4) 71.00 (±2.5) 70.00 (±2.4) 

GNB 84.00 (±1.7) 88.00 (±1.5) 79.00 (±2.0) 78.00 (±1.9) 

LR 72.00 (±2.2) 73.00 (±2.1) 71.00 (±2.3) 70.00 (±2.2) 

CNN-LSTM 95.08 (±1.0) 92.90 (±1.1) 89.25 (±1.0) 91.35 (±1.0) 

CNN-LSTM + OLFOA 96.02 (±0.9) 93.70 (±1.0) 90.04 (±0.9) 92.32 (±0.9) 

 

Fig. 4 presents the performance of the different algorithms for Dataset 1 and Dataset 2: DT, 

SVM, GNB, LR, Bi-LSTM using Game Theory (GT), and Bi-LSTM using GT + OLFOA. Bi-

LSTM using GT + OLFOA had the largest accuracy, precision, recall, and F-measure (higher 
detection effectiveness) for both datasets.  

 

 
 

Figure 4. Zero-Day Attack Prediction using ensemble methods for Datasets 1 & 2 
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Table 7 shows the ZDA prediction performance using Bi-LSTM with GT evaluated on two 
datasets. The Bi-LSTM and GT models are superior to traditional classifiers (DT, SVM, GNB, 

and LR) by substantial margins, with accuracy above 93% for both datasets.  

 
Table 7. Zero-Day Attack Prediction using Bi-LSTM with Game Theory for Datasets 1 and 2 

 
Dataset Algorithm Accuracy (%) Precision (%) Recall (%) F-measure (%) 

Dataset 1 DT 90.0 (±1.3) 81.0 (±1.4) 88.0 (±1.5) 80.0 (±1.3) 

SVM 84.0 (±1.8) 80.0 (±2.0) 90.0 (±1.7) 85.0 (±1.9) 

GNB 90.0 (±1.2) 79.6 (±1.1) 84.0 (±1.3) 79.0 (±1.2) 

LR 84.0 (±1.7) 81.0 (±1.8) 89.0 (±1.6) 85.0 (±1.7) 

Bi-LSTM with GT 94.7 (±1.0) 88.9 (±1.1) 90.1 (±1.2) 88.1 (±1.1) 

Modified Bi-LSTM 

with GT + OLFOA 

95.4 (±0.8) 89.3 (±0.9) 91.5 (±0.9) 90.4 (±0.8) 

Dataset 2 DT 90.0 (±1.4) 82.0 (±1.5) 83.0 (±1.3) 82.0 (±1.4) 

SVM 85.0 (±1.8) 81.0 (±2.0) 82.3 (±1.7) 80.0 (±1.8) 

GNB 90.0 (±1.2) 80.0 (±1.1) 81.0 (±1.3) 79.0 (±1.2) 

LR 84.0 (±1.7) 81.0 (±1.8) 82.0 (±1.6) 80.0 (±1.7) 

Bi-LSTM with GT 92.01 (±1.1) 86.3 (±1.2) 87.3 (±1.2) 87.4 (±1.2) 

Modified Bi-LSTM 

with GT + OLFOA 

93.0 (±1.1) 87.2 (±1.2) 88.2 (±1.3) 88.2 (±1.2) 

 

Fig. 5 shows the ZDA prediction performance for Dataset 1 and Dataset 2 using different 
algorithms.  

 

 
 

Figure 5. Zero-Day Attack Prediction using Hybrid Game Theory for Dataset 1 & 2 

 

Table 8 summarizes the performances of different models and ensembles combined with an 
OLFOA optimization on two datasets.  

 
Table 8. Overall Results 

 
Model Dataset Accuracy (%) Precision (%) Recall (%) F1-Score 

(%) 

ResNet50 + OLFOA Dataset 1 95.9 89.5 88.4 89.0 

CNN-LSTM + OLFOA Dataset 1 96.01 90.2 89.02 90.0 

Bi-LSTM with GT + OLFOA Dataset 1 95.4 89.3 91.5 90.4 

Full Ensemble + OLFOA Dataset 1 97.8 94.5 93.7 94.1 

ResNet50 + OLFOA Dataset 2 95.9 92.3 91.1 91.7 

CNN-LSTM + OLFOA Dataset 2 96.02 93.7 90.04 92.32 

Bi-LSTM with GT + OLFOA Dataset 2 95.0 88.3 89.8 89.1 

Full Ensemble + OLFOA Dataset 2 98.1 95.2 94.4 94.8 
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Fig. 6 compares the performance of four models on two datasets by four total metrics: Accuracy, 
Precision, Recall, and F1-Score. The Full Ensemble + OLFOA scores highest for all metrics, 

indicating superior detection ability. For most models and metrics, Dataset 2 performs slightly 

better or similar to Dataset 1. 

 

 
 

Figure 6. Overall Result Comparison Chart 

 

4.4. Ablation Study 
 

To systematically assess the reliance on each of the individual components in the proposed 
ensemble deep learning framework for ZDA detection, we performed an ablation study by 

removing or modifying each of its components and assessing the performance (through the 

evaluation metrics) of the individual components. From this assessment, we can assess the 

contribution of the performance of each model and the optimization algorithm OLFOA in the 
ensemble. This ablation study in Table 9 shows that every element in the hybrid architecture 

contributes to the overall system functionality.  

 
Table 9. Ablation Study Comparison Table 

 
Configuration Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 

False Alarm 

Rate (%) 

Full Ensemble + OLFOA 97.8 94.5 93.7 94.1 6.21 

Without OLFOA Optimization 93.1 90.2 89.4 89.8 9.85 

Without ANN-AE (no feature 

compression) 

94.3 91.1 90.5 90.8 8.47 

Without ResNet50 (no deep 

hierarchical extraction) 

92.7 89.8 88.9 89.3 9.12 

Without CNN-LSTM (no spatio-

temporal modeling) 

91.6 88.4 87.7 88.0 10.3 

Without Modified Bi-LSTM + 

Game Theory 

90.9 87.9 87.1 87.5 10.8 

 
Fig. 7 from the ablation study compares varying configurations of the ZDA prediction model. 

The full ensemble with OLFOA optimization had the highest accuracy, precision, recall and F1-

score while having the lowest false alarm rate.  
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Figure 7. Ablation Study Comparison Chart 

 

4.5. Receiver Operating Characteristic and Precision-Recall Curve  
 
Receiver Operating Characteristic (ROC) and Precision-Recall (PR) curves were produced to 

confirm the claimed gain in accuracy in detection. In general, the ROC curve depicts the false 

positive rate concerning true positive rate (sensitivity) at different thresholds, providing a 

complete view of the capability of the unique entity to discriminate. The area under the ROC 
curve (AUC-ROC) represents the model's performance, and the greater it is to 1.0, the better its 

capability for detection accuracy. Conversely, the PR curve indicates the relationship between 

precision (positive predictive value) and recall (sensitivity). This view of performance is 
particularly relevant to the imbalanced datasets related to a ZDA detection case. The area under 

the PR curve (AUC-PR) represents the relationship for the model to achieve high precision and 

recall. Fig. 8 shows that the ROC curve has a high true positive rate and a low false positive rate; 

the AUC is 0.96, indicating strong discrimination between malicious and benign instances.  
 

 
 

Figure 8. ROC and PR Comparison Chart 

 

4.6. Comparison with Existing Works 
 

To demonstrate the validity of the deep ensemble framework in optimisation using OLFOA, we 

compare performance against recent state-of-the-art ZDA detection developments. Previous 
methods, Deep IDS, C2AE-ID, and several Hybrid CNN-RNN type architectures perform well on 

benchmark datasets like NSL-KDD and CICIDS2017 benchmarks, all of which utilize either 

deep feature learning or anomaly-aware encoding in the detection of previously unknown attacks. 

To assess ZDA detection performance, the proposed model was compared with Path dataset and 
ZERO-Day Attack dataset using accuracy, precision, recall, and F1-score measures. The 
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performance of the proposed model demonstrated strong results relative to the datasets for most 
of the metrics reports, and noticeability proved a significant advantage concerning evasive and 

stealthy threats and competitors in terms of detection performance. 

 

Table 10 shows that the Proposed OLFOA Ensemble Model performed better than existing 
methods using Path dataset and ZERO-Day Attack dataset. 

 
Table 10.Comparison Table with Existing Works 

 
Method / Model Dataset Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 

Deep IDS (CNN + LSTM)          

Yin et al. [38] 

NSL-KDD 93.2 91.5 92.4 91.9 

C2AE-ID (Conditional 

Autoencoder)  

Lopez-Martin et al. [39] 

CICIDS2017 94.8 93.2 92.6 92.9 

Hybrid CNN-GRU + Attention  

Kim et al. [40] 

CICIDS2017 95.1 94.0 93.5 93.7 

Proposed OLFOA Ensemble Model Path Dataset 97.8 94.5 93.7 94.1 

Proposed OLFOA Ensemble Model Zero-Day 

Attack Dataset 

98.1 95.2 94.4 94.8 

 
Fig. 9 shows that the Proposed OLFOA Ensemble Model, a multitier integrated intrusion 

detection system, outperforms all other IDSs across all evaluation metrics.  

 

 
 

Figure 9. Comparison with Existing Works 

 

5. CONCLUSION AND FUTURE WORK 
 
This research developed a unique approach for ZDAs integrating OLIFFOA and neural networks 

with TL for prediction. Effective and exact software vulnerability identification produced better 

network defences and ZDA eradication. Key performance criteria, including identification rate, 
false alarm rate, and overall testing complexity, were improved when an anomaly-based IDS was 

implemented in OLIFFOA. Compared to past ZDA systems, the proposed approach has 

improved detection accuracy by 20–30% and lower false alarms by 15–20%. Based on the recent 

knowledge, the suggested approach greatly increases ZDA detection. Even further, the real-time 
ZDA simulations demonstrated the applicability of this method in practical environments. Future 

studies consider the optimization approach to raise detection rates, lower processing overhead, 

and include other data sources such as threat intelligence feeds, thus enhancing prediction skills. 
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