
vi 
 

TABLE OF CONTENTS 

Chapter 

No. 

Title Page  

No. 

 List of Tables x 

 List of Figures xi 

 List of Abbreviations Xiii 

 Abstract Xv 

1 INTRODUCTION 1 

1.1 Block diagram of WSN 2 

 1.1.1 Sensing Unit 2 

 1.1.2 Processing Unit 2 

 1.1.3 Communication Unit 3 

 1.1.4 Power Generation Unit 3 

1.2 Classification of WSN 3 

1.3 Challenges in WSN 4 

1.4 Research Issues in WSN 5 

1.5 Clustering 6 

 1.5.1 Purpose of Clustering 6 

1.6 Routing 6 

1.7 Major Source of Energy Waste in WSN 7 

 1.7.1 Energy Management Techniques 7 

 1.7.2. Data Reduction Techniques 7 

 1.7.3. Algorithms for Choosing a Cluster 7 

 1.7.4. Event Based Communication 8 

 1.7.5. Reducing the Power Consumption 8 

 1.7.6. Reducing the lossy link 8 



vii 
 

Chapter 

No. 

Title Page  

No. 

1.8 Optimization 9 

 1.8.1 Particle Swarm Optimization (PSO) 10 

 1.8.2 Bacterial Foraging Optimization (BFO) 10 

 1.8.3 Chicken Swarm Optimization (CSO) 10 

 1.8.4 Squirrel Search Algorithm (SSA) 11 

 1.8.5 Fish Swarm Algorithm (FSA) 11 

 1.8.6 Need For Optimization 11 

1.9 Problem Formulation 11 

1.10 Objectives of the Research 12 

1.11 Contribution of the Thesis 12 

 1.11.1 Clustering 12 

 1.11.2 Routing 13 

 1.11.3 Security 13 

1.12 Thesis Organization 13 

2 LITERATURE SURVEY 15 

2.1 Clustering 15 

2.2 Routing 21 

2.3 Security 26 

2.4 Battery 28 

2.5 Comparison of some Optimization Techniques 28 

3 CLUSTERING 31 

3.1 Introduction 31 

 3.1.1 General Framework 31 

 3.1.2 Characteristics of Clustering 32 

 3.1.3 Challenges in Clustering 32 



viii 
 

Chapter 

No. 

Title Page  

No. 

3.2 Optimization methods in Clustering 33 

3.3 Nature Inspired Optimization Techniques 35 

 3.3.1 Ant Colony Optimization  35 

 3.3.2 Particle Swarm Optimization 35 

 3.3.3 Artificial Bee Colony Optimization 36 

 3.3.4 Bacterial Foraging Optimization 36 

 3.3.5 Firefly Optimization Algorithm 36 

3.4 Low Energy Adaptive Clustering Hierarchy (LEACH) 36 

3.5 Proposed Method 38 

 3.5.1 Genetic Algorithm Overview 38 

 3.5.2 Model of the Network 39 

 3.5.3 Proposed Algorithm 41 

3.6 Results and Discussion 43 

3.7 Conclusion 50 

4 ROUTING 51 

4.1 Introduction 51 

 4.1.1 Challenges in Developing a Routing Protocol 52 

4.2 Routing Metric 53 

4.3 Classification of Routing Protocol 53 

4.4 Router and its Working 54 

4.5 Proposed Work 54 

 4.5.1 Network Model 55 

 4.5.1.1 On Demand Routing (ODR) 56 

 4.5.1.2 Status Allocation 57 

 4.5.1.3 Graph Construction 58 



ix 
 

Chapter 

No. 

Title Page  

No. 

 4.5.1.4 Graph Processing 59 

 4.5.1.5 Path Query 59 

 4.5.1.6 Node Behavioral Analysis 59 

4.6 Results and Discussion 61 

4.7 Conclusion 66 

5 SECURITY 67 

5.1 Introduction 67 

 5.1.1 Security goals and Challenges 67 

5.2 Security Attacks on WSN 68 

 5.2.1 Active Attacks 68 

 5.2.2 Passive Attacks 70 

5.3 Proposed Work 70 

 5.3.1 Network model 71 

 5.3.1.1 Energy Consumption 72 

 5.3.1.2 Problem Formulation 73 

5.4 Results and Discussion 78 

 5.4.1 Network Lifetime 78 

 5.4.2 Network Throughput 79 

 5.4.3 Energy Consumption 82 

 5.4.4 End-to-end delay 83 

5.5 Conclusion 85 

6 CONCLUSION AND FUTURE WORK 86 

 6.1 Summary 86 

 6.2 Future Work 87 

 REFERENCES 

PUBLICATIONS 

PLAGIARISM REPORT 

88 


